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THE 9/11 COMMISSION REPORT:
IDENTIFYING AND PREVENTING
TERRORIST FINANCING

Monday, August 23, 2004

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to call, at 10:05 a.m., in Room
2128, Rayburn House Office Building, Hon. Michael G. Oxley
[chairman of the committee] Presiding.

Present: Representatives Bachus, Castle, King, Royce, Kelly,
Paul, LaTourette, Biggert, Green, Shays, Fossella, Hart, Capito,
Tiberi, Feeney, Hensarling, Garrett, Barrett, Frank, Kanjorski, Wa-
ters, Maloney, Watt, Hooley, Sherman, Meeks, Moore, Hinojosa,
Israel, McCarthy, Matheson, Emanuel, Scott, and Bell.

The CHAIRMAN. The committee will come to order.

This hearing of the Committee on Financial Services will begin.
Without objection, all members’ opening statements will be made
a part of the record, and the Chair recognizes himself for a brief
opening statement.

Good morning to our witnesses and members. The Financial
Services Committee meets today for an unusual August recess
hearing to consider the findings and recommendations of the Na-
tional Commission on Terrorist Attacks upon the United States.
Evaluating and acting upon these recommendations is, in my view,
a top priority for Congress to address this fall.

I want to welcome our old friend and colleague, Lee Hamilton,
and thank you, Lee, for your service on the 9/11 Commission and
taking this time to give your views today.

The 9/11 Commission, chaired by former New Jersey Governor
Tom Kean and the aforementioned Mr. Hamilton, has performed a
valuable service to our Nation by providing an exhaustive and com-
pelling account of the terrorist threat that confronts us and by de-
veloping serious policy recommendations to help meet that threat.

As the House committee that took the lead after September 11
in crafting the antiterrorist finance provisions of the USA PA-
TRIOT Act and overseeing the government’s efforts to shut off al
Qaeda’s funding sources, we have a particular interest in the Com-
mission’s work related to those subjects. More broadly, as the third
anniversary of the 9/11 attacks approaches and as intelligence re-
ports suggest the possibility of another major attack, it is appro-
priate for this committee to take stock of how far we have come in
dismantling and disrupting the terrorists’ financial networks.
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While our troops and some American citizens abroad have been
subjected to terrorism, we have been terror-free on U.S. land since
9/11. That is both an accomplishment and a challenge.

It is important to note that the most recent report issued on the
9/11 Commission’s website on Saturday actually gives predomi-
nantly positive reviews to both the PATRIOT Act and recent intel-
ligence efforts. According to the report, “While definitive intel-
ligence is lacking, these efforts have had a significant impact on al
Qaeda’s ability to raise and move funds, on the willingness of do-
nors to give money indiscriminately, and on the international com-
munity’s understanding and sensitivity to the issue. Moreover, the
U.S. Government has used the intelligence revealed through finan-
cial information to understand terrorist networks, search them out,
and disrupt their operations.”

We at the Financial Services Committee are, of course, concerned
about the recent heightened terror alert for the financial services
sector. It serves as a stark reminder that this Nation’s financial in-
stitutions and the international financial institutions are part of
the front line in the war against terrorists. We have made signifi-
cant progress by discovering and exposing al Qaeda’s interest in
these targets, thus making their operations more difficult.

In its final report, the Commission was complimentary of the PA-
TRIOT Act and its effect on terrorist financing, recognizing the ex-
traordinary cooperation that financial institutions have given to
law enforcement. The government needs to reward and encourage
those efforts by more effectively implementing these provisions of
the PATRIOT Act, including section 314, to seek to create a two-
way street for information sharing between the public and private
sectors.

In this regard, I want to stress the importance of fully funding
the Treasury’s Financial Crimes Enforcement Network, FinCEN, so
that it can carry out the critical responsibilities Congress gave it
in the PATRIOT Act to identify terrorist money trails in real time
and to provide law enforcement and the financial services industry
with immediate feedback on suspicious financial activity.

The two major al Qaeda funding techniques emphasized in the
9/11 Commission Report are Islamic charities and informal value
transfer systems such as hawala. Although no one is under any il-
lusion that these avenues have been completely shut off to the ter-
rorists, the government can boast of many recent successes in com-
bating these forms of terrorist finance. Last month, for example,
the Justice Department obtained money laundering indictments of
five former leaders of the Holy Land Foundation, a Texas-based
charity alleged to have funneled over $12 million to Hamas.

The government has also made extensive use of section 373 of
the PATRIOT Act to shut down unlicensed money-transmitting
businesses suspected of funding terrorism. In addition, the govern-
ment has created a great deal of international consensus on how
best to create and tighten standards for fighting terrorist financing
at both the multilateral and bilateral levels.

While more needs to be done by key allies, the Organization for
Economic Cooperation and Development, through the Financial Ac-
tion Task Force, has created strong international standards which
are being implemented across the world. As a result, since 9/11 the
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number of financial intelligence units has nearly doubled and the
amount of information crossing borders in the fight against terror
has expanded significantly.

The International Monetary Fund and the World Bank are in-
cluding these international standards in the infrastructure assess-
ment process within the financial sector. The regional development
banks are establishing special facilities to channel development as-
sistance in this area as well. Bilaterally, the number of countries
where enhanced information-sharing arrangements exists is grow-
ing. So we have come a very long way since 9/11. We are com-
mitted to winning the war against global terrorism, a task which
will require time, patience, courage, and perseverance.

The Chair’s time has expired. I am pleased to yield to the gen-
tleman from Massachusetts, Mr. Frank.

[The prepared statement of Hon. Michael G. Oxley can be found
on page 90 in the appendix.]

Mr. FRANK. Thank you, Mr. Chairman.

I appreciate the diligence with which Mr. Hamilton has made
himself available. This is my second time hearing him in August,
and he has been very helpful, because he is in an unusually good
position as a former senior Member of the Congress to understand
what it is that needs to be done to get these recommendations en-
acted.

I was particularly pleased to have that monograph done by the
staff. I think we have, many of us, talked about our admiration for
the work of the Commission, and we should be explicit that we
were well-served in this country by the first-rate staff that you and
your colleagues assembled and by the work they have done.

I cannot think of many cases where we have had a common,
agreed-upon framework in which to debate issues. Obviously, there
ought to be debate. We ought to be clear. People who think that
there is no room for debate and that we simply enact things with-
out debate are looking at the wrong country. This is a democracy,
and that is of the essence.

But the Commission has really done two things. It has given us
some very good, specific recommendations, but, in addition, it has
provided, through a first-rate body of work, a framework in which
to debate those. It is very helpful to have a debate going on on pol-
icy where we are not arguing about what happened, we are not ar-
guing about the facts, and that is not something to be taken for
granted. I very much appreciate that.

I also found a couple of things of particular interest in the report
and one I do want to comment on and to thank Mr. Hamilton for
stressing, and that is the civil liberties aspect. I was struck favor-
ably by the Commission recommending that we create a new body
in the government to protect against civil liberties abuses.

We have this dilemma, obviously. On September 11, our law en-
forcement model, the law enforcement model of a free society, was
undermined. That is, the law enforcement model of a free society
basically is the bad guys get a free shot. We do not stop you from
doing things. The assumption is people are going to behave them-
selves. And we say, on the other hand, if you do something that
is abusive to other people’s rights, we are going to catch you and
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punish you. It is called deterrence, and that is essentially the
model of a free society.

Then, 19 murderous thugs killed themselves to kill other people
and, obviously, deterrence does not work. So we then have to arm
law enforcement with more intrusive powers, because we cannot
wait. We have to intervene. But we want to do that in the best pos-
sible way. And I think the model—and we have talked about how
to do this—the model that seems to me to get this done is to give
them the ability to be intrusive, to go and catch people, to listen
in on people, to spy on people—that is in the nature of it—but to
recognize that in a human system, mistakes will be made. People
will make mistakes.

And what we need to do then is to have really almost two par-
allel systems: a system of vigorous intrusive enforcement and a
parallel system to try and minimize the errors, and because errors
will inevitably happen, have an appeals mechanism, and this is I
think particularly what is relevant in the financial area. We are
giving the government the power—we have given the government
the power—as the chairman mentioned, we have worked on this
committee—the power to freeze assets. That is an important power
for them to have. But equally important is for there to be mecha-
nisms whereby people whose assets have been inappropriately or
erroneously frozen to have a quick and effective method of appeal,
and that sometimes gets left behind. That is our job. That is our
job.

When some parts of the PATRIOT Act expire and we deal with
them next year, it is obvious that we should enact these rec-
ommendations; and I am glad the Commission pointed this out. We
want to give vigorous powers to law enforcement, but we want to
accompany those powers with a set of procedures that give people
who are wronged by the enforcement, we want them to have a
prompt and ready way to fight back.

One of the things I noticed, for example, was in a couple of cases
people’s assets were frozen and they were forbidden to engage in
any commercial transactions with anybody and then had to get
waivers so they could hire lawyers to fight this. Well, that ought
to be automatic. The notion that you can be frozen and then by the
very act of freezing your assets which you plan to contest you can-
not hire somebody to contest it, that just does not conform with our
basic principles of freedom.

So I thank you for being both very rigorous in the kinds of en-
forcement we ought to have but in pointing out from your own ex-
perience that we are going to make some mistakes and we need to
make sure that we do this.

Let me just say, finally, to people who worry about this, having
good mechanisms for the alleviation of error is an important part
of law enforcement. Because there will be people who will oppose
giving law enforcement the powers because they are afraid of the
mistakes that will get made, and having a system for correcting the
mistakes then becomes not a dilution of the law enforcement pow-
ers but an essential element in the decision to grant them.

Thank you, Mr. Chairman.

The CHAIRMAN. The gentleman’s time has expired.
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After consultation with the ranking member, it was determined
that we would allow all of the opening statements to be made a
part of the record which, with unanimous consent, it is so ordered,
so that we will have an adequate opportunity to hear from the dis-
tinguished gentleman from Indiana, as well as have an opportunity
for questions.

The CHAIRMAN. With that, Mr. Hamilton, welcome to the com-
mittee. We appreciate your service to our country, your long service
here in the Congress, as well as your vice chairmanship of the 9/
11 Commission. You have done the Nation a favor and a service,
and we are all grateful, and we are pleased to hear from you today.

STATEMENT OF THE HONORABLE LEE H. HAMILTON, VICE
CHAIRMAN, NATIONAL COMMISSION ON TERRORIST AT-
TACKS UPON THE UNITED STATES

Mr. HAMILTON. Thank you very much, Chairman Oxley and
Ranking Member Frank, distinguished members of the Financial
Services Committee. It is an honor to be with you this morning.

Governor Kean, who led the 9/11 Commission with extraordinary
distinction, is testifying this afternoon. I think he is on his way
down now from New Jersey. He could not be here this morning.

I want to say a word of special thanks to all of you for being here
in August. I know that is unprecedented, and we are very grateful
to you. This committee has been involved in financial aspects of our
country’s war on terrorism for a long time. We are grateful to you
for your leadership and for your prompt consideration of our rec-
ommendations.

Mr. Frank mentioned the staff report. I am submitting to you
today a Commission staff report on terrorist financing. I would like
to ask that that be made part of the record.

The CHAIRMAN. Without objection.

[The following information can be found on page 184 in the ap-
pendix.]

Mr. HAMILTON. While Commissioners have not been asked to re-
view or approve this staff report—indeed, I first saw it only a few
hours ago—we believe the work of the staff on terrorist finance
issues will be helpful to your own consideration of these issues.

After the September 11 attacks, the highest-level U.S. Govern-
ment officials publicly declared that the fight against al Qaeda fi-
nancing was as critical as the fight against al Qaeda itself. It was
presented as one of the keys to success in the fight against ter-
rorism. If we choke off the terrorists’ money, we limit their ability
to conduct mass casualty attacks.

In reality, stopping the flow of funds to al Qaeda and affiliated
terrorist groups has proved to be essentially impossible. At the
same time, tracking al Qaeda financing is an effective way to locate
terrorist operatives and supporters and to disrupt terrorist plots.
Our government’s strategy on terrorist financing, thus, has
changed significantly from the early post-9/11 days. Choking off the
money remains the most visible and important aspect, and it is an
important aspect of our approach, but it is not our only or even
most important goal. Making it harder for terrorists to get money
is a necessary, but not sufficient, component of the overall strategy.
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Following the money to identify terrorist operatives and sympa-
thizers provides a particularly powerful tool in the fight against
terrorist groups. Use of this tool almost always remains invisible
to the general public, but it is a critical part of the overall cam-
paign against al Qaeda. Today, the United States Government rec-
ognizes—appropriately, in our view—that terrorist financing meas-
ures are simply one of many tools in the fight against al Qaeda.

The September 11 hijackers used U.S. and foreign financial insti-
tutions to hold, move, and retrieve their money. The hijackers de-
posited money into U.S. accounts primarily by wire transfers and
deposits of cash or travelers checks brought from overseas. Addi-
tionally, several of them kept funds in foreign accounts which they
accessed in the United States through ATM and credit card trans-
actions. The hijackers received funds from facilitators in Germany
and the United Arab Emirates or directly from Khalid Sheikh Mo-
hammed, KSM, as they transited Pakistan before coming to the
United States. The entire plot cost al Qaeda somewhere in the
range of $400,000 to $500,000, of which approximately $300,000
passed through the hijackers’ bank accounts in the United States.

While in the United States, the hijackers spent money primarily
for flight training, travel, and living expenses. Extensive investiga-
tion has revealed no substantial source of domestic financial sup-
port. Neither the hijackers nor their financial facilitators were ex-
perts in the use of the international financial system. They created
a paper trail linking them to each other and their facilitators. Still,
they were adept enough to blend into the vast international finan-
cial system easily, without doing anything to reveal themselves as
criminals, let alone terrorists bent on mass murder.

The money-laundering controls in place at the time were largely
focused on drug trafficking and large-scale financial fraud. They
could not have detected the hijackers’ transactions. The controls
were never intended to and could not detect or disrupt the routine
transactions in which the hijackers engaged.

There is no evidence that any person with advanced knowledge
of the impending terrorist attacks used that information to profit
by trading securities. Although there has been consistent specula-
tion that massive al Qaeda-related insider trading preceded the at-
tacks, exhaustive investigation by Federal law enforcement and the
securities industry has determined that unusual spikes in the trad-
ing of certain securities were based on factors unrelated to ter-
rorism.

Al Qaeda and Osama bin Ladin obtained money from a variety
of sources. Contrary to common belief, bin Laden did not have ac-
cess to any significant amounts of personal wealth, particularly
after his move from Sudan to Afghanistan. He did not personally
fund al Qaeda, either through an inheritance or businesses he was
said to have owned in Sudan. Al Qaeda’s funds, approximately $30
million per year, came from the diversion of money from Islamic
charities. Al Qaeda relied on well-placed financial facilitators who
gathered money from both witting and unwitting donors, primarily
in the Gulf region.

No persuasive evidence exists that al Qaeda relied on the drug
trade as an important source of revenue, had any substantial in-
volvement with conflict diamonds, or was financially sponsored by
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any foreign government. The United States is not, and has not
been, a substantial source of al Qaeda funding, although some
funds raised in the United States may have found their way to al
Qaeda and its affiliated groups.

Before 9/11, terrorist financing was not a priority for either do-
mestic or foreign intelligence collection. Intelligence reporting on
this issue was episodic, insufficient, and often inaccurate.

Although the National Security Council considered terrorist fi-
nancing important in its campaign to disrupt al Qaeda, other agen-
cies failed to participate to the NSC’s satisfaction. There was little
interagency strategic planning or coordination. Without an effective
interagency mechanism, responsibility for the program was dis-
bursed among a myriad of agencies, each working independently.

The FBI gathered intelligence on a significant number of organi-
zations in the United States suspected of raising funds for al Qaeda
or other terrorist groups. The FBI, however, did not develop an end
game for its work. Agents continued to gather intelligence with lit-
tle hope that they would be able to make a criminal case or other-
wise disrupt the operations of these organizations.

The FBI could not turn these investigations into criminal cases
because of insufficient international cooperation; a perceived inabil-
ity to mingle criminal and intelligence investigations due to the
wall between intelligence and law enforcement matters; sensitivi-
ties to overt investigations of Islamic charities and organizations;
and the sheer difficulty of prosecuting most terrorist financing
cases. Nonetheless, FBI street agents had gathered significant in-
telligence on specific groups.

On a national level, the FBI did not systematically gather and
analyze the information its agents developed. It lacked a head-
quarters unit focusing on terrorist financing. Its overworked
counterterrorism personnel lacked time and resources to focus spe-
cifically on financing. The FBI is an organization that therefore
failed to understand the nature and extent of the jihadist fund-
raising problem within the United States or to develop a coherent
strategy for confronting the problem. The FBI did not, and could
not, fulfill its role to provide intelligence on domestic terrorist fi-
nancing to government policymakers. The FBI did not contribute to
national policy coordination.

The Department of Justice could not develop an effective pro-
gram for prosecuting terrorist-financed cases. Its prosecutors had
no systematic way to learn what evidence of prosecutable crimes
could be found in the FBI’s intelligence files, to which it did not
have access.

The U.S. Intelligence Community largely failed to comprehend al
Qaeda’s methods of raising, moving, and storing money. It devoted
relatively few resources to collecting the financial intelligence that
policymakers were requesting or that would have informed the
larger counterterrorism strategy.

The CIA took far too long to grasp basic financial information
that was readily available, such as the knowledge that al Qaeda re-
lied on fund-raising, not bin Laden’s personal fortune. The CIA’s
inability to grasp the true source of bin Laden’s funds frustrated
policymakers, unable to integrate potential covert action or overt
economic disruption into the counterterrorism effort.
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The lack of specific intelligence about al Qaeda financing and in-
telligence deficiencies persisted through 9/11. The Office of Foreign
Assets Control, the Treasury organization charged by law with
searching out, designating, and freezing bin Laden access did not
have access to much actionable intelligence.

Before 9/11, a number of significant legislative and regulatory
initiatives designed to close vulnerabilities in the U.S. financial
system failed to gain traction. They did not gain the attention of
policymakers. Some of these, such as a move to control foreign
banks with accounts in the United States, died as a result of bank-
ing industry pressure. Others, such as a move to regulate money
remitters, were mired in bureaucratic inertia and a general
antiregulatory environment.

It is common to say, the world has changed since 9/11. This con-
clusion is especially apt in describing U.S. counterterrorist efforts
regarding financing. The U.S. Government focused for the first
time on terrorist financing and devoted considerable energy and re-
sources to the problem. As a result, we now have a far better un-
derstanding of the methods by which terrorist raise, move, and use
money. We have employed this knowledge to our advantage.

With a new sense of urgency post 9/11, the intelligence commu-
nity, including the FBI, created new entities to focus on and bring
expertise to the question of terrorist fund-raising and the clandes-
tine movement of money. The Intelligence Community uses money
flows to identify and locate otherwise unknown associates of known
terrorists and has integrated terrorist financing issues into the
larger counterterrorism effort.

Equally important, many of the obstacles hampering investiga-
tions have been stripped away. The current Intelligence Commu-
nity approach appropriately focuses on using financial transactions
in close coordination with other types of intelligence to identify and
track terrorist groups rather than to starve them of funding.

Still, understanding al Qaeda’s money flows and providing ac-
tionable intelligence to policymakers presents ongoing challenges
because of the speed, diversity, and complexity of the means and
methods for raising and moving money; the commingling of ter-
rorist money with legitimate funds; the many layers and transfers
between donors and the ultimate recipients of the money; the exist-
ence of unwitting participants, including donors who give to gener-
alized jihadist struggles rather than specifically to al Qaeda; and
the U.S. Government’s reliance on foreign government reporting for
intelligence.

Bringing jihadist fund-raising prosecutions remains difficult in
many cases. The inability to get records from other countries, the
complexity of directly linking cash flows to terrorist operations or
groups, and the difficulty of showing what domestic persons knew
about illicit foreign acts or actors all combine to thwart investiga-
tions and prosecutions.

The domestic financial community and some international finan-
cial institutions have generally provided law enforcement and intel-
ligence agencies with extraordinary cooperation. This cooperation
includes providing information to support quickly developing inves-
tigations such as the search for terrorist suspects at times of emer-
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gency. Much of this cooperation is voluntary and based on personal
relationships.

It remains to be seen whether such cooperation will continue as
the memory of 9/11 fades. Efforts to create financial profiles of ter-
rorist cells and terrorist fund-raisers have proved unsuccessful, and
the ability of financial institutions to detect terrorist financing re-
mains limited.

Since the September 11 attacks and the defeat of the Taliban, al
Qaeda’s budget has decreased significantly. Although the trend line
is clear, the U.S. Government still has not determined with any
precision how much al Qaeda raises or from whom or how it spends
its money. It appears that the al Qaeda attacks within Saudi Ara-
bia in May and November, 2003, have reduced, some say dras-
tically, al Qaeda’s ability to raise funds from Saudi sources. There
has been both an increase in Saudi enforcement and a more nega-
tive perception of al Qaeda by potential donors in the Gulf.

However, as al Qaeda’s cash flows have decreased, so, too, have
its expenses, generally owing to the defeat of the Taliban and the
disbursement of al Qaeda. Despite our efforts, it appears that al
Qaeda can still find money to fund terrorist operations. Al Qaeda
now relies to an even greater extent on the physical movement of
money and other informal methods of value transfer, which can
pose significant challenges for those attempting to detect and dis-
rupt money flows.

While specific, technical recommendations are beyond the scope
of my remarks today, I stress four themes in relation to this com-
mittee’s work:

First, continued enforcement of the Bank Secrecy Act rules for fi-
nancial institutions, particularly in the area of suspicious activity
reporting is necessary.

The suspicious activity reporting provisions currently in place
provide our first defense in deterring and investigating the financ-
ing of terrorist entities and operations. Financial institutions are in
the best position to understand and identify problematic trans-
actions or accounts.

Although the transactions of the 9/11 hijackers were small and
innocuous, apparently, or seemed to be, and could probably not be
detected today, vigilance in this area is important. Vigilance assists
in preventing open and notorious fund-raising. It forces terrorists
and their sympathizers to raise and move money clandestinely,
thereby raising the costs and the risks involved. The deterrent
value in such activity is significant; and, while it cannot be meas-
ured in any meaningful way, it ought not to be discounted.

The USA PATRIOT Act expanded the list of financial institutions
subject to bank secrecy regulation. We believe that this was a nec-
essary step to ensure that other forms of moving and storing
money, particularly less regulated areas such as wire emitters, are
not abused by terrorist financiers and money launderers.

Second, investigators need the right tools to identify customers
and trace financial transactions in fast-moving investigations.

The USA PATRIOT Act gave investigators a number of signifi-
cant tools to assist in fast-moving terrorism investigations. Section
314(a) allows investigators to find accounts or transactions across
the country. It has proved successful in tracking financial trans-
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actions and could prove invaluable in tracking down the financial
component of terrorist cells. Section 326 requires specific customer
identification requirements for those opening accounts at financial
institutions. We believe both of these provisions are extremely use-
ful and properly balance customer privacy and the administrative
burden on the one hand against investigative utility on the other.

Third, continuous examination of the financial system for
vulnerabilities is necessary.

While we have spent significant resources examining the ways al
Qaeda raised and moved money, we are under no illusion that the
next attack will use similar methods. As the government has
moved to close financial vulnerabilities and loopholes, al Qaeda
adapts. We must continually examine our system for loopholes that
al Qaeda can exploit and close them as they are uncovered. This
will require constant efforts on the part of this committee, working
with the financial industry, their regulators, and the law enforce-
ment and intelligence community.

Finally, we need to be mindful of civil liberties in our efforts to
shut down terrorist networks.

In light of the difficulties in prosecuting some terrorist fund-rais-
ing cases, the government has issued administrative blocking and
freezing orders under the International Emergency Economic Pow-
ers Act, IEEPA, against U.S. Persons—individuals or entities—sus-
pected of supporting foreign terrorist organizations. It may well be
effective, and perhaps necessary, to disrupt fund-raising operations
through an administrative blocking order when no other good op-
tions exist.

The use of IEEPA authorities against domestic organizations run
by U.S. citizens, however, raises significant civil liberties concerns.
IEEPA authorities allow the government to shut down an organiza-
tion on the basis of classified evidence subject only to a deferential
after-the-fact judicial review. The provision of the IEEPA that al-
lows the blocking of assets during the pendency of an investigation
also raises particular concern in that it can shut down a U.S. entity
indefinitely without the more fully developed administrative record
necessary for a permanent IEEPA designation.

Vigorous efforts to track terrorist financing must remain front
and center in U.S. counterterrorism efforts. The government has
recognized that information about terrorist money helps us to un-
derstand the networks, search them out, and disrupt their oper-
ation. These intelligence and law enforcement efforts have worked.
The death or capture of several important facilitators has de-
creased the amount of money available to al Qaeda and increased
its costs and difficulties in moving money. Captures have produced
a windfall of intelligence.

Raising the costs and risks of gathering and moving money are
necessary to limit al Qaeda’s ability to plan and mount significant
mass casualty attacks. We should understand, however, that suc-
cess in these efforts will not of itself immunize us from future ter-
rorist attacks.

I would be pleased to respond to your questions.

The CHAIRMAN. Thank you, Mr. Hamilton. Again, we appreciate
your participation at the committee hearing today.
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[The prepared statement of Hon. Lee H. Hamilton can be found
on page 108 in the appendix.]

The CHAIRMAN. Among the major themes of the Commission re-
port was the need to better allocate intelligence resources and es-
tablishing clear lines of responsibility. While there was a little com-
mentary in the report itself about the Treasury’s anti-terrorist fi-
nance efforts, the committee, under the able leadership of Mrs.
Kelly, has undertaken several hearings on that particular subject.

Two major threads have emerged during those hearings: one,
that the Financial Crimes Enforcement Network, or FinCEN, has
trouble improving the quality of its product because they cannot
operate their own computers, and two, that the IRS has a lot of
other good financial crimes investigators who do not work on tax
enforcement issues.

Would it not make a lot of sense as we look at the larger picture
to centralize these functions somewhere in government, perhaps
with the Office of Terrorist Financing and Intelligence within
Treasury? As we try to reach those goals, did the Commission at
least consider that possibility and does that provide some kind of
opportunity for reaching those two goals that were raised?

Mr. HAMILTON. Mr. Chairman, we are very careful about putting
into a single agency the lead role and trying to broker the com-
peting equities of various operating agencies. You have in place
today the NSC’s Policy Coordinating Committee on Terrorist Fi-
nancing, and I think generally it has been successful in doing the
policy coordination that is necessary.

Now, obviously, Treasury has an enormously important role to
play in antiterrorism financing. But we are skeptical, I guess, or
doubtful that concentrating authority is a good move.

One reason for that is the way we view antiterrorist or
counterterrorism policy. We believe conducting counterterrorism
policy requires that you integrate a lot of aspects or use a lot of
tools of American policy and of American policymakers. You have
to have the military, you have to have covert action, you have to
have intelligence, you have to have Treasury, you have to have eco-
nomic assistance and economic policy and public diplomacy and a
lot of other things. So we are doubtful that this should be focused
in the Treasury.

With regard to the IRS—and may I say that is especially true as
al Qaeda has moved to these more informal means of moving
money. With regard to the IRS, we believe the IRS is working ef-
fectively now in the FBI Joint Terrorism Task Forces, which is de-
signed to bring together the experts to fight terrorism in a single,
coordinated effort. We have not seen any evidence that the IRS is
not fully participating in that.

Now, you also mentioned the Financial Crimes Enforcement Net-
work. You folks know a lot more about that than I do. We did learn
about some of their problems because it does not use its own sys-
tems to process secrecy data well, but getting into a remedy for
that really was outside our mandate, and we did not address it.

The CHAIRMAN. Thank you.

One of the aspects of the Commission’s findings which received
particular attention is its observation, and it was an interesting
quote, that the report says that “trying to starve the terrorists of
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money is like trying to catch one kind of fish by draining the
ocean.” And, indeed, and you have mentioned in your opening
statement that, because of that apparent change, I guess the issue
is, is it an either/or kind of thing. In other words, I can understand
from the aspect of intelligence that we follow the money, follow the
money trail, as opposed to efforts at locating and freezing those as-
sets. Should that be the general policy of the Federal Government,
or should it be dealt with on a case-by-case basis, depending on the
particular situation on the ground?

Mr. HAMILTON. I believe the latter is the way to approach it, Mr.
Chairman. Freezing, of course, is a very, very important weapon in
dealing with terrorist financing. And the existence of that power is
a substantial—provides a substantial deterrent, we Dbelieve.
Wealthy people, wealthy entities do not like the idea of having
their assets frozen, and it makes them, we would hope, we believe,
more reluctant to get involved in any kind of questionable financ-
ing that might help the terrorists.

Having said that, I think on a given case whether or not to use
freezing has to be made on a case-by-case basis. You have to look
at all of the equities involved. Many times I think freezing might
be the right strategy, many times it would not be the right strat-
egy, and the better thing to do is not to freeze the assets, keep the
account open, and follow it, to learn more about the terrorist fi-
nancing. I do not think you can generalize about that. What you
do have to have is an effective interagency process that considers
the competing equities and then make a decision.

The CHAIRMAN. Thank you. My time has expired.

The Chair now recognizes the gentlewoman from California, Ms.
Waters.

Mr. FRANK. Mr. Chairman, if I could just explain, I was here a
week ago when I had a chance to question Mr. Hamilton, and I
thought with all of the members coming in, I would defer for a
while.

Ms. WATERS. Thank you very much, Mr. Chairman and Ranking
Member Frank. I would like to thank you, Mr. Chairman, and our
Ranking Member for scheduling this important meeting.

Mr. Chairman, the 9/11 Commission’s report and the staff mono-
graph on terrorist financing are tremendously valuable resources to
this committee as we consider the wide range of issues that nec-
essarily are implicated when we evaluate how we can make it more
costly and difficult for terrorists to engage in terrorism without ei-
ther sacrificing civil liberties or unduly disrupting commerce. I
would like to commend Chairman Kean, Vice Chairman Hamilton
and the other members of the 9/11 Commission and the Commis-
sion staff for the care and attention that obviously went into these
documents, and I thank all of them for their work. They have cer-
tainly performed an exceptional public service.

Mr. Chairman and members, I am going to take a line of ques-
tioning that may be a little bit uncomfortable, but I think it is ab-
solutely necessary. First of all, I would like to note that, as it has
been reported, the 9/11 Commission confirmed last month that it
had found no evidence that the Government of Saudi Arabia fund-
ed the al Qaeda terrorist network and the 9/11 hijackers received
funding from Saudi citizen Omar al-Bayoumi or Princess Haifa al-
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Faisal, wife of ambassador to the United States Prince Bandar bin
Sultan. I would like to ask, what went into that investigation that
would lead you to that conclusion?

The reason I would like to ask that is there are so many reports.
Time Magazine, for example, reported that the Saudis still appear
to be protecting charities associated with the royal family which
funnel money to the terrorists. Also, as you know, there has been
a lot written lately about the relationship between President Bush
and his father to the Saudis, not only their personal friendships,
but their money relationships, relationships that include the Har-
kin Energy, Halliburton and the Carlyle Group; and, of course, a
lot has been written about the $1 million that was funded to the
Bush library by the Saudis.

Also, it is noted that in this cozy relationship that this adminis-
tration has with the Saudis it goes so far as to identify that Robert
Jordan, the ambassador that was appointed to Saudi Arabia, had
no diplomatic experience, does not speak Arabic and cannot be con-
sidered a serious diplomat as it relates to representing our inter-
ests in a country where many of us have very, very serious con-
cerns.

So I would like to know, how did the Commission reach the con-
clusion of finding no evidence that the Government of Saudi Arabia
furnished al Qaeda or the network with any funds or that they are
not still funding these charities? Did you have CIA information
that helped you to document that? As a matter of fact, it appears
that before 9/11, according to U.S. News, a 1996 CIA report found
that a third of the 50 Saudi-backed charities it studied were tied
to terrorist groups. Similarly, a 1998 report by the National Secu-
rity Council had identified the Saudi Government as the epicenter
of terrorist funding, becoming the single greatest force in spreading
Islamic fundamentalism and funneling hundreds of millions of dol-
lars to jihad groups and al Qaeda cells around the world.

Now I must admit that this information that I am reading to you
now came from the Center for American Progress. I will not go on
any further. I think you get the picture.

What I am trying to say to you is, if you have come to this con-
clusion that the Saudi Government had no—is not responsible for
continuing to fund these charities where dollars ended up with
some of the 9/11 hijackers, how did you come to this conclusion and
what have you explored about this relationship of this administra-
tion to the Saudi Government? Obviously, it is very cozy. They
have to escort members of bin Laden’s family out of the country,
the princess who was found to have been giving money to charities
associated with 9/11 hijackers, all leads us to a conclusion that this
cozy relationship has to be broken up, and I would just ask you to
relate to this.

The CHAIRMAN. The gentlewoman’s time has expired.

Mr. HAMILTON. Thank you very much, Congresswoman Waters.

The Saudi connection with al Qaeda is a very, very important
matter to look at, and you really do have to make a distinction be-
tween the activities of the Saudi Government prior to the spring
of 2003, when they were attacked themselves, and then again later,
I think in November, in 2003, that time frame, pre-attacks in
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Saudi Arabia and post-attacks in Saudi Arabia. Saudi Arabia is a
key part of any international effort to fight terrorist financing.

You asked us how we reached the conclusion. The conclusion was
that we found no evidence, as you have stated correctly, that the
Saudi Government as an institution or as individual senior officials
of the Saudi Government supported al Qaeda. Now we sent inves-
tigators to Saudi Arabia. We reviewed all kinds of information and
documents with regard to that that are available in the intelligence
community. We listened to many, many people who talked to us
about these things. We followed every lead that we could. This is
an ongoing investigation. I think it will continue. We are not going
to have the final word on it.

We did find in this, the pre-attack period, pre-Saudi Arabia at-
tack period, that there was a real failure to conduct oversight in
the Saudi Government, there was a lack of awareness of the prob-
lem, and a lot of financing activity we think flourished. We think
that Saudi cooperation was ambivalent and selective, and we were
not entirely pleased with it.

Then along came those attacks and, in the spring of 2003 and
after that period, we believe the performance of the Saudi Govern-
ment improved quite a bit, and a number of the deficiencies were
corrected.

The Saudi Government needs to continue its activities to
strengthen their capabilities to stem the flow from Saudi sources
to al Qaeda; and we have to work very, very closely with the
Saudis in order to get that done. But we do not have any evidence
that the government itself or senior officials of the government
were involved in al Qaeda financing. And I think our diplomatic ef-
forts there over a period of time have been helpful, but no one I
think would say that we have resolved all of the problems with the
Saudis. So we have to continue to send a message to the Saudi
Government that the Saudis must do everything within their
power, everything within their power to eliminate al Qaeda financ-
ing from Saudi sources.

The CHAIRMAN. The gentleman from Alabama.

Mr. BacHus. I thank the Chairman. I would like to commend the
Chairman and this committee for work which actually started in
1996 to target these terrorist organizations and their funding. I
would like to note and welcome Vice Chairman Hamilton to the
committee.

Vice Chairman, as I understand your testimony today, one of the
things that has gotten a lot of attention is this distinction about
whether you freeze assets or you track the transfer of those assets,
and I think that what you are saying is that it ought to be a case-
by-case basis. Am I correct in saying that?

Mr. HAMILTON. Yes, you are.

Mr. BACHUS. And in some cases we arrest the financier or the
facilitator and in other cases we observe him and document his
movements and try to find out who he is in contact with, both up-
stream and downstream.

Mr. HAMILTON. That is right. And what you have to keep in mind
here always is that, in counterterrorism policy, there are a lot of
things going on, and you cannot look at counterterrorism policy
solely as a matter of financing. That is a very important part of it,
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but it is only a small part. So you have to find out what all the
intelligence is. You have to find out what the military is doing, you
have to find out what the CIA is doing and a lot of other institu-
tions, and that has to be balanced and integrated.

Mr. BACHUS. Are you aware that really the interagencies, the
agencies are cooperating today, the FBI and the Treasury, what
they are doing in these cases is they are sitting down and review-
ing the evidence and trying to make on a case-by-case- basis deci-
sions as to what hurts the terrorists the most?

Mr. HAMILTON. Yes. We are aware that the cooperation has
picked up very substantially, that there are regular meetings going
on, that there are a lot of very smart people in these agencies that
are trying to do their best to correct some of these problems.

Our concern, of course, is that it be sustained, that it be contin-
ued and that it be institutionalized. You so often get the response,
well, we have a good working relationship between official A and
official B. That is very important, and without that relationship
things are not going to work very well. But we have to look beyond
the fact and understand that officials A and B are not always going
to be there, so you want to institutionalize it.

Mr. BACHUS. You are aware that, by direction of the Congress,
there was created an Office of Terrorism and Financial Intelligence
in the Treasury Department?

Mr. HAMILTON. Yes.

Mr. BACHUS. And that they have been coordinating with the FBI
and the CIA?

Mr. HAMILTON. Yes.

Mr. BACHUS. And they have been meeting and basically doing
what you all proposed here?

Mr. HAMILTON. Yes, I agree with that. I think there are mecha-
nisms, there are entities that have been created since 9/11 that
have been useful and are operating much, much better than prior
to 9/11.

Mr. BAcCHUS. I think if you take what you have recommended
and you look at what the Office of Terrorism and Financial Intel-
ligence is doing, I think you would be very satisfied that they are,
in fact, doing what you have asked them to do, with one possible
concern, and that is if it is an international situation that we are
not always getting cooperation overseas.

Mr. HamiLTON. Well, if you look at—you know, we made, I
think—I think the figure was 41 recommendations, and we really
did not make a major recommendation with regard to terrorist fi-
nancing.

Mr. BacHus. Right, and I would like to commend you on that.
Because I will tell you that, from all we know, the system is work-
ing incredibly well. We basically put most of these facilitators—we
have identified 383 of them. We have put most of them either out
of commission or they are on the run.

Mr. HAMILTON. There is no cause for complacency, however.

Mr. BAcHUS. Oh, and I can tell you that there is not a day that
does not go by when these agencies are not meeting and reviewing
the situation and deciding on a case-by-case basis how can we best
hurt al Qaeda or these other organizations, either we freeze the as-
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sets or we track the assets, and that they are doing that, and I
think you would be very satisfied.

I will ask you about this: The Financial Action Task Force, are
you aware of their work? That is the cooperation between some—
actually, it used to be 58 countries and now it is 94 countries, that
we are actually going to each of those countries and saying, either
combat terrorism or we will move against you to see that you do
not do business with the United States, and I guess the Commer-
cial Bank of Syria would be one example of some of our actions.

Mr. HAMILTON. You are right. That is a very important activity
and one that will be a challenge to American diplomacy for many
years to come.

One of our principal allies in the war on terrorism is Pakistan.
Pakistan’s laws with regard to tracking money and terrorist financ-
ing and money laundering are practically nonexistent. So a lot of
things need to be done, and among other things that need to be
done is we need to provide technical assistance to a lot of these
countries.

Mr. BAcHUS. In fact, we are actually doing that with 94 countries
today. We have increased it from 58 to 94. We have problems with
certain countries.

The CHAIRMAN. The gentleman’s time has expired.

Mr. BacHusS. I would simply say I would like to submit for the
record some of the things that the administration is doing in pro-
moting stronger antiterrorism financial regimes with certain coun-
tries.

The CHAIRMAN. Without objection.

[The following information can be found on page 140 in the ap-
pendix.]

The CHAIRMAN. The Chair is going the try to recognize members
in order of their appearance, and Mr. Frank is not here. I have Ms.
Maloney as the next. The gentlewoman from New York.

Ms. MALONEY. Thank you. Thank you very much for your leader-
ship, and I thank the Ranking Member and Chair for holding this
important oversight hearing.

Mr. Vice Chair, in your 9/11 Commission report you noted that
Congress has not demanded and the executive branch has not pro-
duced a focused U.S. strategy for combating terrorist funding, and
that was on page 105. Unfortunately, this committee has seen at
least some evidence that this is true. Even now, 3 years after 9/
11, lines of jurisdiction remain unclear, and agencies do not, as you
testified today, always coordinate their efforts.

To give one example, in a June hearing that we had of the over-
sight committee on major violations of money laundering by the
Riggs Bank and UBS, the banking regulators pointed their fingers
at each other when asked why significant portions of the new
money-laundering provisions of the PATRIOT Act remained on the
drawing board and had not been put into practice.

Also, earlier this year, the oversight subcommittee discussed
with Deputy Secretary Bodman the fact that Treasury was omitted
from an interagency memorandum of understanding between
Homeland Security and the Justice Department concerning ter-
rorist financing investigations, and Mr. Bodman argued that really
Treasury did not need to be included and that Treasury “defers to
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the FBI on enforcement matters, including tracking terrorist fi-
nances.”

Finally, this committee has confided—I must say that this com-
mittee—and I would like to hear your assessment of this—has put
our trust in the Treasury as the proper lead agency on these track-
ing matters. But if Treasury is going to defer to the FBI, maybe
we are making our investment in the wrong place. Some have sug-
gested that we should move FinCEN to the FBI since the FBI is
the lead agency in investigations.

So I would like your comments on how we can better coordinate
between the various agencies and really have responsibility placed
firmly and accountability in certain areas so that the fingerpointing
stops and a timetable of implementing the suggestions that have
not been put in place.

I would also like to ask you about the comment on page 172 of
the report that we still do not—that the United States Government
still does not know the origins of the financing of the 9/11 terror-
ists. You further state that you believe it came from wire transfers
or cash, and what are we doing to track wire transfers? You stated
we are in some cases having difficulty with certain foreign coun-
tries that will not cooperate with us, particularly those that are on
our high terrorist threat list, but we can certainly track wire trans-
fers from those countries and from foreign banks, and what are we
goiq?g specifically to track and internalize and assess wire trans-
ers?

But the larger issue that you pointed out of lack of coordination,
responsibility to accurately follow through, what is your feelings on
that? I must say I was delighted to see that the Senate has imple-
mented one of your recommendations by coming forward with legis-
lation for a Central Intelligence Agency and directorate with budg-
etary powers. How do you see us getting a hold on this financing
so that we start having accountability, as opposed to pointing fin-
gers?

Mr. HAMILTON. The coordination and integration of
counterterrorism policy under our recommendations would be
under the direction of a National Intelligence Director. Our basic
analysis was that 9/11 occurred in part because we did not share
information and that the intelligence agencies today, the intel-
ligence community today, is organized very much on the basis of
how you collect the intelligence, satellite, human intelligence and
so forth, and that it really ought to be organized in this day and
age more on a mission basis than on a collection basis.

But the key is to get sharing of information across both domestic
and foreign means of collecting intelligence and that there must be
somewhere in the government where you pool and analyze all of
this intelligence and manage it and figure out how to deal with it.

The CHAIRMAN. The gentleman’s time has expired.

The gentleman from Delaware, Governor Castle.

Mr. CASTLE. Thank you, Mr. Chairman.

Let me just start, Mr. Hamilton, by saying that I just think the
report was really exceptional. I was on the Intelligence Committee.
We issued a report which I thought was a pretty good report and
I thought you did an extraordinary job. I think you and Tom Kean
deserve a lot of credit.
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I watched a couple of those early hearings. I was a little worried
it was going to blow completely out of control. You did a wonderful
job of pulling it together with a diverse crowd, shall we say.

Let me ask you one question that is not related to what we are
discussing here. I don’t know anything about the staff report that
came out, I guess, on Saturday. You indicated you didn’t know a
lot about it either.

What is the story on the staff report? This is a pretty comprehen-
sive report with footnotes and everything else. Why is there a staff
report? Does it differ? By whose authority was it done?

Mr. HAMILTON. Our staff did an enormous amount of investiga-
tive work, and we drew from that obviously in putting together the
final report here; but there was a lot more work done than appears
in that volume, and so we decided that for the expert, we would
put out a number of monoliths. I think we are going to put, maybe
have put out, 12 or 13 of them and they really are very detailed.
They do not carry the approval of the Commission.

In other words, this came out Friday night, I think was put on
our Web site Friday night. I didn’t see it frankly till early this
morning.

I think it is totally consistent with my testimony. I think it is
totally consistent with what we say in the report, but it is much
more detailed.

Mr. CASTLE. And there will be more so these are sort of supple-
mental?

Mr. HAMILTON. It is a supplement, and it is really designed for
the expert.

Mr. CASTLE. Thank you. I appreciate that.

Let me turn to the subject at hand. I noted in the report, from
about page 385 on, a discussion about visitors and immigration.
This has always concerned me. It seems to me that the one thing
that could have stopped 9/11 is if we had had a visa visitors system
in place that would have prevented people from being in this coun-
try. And there is some question about whether some of them would
have been able to be here or not, but basically if you look at that
for the next 10 pages, it talks about a biometric screening system
and goes on in some detail in terms of visitors, et cetera.

Some of that is starting to happen now although it only applies
to a very small percentage of people who come to the United States
on immigration or in the area of visa. But it seems to me that that
makes a lot of sense.

Was that a unanimous—obviously you did everything unani-
mously, but is there strong consensus about this?

It seems to me that this would pertain also to the subject matter
of today’s hearing which is the finances. Obviously, if you are here
on some sort of visa or a passport or whatever it may be and it
does have biometric identification, this could be shown or used in
terms of opening up any kind of financial accounts or whatever. I
think there is crossover in that area, and it should be done as rap-
idly as possible.

I would just like to get your comments on that.

Mr. HAMILTON. Terrorists travel. When you travel, you leave a
trail. It is important for us to be able to follow that trail. And so
we believe there has to be a modern border immigration system.
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We think we have got a ways to go before we are there. We favor
a biometric entry-exit system. We are no experts on biometrics;
that is a complicated field in and of itself. But there isn’t any doubt
that we have to be able to determine that people are who they say
they are when they come into the country. We believe this is the
best way to do it.

The technology is evolving. We think that the official, whether
that official is a Customs official or a border official, a State De-
partment official issuing a visa or whoever it might be that has
some responsibility for people who try to get into this country, we
think they have to have access to files on visitors and immigrants
so they can immediately access that file and see who this person
is that wants to come into the country. That means they have to
have a lot of intelligence, it has to be pooled, it has to be dispersed.

This is a complicated business when we have got all of these peo-
ple coming into this country every day and millions, of course, over
a period of time. And we have to be able to exchange information
with other countries; intelligence from other countries, issuance of
a passport by another country becomes enormously important to
this country.

So all of this is terribly important, and I guess the key observa-
tion we make is that immigration and border security is a national
security matter and it must be seen in that context. I don’t think
it has been until recently. It is very important.

The CHAIRMAN. The gentleman’s time has expired.

Mr. CASTLE. I yield back.

The CHAIRMAN. The gentleman from Pennsylvania.

Mr. KANJORSKI. Thank you, Mr. Chairman.

Mr. Hamilton, I join my colleagues in congratulating you and the
Governor in doing great work in your final report. I am not sure
I understand why we are here today, though. Is there a specific
recommendation of a lack of existing laws that needs to be changed
to improve the situation?

The reason I ask that question is: I have been sitting on this
committee for almost 20 years and watching the great war on
drugs that has transpired for about 30 or 35 years. To the best of
my recollection, drugs are moving in and out of the United States
and money for drugs is moving in and out of the United States in

igantic proportions. Some people, I think, have estimated it from

100 billion to $140 billion a year. We have neither been able to
close that movement by devices, or have not been extraordinarily
successful.

When I look further at our borders, we have illegal immigration
at gigantic proportions in the country.

I am just wondering: Is this an exercise to make the public feel
better? When I say “this exercise,” the fact that the Congress is
now, each committee of the Congress scurrying back here to Wash-
ington to consider this report.

What can we do? What are you asking this committee to do?
What are you asking the Congress to do in terms of financial clo-
sure of holes and leaks within our system?

Mr. HAMILTON. As I suggested, I don’t think our recommenda-
tions are primarily aimed at the terrorist financing arena.
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Having said that, it is important for the public to understand—
I think this committee already understands it—the shift that is
taking place in terrorist financing, how at one time we were going
to starve all the terrorists or drain the swamp. While we don’t re-
ject that, there has been this remarkable shift that it is important
for the American public and for this committee and for all of us to
understand.

I guess what we are trying to say is that in fighting the war on
terrorism, getting the right kind of financial information to the in-
vestigators at the right time is tremendously important.

Mr. KANJORSKI. What can we do to accomplish that? Do we need
more laws or do we have efficient laws in place?

Mr. HAMILTON. I do not come before you with a request for a spe-
cific new law. We are saying that what you have on the books has
been helpful, some of the provisions in the PATRIOT act. So I am
not calling for new legislation.

Mr. KaNJORSKI. I have watched your career my entire life and
admired it. You are usually an optimistic man. Are you optimistic
in terms of whether or not we can be more attentive to solving
these problems that particularly became highlighted with 9/11? Is
there something the American people can do? Is there something
specifically this Congress could do? Or are we just relying on the
various administration or executive branches of the government
and intelligence forces?

Mr. HAMILTON. I have been quite pleased by the response to the
9/11 Commission report. It has resonated. We are right up there
git}ﬁ Harry Potter in terms of public approval and buying of the

ook.

Mr. OXLEY. When does the movie come out?

Mr. HAMILTON. That is not our work alone. It is just the fact that
the American people and, I think, the Congress are ready to look
very, very hard because of a variety of factors on how we strength-
en our counterterrorism efforts.

We recognize now that terrorism is the number one national se-
curity threat to the United States. So what is pleasing to me is
that the Intelligence Committee, the Judiciary Committee, the
Banking Committee—it used to be the Banking Committee—the
Financial Services Committee are all asking themselves, what
should we be doing about this? That is an enormously pleasing re-
sponse.

We don’t pretend that we have got everything exactly right in
this report. It is a complicated business. But I have been enor-
mously pleased that the President has responded quite positively
and you now see a lot of refinements, if you would, or criticisms
of this report coming out, all of which I think are directed towards
strengthening counterterrorism efforts in the country.

Mr. KANJORSKI. Thank you.

The CHAIRMAN. The gentleman’s time has expired.

The gentleman from New York, Mr. King.

Mr. KING. Thank you, Mr. Chairman.

Congressman Hamilton, it is always great to have you back. Of
course you have to be commended for the great job you did as vice
chairman, but also for the tremendous amount of time you are put-
ting in this month going from committee to committee. I would
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think after all the years you spent in Congress you wouldn’t be
that anxious to come back, but we certainly benefit from your wis-
dom.

Mr. Hamilton, in your statement today and I believe also in the
report, you mentioned the fact that there was no substantial source
of domestic financial support for the 9/11 attacks. From your inves-
tigation, were you able to determine whether or not there is a
threat today though, a real concern that there is domestic funding
now for future attacks or whether or not the al Qaeda supporters
in this country are able to raise money domestically?

Mr. HAMILTON. We have not found any evidence of that, that
they are raising money from domestic sources.

Mr. KING. Also you mentioned in your statement, and we have
seen evidence of it, that the financial services community has been
cooperative as far as dealing with the Federal Government and
providing information. There is a concern that some of us have that
perhaps the Federal Government is not giving enough information
back to the financial institutions which they could use to learn
more or perhaps spot things they wouldn’t be able to spot other-
wise.

Do you think the government is implementing the PATRIOT Act
sufficiently as far as giving data back to the financial community?

Mr. HAMILTON. We hear a lot about that feedback problem. We
think it is a genuine one. You are right, of course. We agree that
the financial institutions, domestic financial institutions, have been
very cooperative. A lot of that, I believe, really works because of
personal relationships that have developed between the govern-
ment and the private sector, and it is a very important fact. But
the lack of feedback from the government to the financial institu-
tions, we heard a lot about that in our interviews with banking
personnel. What does not seem to be present is a systematized, for-
malized way of getting that information flow working. It depends
too much, I guess, on informal arrangements, not enough in a sys-
tematic way. There may be reasons for that.

I know they have tried very hard, for example, to develop a
model of terrorist financing. That has not yet been developed be-
cause it is very, very hard to do; but that being said, I think steps
are being taken to address the so-called feedback problem. We en-
courage that. We would like to see that institutionalized as well.

Mr. KiNG. Mr. Hamilton, if you could perhaps just clarify the
record, you were asked before a multipart question, and in there
there was a statement which I think has not been corrected where
it was suggested that somehow the Bush administration was re-
sponsible for getting the Saudi royal family and members of their
family out of the United States.

Wasn’t it the finding of your commission that that was done by
Richard Clarke and never went any higher than him, and that no-
body at any high level of the administration was ever contacted on
that issue?

Mr. HAMILTON. That is correct, Mr. King. A contact was made by
the FBI to Richard Clarke about Saudi citizens leaving this coun-
try. We looked into that very, very carefully. This occurred within
hours after the 9/11 attack. Mr. Clarke was very, very busy at that
time in making decisions every hour. He asked the FBI if they had
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investigated the backgrounds of these people. The FBI said they
had. Mr. Clarke gave his approval to let these flights go ahead. So
far as we are aware, the decision went no higher than Mr. Clarke.

We found no evidence that any flight of Saudi nationals departed
airspace before it was reopened. That was one of the charges. We
found no involvement of U.S. officials at the political level—I do not
include Mr. Clarke being at the political level—in the decision-
making. We believe that the FBI screening was satisfactory.

We subsequently, after the fact and with a much larger list, ran
the names against our lists and found—and made extensive inter-
views, and so the independent check of our database found no links
between terrorism and the Saudis who departed the country.

This too is an ongoing investigation. We give you what we were
able to find or not able to find and those were the conclusions.

Mr. KING. There was no evidence of any impropriety whatsoever.

The CHAIRMAN. The gentleman’s time has expired.

The gentleman from California, Mr. Sherman.

Mr. SHERMAN. Thank you, Mr. Chairman.

Mr. Hamilton, I think your commission needs to be commended
for so many different things, one of which is to point out the power-
ful tool that, following the money it provides in knowing what the
terrorists are up to.

My concern is that your comments might be misinterpreted to
argue for a fatalistic reduction in our effort to turn off the money
to the terrorists. We were not able to stop them from getting the
roughly $30 million they needed for what they did, but the other
way to look at that glass and say it is half full is to say, we did
stop them from getting $60 million or $100 million or $200 million
a year which they would have put to even more diabolical use.

My first question relates to the fact that it is my understanding
that your commission’s term of office expired this weekend. I can’t
think of a better investment of U.S. taxpayer dollars than what
your commission has done. Yet you have left a lot of unanswered
questions, as naturally you would. You have identified them. You
have said additional work should be done.

It strikes me that much as you might like to relax, your commis-
sion are the best people to do it. Perhaps you could explain to this
committee how important it is that we keep the Commission in
business, and perhaps you would inspire all of my colleagues to co-
sponsor legislation to do just that.

Mr. HAMILTON. The Commission, of course, is a statutory body
created by you in the Congress and by the President. You are right,
it went out of business this weekend. All of the Commissioners be-
lieve that the recommendations we have made are worthwhile and
should be considered, and each of them is committed to trying to
help advance the case for the recommendations. All of the Commis-
sioners have said that they will not involve themselves in partisan
politics with regard to the terrorism issue, and we will do our level
best to try to meet that commitment. We have, because of pending
business, if you would, and unanswered questions, decided to stay
in business on a private basis. We have raised money for that pur-
pose, not from the government but from private sources.

I am not quite up to date on all of that, but we are going to be
opening an office here very shortly. Chairman Kean and one or two
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of the other commissioners have been more involved in it than I.
We will continue to function.

There are a lot of inquiries that still come into the Commission.
There are questions that we have not answered. We are deeply
committed to trying to see implementation of some of our reforms.
We need help in doing that. We have got to have staff, we have
got to have people to write testimony and do research.

Of course, the e-mails continue to come. My office just receives
e-mails every day, requests for testimony and speaking and all the
rest of it. We can’t possibly meet all those demands and we do need
some help.

Mr. SHERMAN. One approach is that you continue, but morph
into a foundation. Another approach is that we continue you as a
government-funded commission with all of the official imprimatur,
liberating you from the time that it would take to raise funds one
donor at a time, one schmooze at a time.

Which is the better approach to serve this Nation and to begin
to answer the many questions that still remain unanswered?

Mr. HAMILTON. We leave that judgment to you and to your col-
leagues, Mr. Sherman. We are not going to try to do that. We have
moved ahead on a private basis.

Mr. SHERMAN. I think it may be obvious to my colleagues that
your time is best spent doing the work of the Commission rather
than doing the work of forming and funding some new foundation,
but let me move on to one more question.

Your commission explodes the false impression that Osama bin
Laden had access to a personal fortune of tens of millions or hun-
dreds of millions of dollars. Yet he is one of the many sons of one
of the richest families in the world. He did at one point inherit tens
of millions of dollars or interests in family businesses worth tens
of millions of dollars.

Do we have any idea who controls this money or who took it
away from his control, and who then should disgorge that money
so that we can provide compensation not only to the victims of 9/
11, but also to the victims in East Africa for whom there is no
other source of compensation?

The CHAIRMAN. The gentleman’s time has expired. The gen-
tleman may respond.

Mr. HAMILTON. We think with regard to Osama bin Laden’s as-
sets, most of them were spent during the period he was in Sudan
before he moved to Afghanistan. He was supporting at that point
quite a large organization. We think a number of his assets were
frozen by the Saudis. We found no evidence that the 9/11 attack
itself was financed with his personal funding.

Mr. SHERMAN. I would hope the Saudi Government would dis-
gorge whatever assets it has frozen.

The CHAIRMAN. The gentleman from California, Mr. Royce.

Mr. RoYcCE. Thank you, Mr. Chairman. I thank Vice Chairman
Hamilton.

Lee, I wanted you to know that I very much appreciated your
leadership as Chair of the House International Relations Com-
mittee, but I also appreciated your judgment and I wanted to ask
you today a couple of questions.
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One, as you continue your efforts, I think we need to create a
new structure whereby each safety and soundness regulator would
have a designated group that works hand in hand with a newly
created Office of Terrorism and Financial Intelligence in the Treas-
ury Department.

My view is that Congress needs to strongly consider Treasury as
the agency to house and run our government’s centralized financial
intelligence unit. I say that because I think we should put the PCC
basically in charge of integration and cooperation between these
agencies. But I think if we look at the fact that today money moves
across borders faster than people, faster than weapons, with a click
of a mouse. You have got tens of millions of dollars that can be sent
anywhere in the world, and it is Treasury that has an institutional
and historical relationship with the foreign central banks and the
ministries of finance responsible for instituting antiterror finance
laws in countries around the world; and I think it is Treasury that
can apply pressure on nations through the seats that it has on mul-
tilateral institutions. If we look at the World Bank or the IMF, if
you elevate Treasury’s role in this, you have got an enormous
amount of leverage there.

I throw that out for the future and for your thoughts here today
in terms of how we could elevate Treasury’s muscle in this.

The other thing I wanted to ask you about, we had a hearing out
at LAX prior to the 9/11 Commission hearing there where we
looked at these 19 hijackers, we looked at the visas. The committee
went through, one by one—this is a subcommittee of the Inter-
national Relations Committee—and we saw how most of these
could have been caught, should have been caught, because there
were obvious mistakes made where they weren’t even filled out in
most cases.

I would like to go to your thoughts requiring a biometric identi-
fication of all visas and passports. Lee, if there had been due dili-
gence at the time of those 19, most would have not gotten into the
country, if there had really been close work, if Visa Express hadn’t
basically waved them into the country. But it seems to me that this
concept that you have of this biometric identification system that
would be on all passports and visas worldwide potentially for peo-
ple who would come into the United States would allow us to get
at this question of the national security component, now, of people
visiting and leaving the country and would allow our intelligence
authorities to actually know who is here.

I wanted to hear your thoughts about how we would implement
such a system.

Mr. HAMILTON. The 9/11 Commission report, of course, is gen-
eral. It deals with broad concepts and does not get into great detail
on the implementation. There is a lot of arguments today on what
kind of biometrics you would have. We really don’t try to make
judgments about that. We are not experts in that field. But we
think the concept is a very important one for the very reason that
you said.

It is just agonizing to look at these visas and passports that
these hijackers had and to see how they slipped in. 19 out of 19.
Actually 19 out of 20. We stopped one of them coming into the
country. But they worked the system very, very well.
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You said, well, if there had been due diligence. It is easy to say
that in hindsight, of course. At the time none of us anticipated any-
thing quite like this. The importance of it, we believe, is paramount
in order to have an effective system of guarding our own borders.

Your earlier point about elevating the work of the Treasury, I am
open, would be, and I think the Commission would be open to sug-
gestions about that. You now have this policy coordinating com-
mittee in the NSC, which we think has done a pretty good job of
coordination; and how it would fit in with all of that, I don’t quite
know what your thoughts would be there.

Treasury plays a tremendously important part in
counterterrorism policy in tracing the flow of these funds. They are
a major actor without any doubt.

The CHAIRMAN. The gentleman’s time has expired.

The gentleman from Kansas, Mr. Moore.

Mr. MOORE. Thank you, Mr. Chairman.

Thank you, Congressman Hamilton, for appearing before our
committee this morning. As a member of the bipartisan 9/11 Com-
mission Caucus, you and Governor Kean and members of the Com-
mission, I think, have set a powerful example of what can be ac-
complished when we set aside partisan politics and work together
for the good of our country. I thank you for that, Mr. Hamilton.

As you know, the Commission staff report examines in great de-
tail the difficulties that United States authorities have had in
tracking and freezing al Qaeda’s finances. While financial support
for al Qaeda has dropped significantly since September 11, accord-
ing to the staff report, al Qaeda continues to fund terrorist oper-
ations with relative ease primarily because al Qaeda’s attacks are
relatively inexpensive to conduct.

Additionally, the staff report notes that many in the intelligence
community believe that new jihadist groups are forming and are in
the process of creating a loose network of terrorist organizations
that will exist independent of al Qaeda. The 9/11 Commission re-
port reached a conclusion very similar and said that if al Qaeda is
replaced by smaller, decentralized terrorist groups, the premise be-
hind the government’s efforts that terrorists need a financial sup-
port network may become outdated.

Many of us on this committee and in the House supported the
Financial Antiterrorism Act of 2001 which is now part of the PA-
TRIOT act. As you note in your testimony, the PATRIOT act has
given law enforcement a number of new tools to assist in terrorism
investigations. I want to ask you a couple of questions as a former
Member of Congress and someone who is very familiar obviously
with the conclusions of your 9/11 Commission report.

Number one, what should Congress be doing right now and in
the future to focus our attention as much on emerging non-al
Qaeda terrorist threats as we are trying to freeze assets of al
Qaeda? And, number two, I saw in the news this morning and on
television reports that Senator Roberts of Kansas, the chairman of
the Intelligence Committee in the Senate, was discussing his pro-
posed legislation that would address some of the recommendations
of the 9/11 Commission.

I wondered, Mr. Hamilton, can you share with us the details of
Senator Roberts’ proposal? Thank you, sir.
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Mr. HAMILTON. Mr. Moore, I am not able to share with you the
details of Senator Roberts’ proposal. I have seen only the press ac-
counts this morning. I had a very brief conversation with Senator
Roberts on Friday. I know he is sending me his bill that the Repub-
licans on the Intelligence Committee in the Senate have agreed
upon.

His, of course, is a very important voice here, so we will want
to look at that very, very carefully. But it would be quite pre-
mature for me to make any judgment with regard to that plan. Ob-
viously it will be given very serious consideration.

Your first question is about what can Congress can do with re-
gard to non-al Qaeda assets. It is a good observation because we
believe that what has happened to al Qaeda is that, as you say, it
has become very decentralized and a lot of other groups, a lot of
new leaders are emerging, all of whom have a certain admiration
for Osama bin Laden. They look to him as an inspiration, but do
not take operational guidance from him.

We think—I will be talking about this a little more in the Inter-
national Relations Committee—we think that the nature of the
threat is changing as we move along here. So Congress has to be
alert to this and also alert to how other groups might be financing
their efforts. We don’t have any information with respect to that.
We were not asked to look into it and did not.

Mr. MOORE. Thank you very much.

The CHAIRMAN. The gentleman’s time has expired.

The gentlelady from New York, Mrs. Kelly.

Mrs. KELLY. Thank you, Mr. Chairman. I wanted to discuss one
sentence from the Commission report which I see received a little
more attention in the monograph that you released. The sentence
is, “We have seen no persuasive evidence that al Qaeda funded
itself by trading in African conflict diamonds.”

As you well know, this is an issue over which many people have
struggled, so I am hoping for a little bit more light to be shed on
the process, how the Commission came to the decision to include
that sentence. I think it may be useful to the members here as they
consider that issue.

The Commission was, of course, I think right to look at the infor-
mation from the FBI and the CIA. In the Commission’s review, it
also had available to it information from a number of sources
which came to different conclusions, including the U.N. and U.S.-
sanctioned special court of Sierra Leone, a four-star Air Force gen-
eral who is currently the deputy commander of the U.S. European
Command, and the work of a respected journalist who has spent
a great deal of time in the western Africa area and has written ex-
tensively on the topic.

Additionally, there have been rather new developments on this,
owing to the capture of al Qaeda operative Ahmed Ghailani in
Pakistan. Ghailani spent several years in western Africa and is
known to have interacted with Liberian President Charles Taylor.
In a recent Boston Globe article about capture, U.S. intelligence of-
ficials said, and I quote, “Charles Taylor was in the back pocket of
al Qaeda. He was helping them launder money through the dia-
mond mines.” this is from an article this month in the Boston
Globe.
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Approaching the issue as someone who is just really trying to get
to the bottom of an apparent schism of information here, I hope
you can enlighten the committee as to what sources of information
were considered and how you analyzed them. For example, to what
extent did you consult with the Defense Intelligence Department?
It seems that only the FBI and CIA sources are quoted in the re-
port as footnotes.

I also understand that the chief investigator for the special court
of Sierra Leone met with the Commission staff in June and offered
two additional informants who had firsthand information about the
activities in 1999 and 2000 in West Africa of Ghailani, of Fazul
Abdullah Mohammed, another al Qaeda operative who is currently
on the FBI’s most-wanted terrorist list for his involvement in the
1998 embassy bombings, and of Mohammed Atef, a top-ranking al
Qaeda commander. But the Commission chose not to contact these
sources, from what I gather.

I wonder if you would talk for a minute about the Commission’s
process regarding blood diamonds and why they chose to interview
only certain people and not others. Perhaps there is more informa-
tion available now.

Mr. HAMILTON. Mrs. Kelly, this too is an ongoing investigation
and I don’t know that we have the final word on it. The distinction
I would want to draw is between al Qaeda and maybe some specific
al Qaeda operatives.

There is some evidence that specific al Qaeda operators may
have dabbled in or maybe just expressed an interest in precious
stones at some point. But what we are not able to do is to take that
evidence and extrapolate from it and conclude that al Qaeda fund-
ed itself in that manner. We are aware of the reports that you re-
ferred to. I think we are aware of all of them. I would need to dou-
ble-check that, but I think we are aware of all of them.

None of them came as a surprise to me. We have looked at NGO
reports. We have looked at a number of journalist reports. We have
looked at investigators who work for the United Nations. A number
of them have alleged that conflict diamonds were used. We do not
believe on the basis of the evidence that we have now that those
claims can be substantiated. But obviously you have to maintain
an open mind here, as I think the Commission tried to do.

We evaluated the sources of information for these various public
reports. We checked the FBI records. We checked the CIA records.
They came to the conclusion, as you suggest in your question, that
there was no credible evidence

Mrs. KELLY. I am sorry, Mr. Hamilton, to interrupt here but I
have a very short period of time, and I simply wanted to know why
there were certain people chosen for you to interview and others
seemed to have been left out, such as these two gentlemen that
were offered to you by the special courts of Sierra Leone.

Mr. HAMILTON. I will simply have to check that. I think we have
checked either all of them directly or indirectly. But one of the
things we were careful about is not to accept the word of anybody.
We always looked for corroboration and we didn’t find it in these
cases.

The CHAIRMAN. The gentlewoman’s time has expired.




28

Mr. HAMILTON. If you have evidence that al Qaeda—not al
Qaeda-associated people, but if you have evidence that al Qaeda
i1}:lself was funded by conflict diamonds, we are certainly open to
that.

The CHAIRMAN. The gentleman from New York, Mr. Israel.

Mr. ISRAEL. Thank you, Mr. Chairman.

Chairman Hamilton, thank you so much for joining us. If I may,
let me extend personal warm wishes to Secretary Libutti who will
be appearing in our next panel whose family hails from Hun-
tington, New York, which I represent. It is my hometown. The wed-
ding ring that I wear was purchased at Libutti Jewelers. I want
him to know that not only do I support my local economy, but I
support the Libutti family economy and will continue to do that.

Mr. Chairman, I would like to ask you about Saudi Arabia. The
Saudis recently began running rather significant television and
radio ads in 19 U.S. media markets specifically citing the Commis-
sion’s report as somehow bestowing on the Saudis a kind of Good
Housekeeping Seal of Approval, noting that the report has said of
the Saudis that they have been a loyal ally to the United States.

What the report actually says, as you know, is that the Saudis
have been a problematic ally in combating Islamic extremism, and
somehow the word “problematic” was dropped from that Saudi
media campaign.

I was wondering if you could comment on what the Commission
has learned about the extent of Saudi financial involvement in al
Qaeda and what you think we need to be doing in order to ensure
the complete, consistent assistance of the Saudis in cracking down
on the financing of terrorist organizations or charitable organiza-
tions that finance terrorist organizations.

Mr. HAMILTON. Mr. Israel, we did not find evidence of the in-
volvement of the Saudi Government as an institution in the plot.
We did not find any evidence that the Saudi Government was in-
volved in financing terrorism as a whole. The word “problematic”
was used in the report because in the period following 9/11, we
think that the Saudi cooperation was episodic and not very helpful
in our efforts. We think that changed rather dramatically in the
year 2003 after the attacks in their country.

So since 9/11 and especially since, I guess I should say, May of
2003, there has been strong Saudi cooperation on the terrorist fi-
nancing issue.

Mr. ISRAEL. Thank you, Mr. Chairman. I yield back.

The CHAIRMAN. The gentleman yields back.

The gentleman from Texas, Mr. Paul.

Mr. PAUL. Thank you, Mr. Chairman.

Welcome, Mr. Hamilton. I have two questions. One deals with
the fourth amendment and the other one deals with the practicality
of monitoring all the financial transactions of every American.

Earlier it was said that you are an optimist, and I think that I
would confirm that, that you are. Your acknowledgment that the
government needs more tools to monitor what is going on in this
country, you also acknowledge the fact that if we are not careful,
there could be abuses, civil liberties could be violated and these
powers could be misused. I think that, as one that is a bit more
skeptical, I recognize the fact that governments tend in that direc-
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tion. They tend too often to abuse their powers this was a big issue
at the time of the Constitutional Convention, and the Constitution
was written to curtail the powers of government, not to authorize
the government to do so much.

The fourth amendment is rather clear, the right of the people to
be secure in their places, in their homes, in their persons and their
papers and their effects, and that none of these should be violated
unless there is probable cause and a search warrant. This country
more or less gave up on that in the early 1970s with the Bank Se-
crecy Act and we expanded on that power, of course, with the PA-
TRIOT Act.

Evidently the whole country, especially just about everybody in
Washington, concedes that a notion which was strongly rejected at
the time of the founding of this country and that is the sacrifice
of liberty is necessary in order to provide security. There still are
a few Americans that cling to that notion that we don’t have to sac-
rifice liberty for security.

So my question regarding the fourth amendment is, since it is
not followed technically anymore, should this be revised? Is the
fourth amendment outdated?

I will go ahead and ask my second question. That has to do with
the practicality of what we do. In many ways, it seems very im-
practical. The year before 9/11, we had 12 million suspicious activ-
ity reports issued. There was a lot of information in there. It was
hard to digest. It looks like we are moving in the direction of not
only do we look at the banking records, we are going to look at ev-
erything from car dealers down to coin dealers all other financial
transactions.

I wanted to quote very briefly a statement from John Yoder, who
was the director of asset forfeiture for Ronald Reagan, in reference
to this issue. He says, “It costs more to enforce and regulate them
than the benefits that are received. You're getting so much data on
people who are absolutely legitimate and who are doing nothing
wrong. There’s just too much paperwork out there. It really is not
a targeted effort. You have investigators running around chasing
innocent people trying to find something that they’re doing wrong
rather than targeting real criminals.”

This makes me think about a report that just came out this
week, because there is going to be an audit released in the near
future of the moneys that were controlled by the Coalition Provi-
sional Authority. During that period when they were in charge of
the moneys of Iraq, they collected $8.8 billion, and they don’t know
where it went. The audit—it doesn’t reveal where our responsibil-
ities were to monitor this.

The report is going to say that they don’t know much about
where it went. The odds of some of that money ending up in the
hands of the enemy are pretty good.

So I think we are way off target. We are targeting innocent
Americans. At the same time, we don’t even manage our affairs
over in Iraq where so much money has been misplaced. 9/11 actu-
ally was an excuse to expand the PATRIOT Act. That legislation
had been floating around here for years.

So I am discouraged that so many people are so complacent and
so willing to give up their privacy because they say, well, it is going
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to help us, it is going to make us more secure. It wasn’t 9/11 that
prompted so much of this financial privacy invasion that allowed
us to pass it, it was just the atmosphere that did this.

I don’t see where it is very practical to do this. It cost somewhere
close to $11 to $12 billion a year to fill out these financial trans-
action reports, and we are talking about a lot more and the busi-
nessmen and the banks are going to be fearful and intimidated.
And what is it going to do to the criminals? Do you think they are
a bunch of dumb clucks out there? All they have to do is get into
an honest business, which they do. They probably won’t even have
their financial transaction reports issued.

It is going to be the good guys that are going to be penalized.

I just, unfortunately, have to disagree with the mood. I know you
have some sympathies for civil liberties and concerns, so I would
like you to comment.

The CHAIRMAN. The gentleman’s time has expired. The gen-
tleman may respond briefly.

Mr. HAMILTON. There isn’t any doubt, in fighting the war on ter-
rorism, you enormously expand the power of government in all
sorts of ways and you make government much more intrusive into
the lives of people. I don’t see how anyone can deny that.

We have had all kinds of laws put on the books since 9/11. We
will have more. They all—maybe not all, but many of them have
a liberty or civil liberties aspect to them. We think, most of us
think, that that is necessary because of the reason you suggested,
to increase the security of our people.

Just look at what has happened on the Hill up here. The number
of measures you have put into place to protect the Congress have
just been extraordinary. It is happening everywhere across America
today. I don’t think that is going to change with the concern that
we have about terrorism, but we do have to sensitize ourselves to
the case that you make for civil liberties.

What we recommend is a board and a board that is created
across the executive branch to look at civil liberties. There is no
such board today. You have inspectors general in various depart-
ments, but you really do need to be sensitive to the civil liberties
1a{nd you must put into practice the principle of review. That is the

ey.

The CHAIRMAN. The gentlelady from New York, Ms. McCarthy.

Mrs. McCARTHY. Thank you, Mr. Chairman. Again, thank you,
Mr. Hamilton. I have been watching on TV and this is, I think, the
third time that I have actually sat with you on these issues. Two
things that we haven’t really touched upon too much and that, ba-
sically, is going back to your report where you are saying the world
institutions, banking institutions, haven’t been working closely
enough for the transparency that we need to know on following
these terrorists.

I guess the second part, on just listening to all the questions we
have been going through here, when we talk about immigration
and talking about how are we going to be able to track the back-
grounds of those that want to come into this country, I know right
now to get a passport, you have to go to one of our embassies. As
far as I know from our office, working with other embassies across
the world, they do an extensive background check. But again when
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they come here into this country and set up—I am thinking here
of students that come into this country—they do set up banking ac-
counts, they do set up sometimes a charge account if they are going
to be here for a couple of years of study.

I don’t know whether that part of the question would go to the
next panel, which would be the Treasury. Is the Treasury and
those entities working with the banks on trying to teach them what
to look for on the transparency of withdrawing money?

I just think about my own charge account, and because I travel
so much, let’s face it, we are all over the country, a charge goes
here and a charge goes there. Obviously, my charge account credit
card follows me, and if all of a sudden I am making a purchase
that doesn’t fit into my character, a red flag goes up. Are we doing
that, the same, with these visitors that come into this country and
are the banks working with the Treasury Department as far as try-
ing to track that down?

All T can think of is our staffs certainly in other countries, em-
bassies, they don’t have the staff to do all these background checks.
So is our CIA then working with the embassies to do the back-
ground checks of everybody that wants to come into this country
legally? We are not even touching upon those that come in illegally.

Mr. HAMILTON. You have raised a number of questions. Let me
try to address the question of the multilateral institutions, if I may.

We think they have done a pretty good job of setting standards,
in engaging on this question of terrorist financing, but that is only
the first step; and what we don’t see evidence of is the implementa-
tion and the enforcement. We think it has been fairly spotty. So a
lot of work still needs to be done with the various international in-
stitutions to improve their activity with regard to terrorist financ-
ing.

The United States has exercised, I think, leadership in trying to

develop strong standards in a short period of time, but it is not just

a matter of developing the standards. You have got to implement

Ehem and enforce them, and that is where the work needs to be
one.

Mrs. McCARTHY. As a follow-up question to that, with the inter-
national community, what are their reasonings on not working or
fulfilling some of the things that we have implemented? Would it
be, as Mr. Paul has said, they didn’t want to intrude on their citi-
zens? Or is it a matter of just changing the attitude as the world
has changed since September 11?

Mr. HAMILTON. I think sometimes we don’t appreciate how far
advanced our banking financial system is and how sophisticated it
is today as compared to many nations around the world. We are
asking them to do an awful lot of things very quickly. They just
don’t have the internal mechanisms to do it. So it takes an exten-
sive amount of activity on our part.

They also are operating against very substantial domestic polit-
ical forces which don’t want us to do these things because they look
upon it as an intrusion into their practices, I suppose. So this is
a very, very long-term effort for the United States Government.

Mrs. McCARTHY. Thank you.

The CHAIRMAN. The gentlelady’s time has expired.

The gentleman from Ohio, Mr. LaTourette.
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Mr. LATOURETTE. Thank you very much, Mr. Chairman. Mr.
Hamilton, it is good for see you again. I want to begin with obser-
vations that were made by Mr. Frank and then also Mr. Paul and
with, I think, Mr. Kanjorski’s question if I can.

When Mr. Frank made his opening remarks, he talked a little bit
about the necessity of how the paradigm of law enforcement has
changed. We used to wait for you to commit a crime, we go out and
catch the bad guy. Now, sadly, we have had to consider legislation
that has in it snooping, spying, intrusion. And Mr. Paul talked
about the fourth amendment and the need—and not only is Mr.
Frank sensitive to the civil liberties issue, Mr. Paul certainly is,
and I know you are as well, not only based upon your work with
the Commission, but also based upon your long and distinguished
career here.

I also made some notes when you were talking and that is that
the financial transactions that the terrorists used prior to Sep-
tember 11, you found no evidence of fraud. There were no fraudu-
lent transactions that would somehow ring alarm bills in the sys-
tem already in place. You then indicated they did, in fact, leave a
paper trail.

The next note that I made is that we did not understand prior
to September 11 the routes that the terrorists would use to move
and get money to different places and then use it.

And then the last note that I made is that you are under no illu-
sion to believe that they will use the same techniques that you
have discovered during the course of your investigation, which
leads me then to Mr. Kanjorski.

What has always troubled me is that if you go back to the first
World Trade Center bombing, after we learned that lesson, we
made it extremely difficult to drive a car bomb into the parking ga-
rage of buildings, and we are doing that all around Washington
D.C. So on September 11 they determined that they were going to
use airplanes.

With all of the changes at the FAA and other places and air mar-
shals, we are making it very difficult to use airplanes as weapons.
So I think it is reasonable to expect that the next event will not
use car bombs and/or airplanes. That leads me to Mr. Kanjorski.

Mr. Kanjorski said, then what are we doing here, I guess, if we
are under no illusion that what you have discovered or how they
used money prior to September 11 will be the way that they will
do it again.

The question that I have, and I know that I have sort of gone
roundabout to get there, I think that this committee did do some
good work with Title III and the PATRIOT Act. I think you have
acknowledged that and others have also acknowledged that. Your
monograph talks about the fact that that is indeed the case. But
as legislators, as members of the Financial Services Committee—
and I know again to Mr. Kanjorski you have said you are not here
to advocate a specific piece of legislation, but I guess the question
would be based upon what you have seen, the effectiveness of Title
IIT and how agencies are now talking to each other, Mr. Bachus’
observation that we now have 94 countries involved in talking to
each other about financial institutions. Do you think that we have
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the legislative framework in place for the agencies, if ever-diligent,
to find sort of the next financial scheme that these folks might use?

I was talking to Ms. Hart. The thing that really shocks me is
that this thing only cost $300,000 to $500,000 to pull off. I think
that is shocking. Do you think we are there or do you think we
have work yet to do?

Mr. HAMILTON. I don’t know if I am really qualified to answer
that. This gets into very technical areas. We have been pleased
with section 314(a) and section 326 of the PATRIOT Act. We think
those are useful tools. Whether or not additional tools may be nec-
essary, I am probably not the one to ask.

What has impressed me is that these terrorists that attacked us
on 9/11 are very entrepreneurial and they are very good at finding
the gaps in our system both in immigration and border security,
but also in other areas.

You indicated the next event may be entirely different from the
last one. I think there is a lot of merit to that. One of the pieces
of advice we continually received was not to fight the last war, al-
ways to use our imaginations with regard to possibilities.

All T can say in response to your good observations is, we do have
to be alert to different kinds of attacks, tactics and targets that the
terrorists might have. Whether or not you need specific new powers
in financial regulation is really beyond my competence.

Mr. LATOURETTE. Thank you very much. I yield back, Mr. Chair-
man.

The CHAIRMAN. The gentleman yields back.

The gentleman from Utah, Mr. Matheson.

Mr. MATHESON. Thank you, Mr. Chairman.

Thank you, Mr. Hamilton, for your service. I am not asking you
for a specific legislative proposal as you had in your previous dis-
cussions with some of the other questions, but you used to be a
Member of Congress and I know you know the pace of this institu-
tion and you know how long it takes to get some things done. And
the committee functions are not just legislating, it is also oversight
and considering issues.

The 9/11 report, of course, covers a whole range of issues and a
lot of different committees with a lot of jurisdictions. Relative to
the Financial Services Committee, do you have a suggestion for
what priorities the Financial Services Committee ought to be look-
ing at relative to the 9/11 Commission report for the balance of the
108th Congress, and with not many legislative days left, what we
should be also looking at as we commence with the 109th Congress
next year?

Mr. HAMILTON. I don’t think I can be very helpful to you on the
specifics. We make a report at a point in time, and time keeps mov-
ing. So what this committee, I think, has to do is simply monitor
these things very carefully. You know the financial system, you are
the experts on it. I am not.

You have to decide where the loopholes may be, and you have to
work closely with the intelligence people, the law enforcement peo-
ple with respect to that. And so the only advice I can give you is
very general.
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The country looks to you to be the experts on the financial sys-
tem, and they look to you—we look to you as one of the bodies that
must come up with answers to a continually shifting scene.

So it takes careful oversight. It takes careful review view of the
laws, it takes careful review of the visit track particulars that we
have heard, that we understand. But beyond that it takes consider-
ation of what they might do in the future, and that takes real ex-
pertise and it takes constant monitoring, and that is one of the rea-
sons we say in the report that there is no support for robust con-
gressional oversight.

Mr. MATHESON. It seems to me that in other parts of the Com-
mission report, which are applicable to other committees in the ju-
risdiction, there are significant changes, whether it is the new na-
tional director of intelligence or whatnot. In terms of the Financial
Services Committee jurisdiction, I am not reading the significant
recommended changes in our current laws in the report. Is that a
fair statement?

Mr. HAMILTON. That is correct.

Mr. MATHESON. Thank you.

I yield back, Mr. Chairman.

The CHAIRMAN. The gentleman yields back.

The gentlelady from Illinois, Mrs. Biggert.

Mrs. BIGGERT. Thank you, Mr. Chairman.

Again, Vice Chairman Hamilton, I would like to thank you for
your service and the fine work that both you and the entire Com-
mission and the staff did on the report and the monograph.

I would like to turn now to international efforts and how we
work with other countries to follow the money to terrorists and
stem the flow of money to those terrorists. And obviously any inter-
national regime for combating terrorist finance is only as strong as
its weakest link; and not unlike drug cartels or organized crime,
terrorists will naturally find those links where anti-money-laun-
dering standards are lax and then enforcement is minimal.

As part of its work, did the Commission seek to identify where
those vulnerabilities in the global terrorist system exist and, if so,
what did you find?

Mr. HAMILTON. We did not undertake a country-by-country anal-
ysis of the vulnerabilities of various financial systems. The State
Department already has a report that comes out under the title,
the International Narcotics Crime Report, and it makes an assess-
ment that we think has been very good.

Now, there are some governments that are kind of in a top tier,
and the focus diplomatically has to be on those governments. That
means we have to travel to those countries a lot. We have to work
with their people very carefully.

We have mentioned several times here the importance of tech-
nical assistance, see what needs to be done in these countries. It
is not—it is not a situation where you have to send—you have to
deal with 150 countries. You can prioritize these countries and
know which ones are the key ones.

The Saudis have come up here any number of times this morn-
ing. Everyone knows they are a key country, and we have got to
deal with them; and there are probably several others that are in
the top tier. And one of the things, incidentally, we found is, we
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don’t have enough people who are technically qualified here, real
experts, to do the work that needs to be done here at home in our
own shop, but also provide technical assistance across the coun-
try—across the world.

So I would hope that one of the things that will happen is that
we will begin to train more of these experts.

Mrs. BIGGERT. Okay.

Mr. HAMILTON. And clearly the State Department has to put in
its diplomatic message as it deals in bilateral relations with coun-
try after country, the importance of terrorist financing. That has to
be a part of our regular message to countries.

Mrs. BIGGERT. If we could go back then to your exchange with
Chairman Oxley and Chairman Bachus about making a decision to
freeze or follow the money on a case-by-case basis, I think—first of
all, T think you have said that Congress doesn’t need to make
changes to current law for those decisions. But I am concerned that
while case-by-case decisions may work well in the U.S., and the
U.S. Government, they could present some very large challenges in
our work with other countries, particularly those who might be
viewed as the weakest links in the international regime for com-
bating terrorist financing.

Could you comment on that or give us some guidance on that?

Mr. HAMILTON. Well, I am not sure I can be very helpful there
except to say that in dealing with each of these countries, you have
to begin where they are and their own financial systems. And in
some cases, the recommendation we make for our own country,
that you just referred to about balancing these interests, may not
apply to other countries. So I think it has to be done country by
country, not only case by case.

Mrs. BIGGERT. All right. Thank you, thank you very much.

I yield back.

The CHAIRMAN. The gentlelady yields back.

The gentleman from Illinois, Mr. Emanuel.

Mr. EMANUEL. Thank you, Mr. Chairman.

Thank you, Mr. Hamilton, for your work over the last 2 years.

Two questions, one on the issue of freezing the assets and/or fol-
lowing the money. If you can shed some light on whether organiza-
tions like Hamas and Hezbollalh were freezing assets that may be
a more—more accurate, more correct, a better tool in a financial
sense than an al Qaeda, which is more of an elusive organization
where you want to follow the money, and not get into this either/
or strategy—then, as you use the term, be more “opportunistic.”
different terrorist organizations are going to require different skills
sets and different tactics.

In Illinois, just the other day, on a Hamas organization, we used
the freezing of financial assets as a very successful legal tool, as
well as a fighting-terrorism tool.

I think that you have—if you think of it from outer circles going
in, Hamas and Hezbollah, with state sponsors like Syria and Iran,
freezing assets is the right tactic, the right tool. Al Qaeda and some
of its spin-offs and imitators are more elusive. Actually following
the money will give you a way to literally unmask the organization
and track it worldwide.

If you could shed some light on that.
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Mr. HAMILTON. I think it makes sense to me. The equities shift
depending on the type of organization you are targeting. Hezbollah,
as we all know, is supposed to be the most sophisticated terrorist
organization in the world.

Mr. EMANUEL. Uh-huh.

Mr. HAMILTON. The necessity of following the money may be less
in that case than it would in al Qaeda, which is very diffuse and
dispersed. So your point is well taken. I wouldn’t want to gener-
alize and put it into stone or into granite, but I think the equities
may very well shift in a case like Hezbollah.

Mr. EMANUEL. Second question, and that will be the end, Mr.
Chairman.

Over at Treasury, for those who follow financing for terrorism,
we have 25 individuals. Given that you said it is an organization
that is always probing weaknesses in our financial system—I
mean, I don’t know if the number is 50, I don’t know if the number
is 40; you would think more than 25 would be necessary compared
to some of the other functions over at Treasury that are staffed at
a higher level.

Second, if you like, at the IRS for following and its tools—only
two-tenths of 1 percent is used for following terrorism. Yet we have
an operation, I think it is $25 million out of $10 billion—yet we
have an operation over there investigating individuals in America
who make $15- to $30,000, in the earned income tax credit unit,
and they are literally going over everybody’s returns. Yet we have
two-tenths of 1 percent of the U.S. Budget dedicated to fighting—
to looking into terrorism.

I would imagine—and they are as Machiavellian as we say they
are, that 25 people over at the Treasury Department and some—
a little more assets of the IRS redirected—rather than inves-
tigating Americans, can be used to investigating how terrorists are
using and not paying their taxes and doing some interesting things
as it relates to using the Tax Code from a financing perspective.

Mr. HAMILTON. I didn’t know those figures.

I simply would say

Mr. EMANUEL. Neither did I until this morning.

Mr. HAMILTON. This is an enormously important, urgent busi-
ness. I have already commented on the lack of experts that we
have and the necessity to train more. Treasury and IRS will have
to comment on the specifics about that.

I just—this is an urgent matter, and I would think there would
be very few higher priorities for our government now, or for Treas-
ury or for the IRS.

Mr. EMANUEL. Thank you.

The CHAIRMAN. The gentleman yields back.

The gentleman from Connecticut, Mr. Shays.

Mr. SHAYS. Thank you, Mr. Chairman for holding this hearing.

Congressman Hamilton, your Commission has done a superb job;
I have said it at other hearings, I will say it again. I will say it
every time I have an opportunity. You had almost a sacred mission,
and I think you treated it that way.

It is clear to me, when I read your report, when you say your
Commission reports vigorous efforts to track terrorist financing
must remain front and center in U.S. counterterrorism efforts. I am
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left with the view that if there was any successes at all in this ef-
fort, it was more in tracking the financial aspects.

As much as we need to do more, it was—you are pretty convinced
that we have been somewhat vigorous in this effort. And I want to
know if that is, in fact, your view.

Mr. HAMILTON. Yes, it certainly is. I think we have greatly im-
proved our ability to do this. We are getting better at it all the
time. I think everybody would say we have still got a ways to go.

Mr. SHAYS. When Mrs. Kelly was asking her questions—I know
she had more questions to ask—one of the points, the Commission
argues for more congressional oversight of terrorist efforts, to fight
terror financing. And then her question would have been, had she
had more time, if the Policy Coordinating Council is under the
NSC, whose staff cannot testify to Congress, don’t we have less
oversight ability, not more?

And I am interested to having you sort out that seeming con-
tradiction.

Mr. HAMILTON. There has been an ongoing argument with regard
to the NSC and whether or not it should testify, for many years.
I think the question is well taken. It does limit the ability of the
Congress to effectively have robust oversight. If it is carried out by
the NSC, you can’t get at them except under their terms.

Mr. SHAYS. Now, I have applauded and want to continue to ap-
plaud the efforts to point out that blame is fairly universal. The
previous administration, the President with his 8 years, the
present administration with its 8 months before September 11th,
Congress and its oversight and the intelligence community. Your
Commission was pretty strong at being critical of all, particularly
the intelligence community, but you never really named names,
neither those who had done well or those who had done badly.

But as it relates to Mr. Clarke, it came up. I just want to be
clear—Mr. Clarke was absolutely outspoken before he released his
book and while he was on his book tour, that it was the Bush ad-
ministration’s fault, not the Clinton administration’s fault.

I just want you to sort that out. Was he accurate in his criticism
that it was just the Bush administration or more the Bush admin-
istration?

Mr. HAMILTON. Mr. Shays, I am not going to get into the situa-
tion of evaluating Mr. Clarke and his criticism. Much of his criti-
cism relates to things we were not investigating. We were not in-
vestigating the Iraqi war.

Mr. SHAYS. Well, let me ask this. We will just put Mr. Clarke
out.

Your report was fairly clear, was it not, that both administra-
tions had opportunities and they should have seized on those op-
portunities. Your report, it seemed to me, was fairly consistent that
it was not—you were not criticizing or singling out either adminis-
tration; is that correct?

Mr. HAMILTON. Absolutely. We leaned over backwards not to play
the blame game. Our fundamental conclusion here was that the
difficulties were systemic, not individual. And we just think it is a
dead-end game to try to pinpoint one or two people there.

In the end, all of us lacked imagination. All of the government
lacked capabilities. All of the government lacked management
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skills to deal with counterterrorism, and that is not a fault of any
one person, or it is not even the fault of any one agency. It is just—
it runs across the board.

Mr. SHAYS. Thank you. Thank you again for your good work.

The CHAIRMAN. The gentleman yields back.

Mr. HAMILTON. I understand you are having a hearing this after-
noon with Governor Kean?

Mr. SHAYS. Yes, we are.

Mr. HAMILTON. I am very pleased you are doing that. Thank you.

Mr. SHAYS. Thank you.

The CHAIRMAN. The gentleman from Georgia, Mr. Scott.

Mr. Scort. Thank you very much, Mr. Chairman.

I certainly want to join the chorus of those who are congratu-
lating you on a job well done, you and the entire Commission, Mr.
Hamilton.

I have a series of questions on the money trail, but just before
getting to that, could you share with us your level of certainty as
to the likelihood of our country receiving another terrorist attack
to the level of 9/11?

Mr. HAMILTON. We interviewed thousands of people, every expert
you can think of, and not a single one of them said there would
be no more attacks.

You look at two things. You look at intent, and you look at capa-
bility by the enemy; they have them both. They hate us, this group,
this radical Islamic group. The intent is clear. You read the
fatwahs of Bin Laden, they are very, very clear, kill as many Amer-
icans as possible. They have the capabilities.

So we would be very foolish indeed to conclude that another at-
tack is unlikely.

Mr. ScoTT. Now, so far, we have been able to freeze roughly $200
million in terrorist assets. It would be interesting to note—going
forward we can learn something, where we have got to go if we
could get some information on the status of those funds. Where did
they come from? Were they all from Islamic sources, or were they
from other sources? Maybe European sources?

Could you just quickly give us a status on what we have learned
from the funds that we have already intercepted?

Mr. HAMILTON. Mr. Scott, I think that really has to be directed
to Treasury. I cannot give you the details of that.

Mr. Scortt. All right.

Now, you mention in your report that the source of the funding
pretty much—you were pretty strong in saying it is not domestic,
it is coming from elsewhere. Basically you mention charities. I am
interested in another main—that is called hawalas. This is an an-
cient, trust-based group, very informal, but moves very quietly
within the Middle East and Asia. What have we learned about the
hawalas?

Mr. HAMILTON. Well, we have learned they are just almost im-
possible to trace. Because of its informalities, it doesn’t go into the
regular system at all. It is one of the things that makes tracing ter-
rorist money so exceedingly difficult. That is a technique you are
talking about.
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Charities were a source, the informal transfer of money based on
very traditional patterns is—makes it exceedingly tough, because it
is outside the system, and there is no paper trail for us.

Mr. ScorT. Now——

Mr. HAMILTON. That is one of the things that makes this target
so difficult to get at.

Mr. ScoTT. That means, then, that so much of what we have got
to do to plug this hole is going to come from getting help from other
countries?

Mr. HAMILTON. No question about it.

Mr. Scorr. I am very much concerned about four particular
countries: Germany, France, portions of Russia, the former Soviet
Union, and Saudi Arabia, of course.

It just seems to me that they are—we skirt around it, but it
seems to me that there is something more there than just they
don’t have the kind of banking system that we have or there is
something technical there.

Is there a political, philosophical, diplomatic situation there that
is allowing a more laissez faire attitude toward these terrorists fi-
nancing? If that is the case, what do you recommend we do to plug
the gaps of those four countries particularly? Because I think they
are at the top of the apex.

Mr. HAMILTON. Well, each of the countries presents a very dif-
ferent case. Germany and France, of course, have very sophisti-
cated financial systems.

I think—I think I would comment principally about Saudi Ara-
bia. Our relationship with Saudi Arabia over a period of many
years has been a very shallow relationship. We have said, okay,
you give us oil at an affordable price; we will help you protect the
royal family. And that is really the relationship. We have not had
until recently what you would call candor and depth. It has been
very shallow.

I have sat in on many, many meetings, probably hundreds of
meetings, with U.S. officials and Saudi officials. And one of the
things that has impressed me over the decades is that the relation-
ship, for all of its importance, a very, very important relationship,
didn’t really have much depth to it. We were happy if we got the
oil, which we desperately need; and they were happy, and the fam-
ily was protected, which they desperately need.

So now you are in a situation where you need a lot more depth
to it and that is developing now because of these financial flows
and a lot of other matters. But it is very late in developing.

Mr. ScotT. Thank you.

The CHAIRMAN. The gentleman from Texas, Mr. Hensarling.

Mr. HENSARLING. Thank you, Mr. Chairman.

Mr. Hamilton, let me add, too, my voice of congratulations for
your service to the country in this work product that I know will
be very important to Congress.

I want to start out, I think, plowing a little bit of old ground
here, but maybe coming at this in a slightly different fashion. You
said of the major policy recommendations that the 9/11 Commis-
sion has made, not one of them really deals with the financing of
terrorism. So if there is not a specific recommendation for where
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policy recommendations or where Congress could go from here, can
you tell us where we don’t have to go?

In other words, since 9/11, where has Congress gotten it right?
Where has the administration gotten it right? Where do we not
need to focus? Where do we achieve substantial success?

Mr. HAMILTON. Well, I think you have gotten it right in some as-
pects of the PATRIOT Act. By far the biggest is the breaking down
of the wall of separation between intelligence on the one hand and
law enforcement on the other hand.

I think you have gotten it right in section 314(a). I think you
have gotten it right in section 326 to give additional tools, if you
would, to the investigators in looking at terrorist financing. So I
think you are correct, a lot of good things have been done.

Beyond specific statutory provisions, there isn’t any doubt the
whole government is energized to try to share more information
than it was prior to 9/11.

If you asked me the biggest area that needs to be developed,
probably the hardest as well, is the international area, and just
what we were talking about with Mr. Scott. Because this—this is
not something totally under our control. This is something we have
to persuade other countries of, that it is in their national interest
to do it. Not in our national interest, in their national interest.
Otherwise they won’t do it.

So I think this is an area that is terribly important because the
flow of money to terrorists is largely money that comes from out-
side our boundaries. And that does mean we need their coopera-
tion, and it means they have to have not only the political will,
which is in question sometimes, but also the mechanisms to do it.

Mr. HENSARLING. In your testimony you talk about the extraor-
dinary cooperation that has been received from the domestic finan-
cial services industry in helping trace terrorist funding. Under the
PATRIOT Act, a whole new group of financial services players are
now having to file these suspicious activity reports.

I think Congressman Paul alluded to a measurement, I didn’t
have it in my fingertips, that 12 million reports were generated the
year prior to 9/11. Now, that is a lot of reports. In my congressional
district, the Fifth Congressional District of Texas, I have met a
number of independent and community bankers who tell me, Con-
gressman, we want to do our part to fight the war on terror, but
can you look us in the eyes and tell us that somebody is actually
reading and using all of these reports that we generate? Because
it is a big, big burden on our banks.

So, from your perspective, are we reading and using these re-
ports?

Mr. HAMILTON. Well, I don’t think I can answer that. I just don’t
know. It is kind of endemic, isn’t it? The solution to so many of our
problems from a governmental standpoint is to require more infor-
mation; in almost every bill that is passed by the Congress, you re-
quire somebody to report somewhere. So you do overload the cir-
cuits here.

The other day when I was testifying, Jack Marsh, who is a
former Secretary of the Army, told me—well, he testified that every
day the United States Government produces 650 million bytes of
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data. And the question is how you sort through all of that. And
does anybody read these reports? I don’t know.

I used to think maybe the 9/11 report wouldn’t be read, but it
is being read. That is a good point. I mean, it is a valid point. Is
it really—I mean, how do you assess this data? What kind of mech-
anisms there are?

And we did not do that. That is, I would guess, part of the over-
sight of your committee. How is it used? That is a question really
for the fellows coming after me here.

The CHAIRMAN. The gentleman’s time is about to expire.

Mr. HENSARLING. In that case, the gentleman will yield back.

The CHAIRMAN. The gentleman from North Carolina, Mr. Watt.

Mr. WATT. Thank you, Mr. Chairman.

Thank you, Mr. Hamilton, for being here today. I had the pleas-
ure of being with you in the Judiciary Committee on Friday. I
would have to say, when I left home Friday morning to fly to
Washington, I felt that I had a much, much clearer understanding
of why I was coming to a hearing in the Judiciary Committee on
privacy and civil liberties, because there were specific proposals
that the 9/11 Commission had made that we were going to delve
into, and we did delve into those pretty rigorously in our sub-
committee, joint subcommittee hearings.

I am not quite as confident that I understand the rationale for
today’s hearing, because in looking through the suggestions report,
I didn’t see anything that specifically we were being suggested to
act upon that had financial services implications. Notwithstanding
that fact, I am here, and I have been listening, either in the room
or in the back room, since I got here; and I still haven’t heard any
specific things that this committee needs to do.

You mentioned four things, generally, at the end of your testi-
mony, and I thought maybe we might get to some suggestions
there. About as close as we got was your suggestion that we need
to make sure that we have tools to trace funds in fast-moving in-
vestigations.

Are there any specific things that you think we should be consid-
ering in that context that are not already on the books? That would
be one question I would have.

And then second in the committee’s report, or maybe it was just
the Democratic committee’s staff report, there is a reference on the
last page to the NSC staff report that thought that one possible so-
lution to some weaknesses in the intelligence community was to
create an all-source terrorist financing intelligence analysis center.
I assume that is what Mr. Royce was talking about when he asked
you questions earlier today from the other side.

The report goes on to report that Richard Clarke, the National
Counterterrorism Coordinator, had pushed for the funding of such
a center at Treasury, but neither the Treasury nor the CIA was
willing to commit the resources to such an all-source terrorist fi-
nancing intelligence center.

So I guess the second question would be, does the 9/11 Commis-
sion recommend something in that area consistent with what coin-
cidentally was originally suggested and pushed by Richard Clarke
and now seems to be being suggested and pushed by Mr. Royce or
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a couple of other people who have asked questions here earlier
today?

Those are the two questions I had:

Are there specific things that we need to do that we haven't al-
ready done to provide tools to trace funds and fast-moving inves-
tigations, one of your four suggestions.

And, number 2, does the 9/11 Commission suggest we do some-
thing to create an all-source terrorist financing intelligence anal-
ysis center similar to the one that Richard Clarke has been push-
ing for?

Mr. HAMILTON. We certainly support an all-source terrorist anal-
ysis center. We don’t confine that to terrorist financing. We think
that in order to put together effective counterterrorism efforts you
have to integrate all aspects of counterterrorism. So we wouldn’t
recommend, I think, a specific center just dealing with financing.

That is exactly the problem we are contending against. That is
stovepiping; we think that is an inadequate, insufficient perspec-
tive on the problem of terrorism.

We do think it is terribly important to have a center where you
take all of the domestic and all of the foreign sources together and
not only look at, analyze the data that you have with regard to ter-
rorism, but also do some planning operationally so that you can put
together an effective program.

If I may, this problem of planning operationally is important and
may be a little hard to grasp. I don’t know. But the illustration we
use all the time is of the two muscular hijackers out in San Diego.
We had bits and pieces of information about them; the FBI knew
a little bit about them. The CIA knew a little bit about them, but
nobody put it together and managed it, and planned—took charge
of it.

George Tenet was asked on more than one occasion—not with re-
gard to them, but with regard to Moussaoui in Minneapolis—if he
knew about it. He said he did, and he asked his people to work
with the FBI about it. And then, in response to one of our ques-
tions, This was the FBI’s case. And that illustrated for us the prob-
lem, in a sense, that nobody really put it all together, said, I am
responsible for this, and said, I am going to manage it.

So the center has to have the ability to look at all aspects of
counterterrorism, not just financing, and put together the case and
an operational plan to deal against it.

Now, let me also say, I have heard the comment several times
here that I am not asking you to do anything because I haven’t pro-
posed any specific legislation. I have not proposed any specific leg-
islation, but I hope it is not your view of responsibility that legisla-
tion is the only business of the United States Congress. It is not.

The business of legislation is part of your business, but the busi-
ness of oversight is also part of it. And we are specifically asking
you to tighten up oversight in a lot of different areas. And I under-
stand that oversight is not as attractive for a Member of Congress
as the business of drafting legislation, but if you want my personal
view, it is just as important.

I am deeply concerned that the Congress today is not as robust
and aggressive as it ought to be on oversight. And that is not a
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comment on this Congress. It goes back to when I served in the
Congress as well.

We are asking you to look at the tools. Do you have the tools and
the financial—in the financial community today to deal effectively
with these possible terrorist financings? You are the experts on
this, not me. You are the experts on the financial system. You have
to answer that question. That comes about through oversight.

We are asking you to find the vulnerabilities in the financial sys-
tem today. We are not experts on that in the 9/11 Commission. You
are the experts on that. That is what we are asking you to do.

You have got to look at these things very hard. We are asking
you to take a look at the question of civil liberties in financial insti-
tutions here. We don’t have specific recommendations with regard
to how you resolve civil liberties with respect to the flow of finan-
cial movements—the flow of financial movements in the economy.

So I think my message here is that dealing with terrorist financ-
ing is not just a question of legislation—although that is very im-
portant. It is a question of robust oversight as well.

The CHAIRMAN. The gentleman’s time has expired.

The gentlelady from West Virginia, Mrs. Capito.

Mrs. CApITO. Thank you, Mr. Chairman.

And thank you, Vice Chairman.

I have a question sort of a little more general nature. I happened
to be in a bank, a community bank in West Virginia. I represent
West Virginia. The bank officer was asking me the very same ques-
tions about the forms. Who is reading these and how important are
these? I sort of took a different tack with her. I said, I guess that
is in the 326 requirements of the PATRIOT Act that you emphasize
are so important.

But I said, I think it is important for us to recognize across the
country, even in the rural areas, that this war on terror has to be
fought not only in the big financial centers where we are tracking
down transactions, but everyone has to be enlisted and be part of
the solution of tracking down the terrorists.

Then, when I was reading your report, you have a sentence on
page 383 where it says, “If al Qaeda is replaced by smaller, decen-
tralized terrorist groups, the premise behind the government’s ef-
forts that terrorists need a financial support network may become
outdated.”

And after reading that statement, it sort of backs up what I am
saying, that everybody, no matter where you live in the United
States, no matter what kind of financial institution you are at-
tached with—you need to be part of the solution rather than saying
it is going to be done in New York, Chicago, Miami, and the more
natural places.

I was wondering if you had a more generalized perspective, how
we can help our constituents in these kinds of areas who feel a lit-
tle bit removed from some of the solutions—how important their
role really is to seeking the solutions and to find the terrorist
route.

Then I think, well, the terrorists when they entered the air
transportation system, they didn’t enter in Boston. I believe they
entered in Maine and other areas where—they were considered to
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be maybe easier or maybe less likely to be heavily screened. For
whatever reason, it was obviously very successful.

So did you have any comments on that?

Mr. HAMILTON. I think your observation is very good. In other
words, one of the functions you have to play if you pass a piece of
legislation is to explain to people why it is necessary. Apparently,
you were trying to do that. I commend that. It seems to me that
is exactly right. There isn’t any doubt in fighting terrorism we have
to ask a lot of people to do a lot of things.

The first line of defense against terrorism in many respects is the
general public. The most obvious example is of course is, if you sit
down on an airplane and somebody lights a shoe to their match—
or a match to their shoe, excuse me—you are going to react to that.
You are the first line of defense. Likewise, the banker or the finan-
cial institution has to recognize that they do have a burden in
fighting terrorism.

Now—maybe that burden is excessive. I really can’t make that
judgment. I don’t know because I don’t know exactly what they
have to do. But there is no doubt that we are putting an extra bur-
den on them. And all the Americans have to accept the fact that
there are burdens placed on them by reason of terrorism.

My own observation, by and large, is they want to be very much
helpful and cooperative. If it is explained to them—they are pre-
pared to do it.

Mrs. CAPITO. Thank you. I have no further questions.

I yield back.

Mr. FOSSELLA. [Presiding.] Thank you very much. The gentlelady
yields back.

The gentlelady from Oregon—Ms. Hooley.

Ms. HooLEY. Thank you, Mr. Chair.

Mr. Hamilton, thank you so much for all the work you have put
in—and sitting and listening for so long today and answering ques-
tions. I have just a couple of quick questions.

Did the Commission find any financial link between the terror-
ists that hit us on September 11th and Saddam’s regime in Iraq?

More broadly—did you discover any financial link between the
group of al Qaeda and Iraq?

Mr. HAMILTON. What we found is, there is no cooperative oper-
ational relationship. Were there contacts? Yes. Were there ties? De-
pends on how you define the word “ties.” yes. But there was no co-
operative relationship, and we do not believe that Hussein was in-
volved in planning or implementing 9/11.

Ms. HOOLEY. One of the things we have heard talked about today
with lots of different people is—I mean, I know—I think this com-
mittee has done some good things about money laundering and
freezing assets.

As they use more and more a system outside the regular banking
community, as they use—as they go outside the total system, are
we going to be behind the 8-ball if we put our emphasis on freezing
funds or following the money? Is it still important to do that as we
look at how did they use—how did they use their own system out-
side of financial institutions?

Mr. HAMILTON. We certainly have to understand their own sys-
tem better. Freezing is going to be an important tool in dealing
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with terrorism. As we have suggested, it has to be applied with
consideration of some of the other equities involved.

But we will have to try to understand better—and our foreign
friends and allies can help us here—the systems that these people
use in financing their operations.

Ms. HOOLEY. One quick last question, a little outside the finan-
cial community, but since you are here right now: The FBI and im-
migration don’t have systems of fingerprinting that mesh. I mean,
they have separate systems. How important is that going to be to
make sure that the FBI and immigration have the same kind of
fingerprinting systems in the future?

Mr. HAMILTON. You are going to have to have integrated systems
so these various agencies can talk to one another, share data with
one another. If you can’t do that, you are not going to be able to
put together an effective counterterrorism unit.

Ms. HoOLEY. Thank you. I yield back.

Mr. FosseELLA. Thank you. The gentlelady yields back.

The gentleman from New Jersey, Mr. Garrett.

Mr. GARRETT OF NEW JERSEY. Thank you, Mr. Hamilton. And I
also thank our Chair for holding this hearing this morning and
now this afternoon. I come away, so far, from this hearing with a
couple of thoughts on it, taking notes down as I went along.

One, initially when you talk about these terrorists are entrepre-
neurial in nature, and smart, keen, and able to look into different
areas, you opened up your comments with regard to the book and
how well it is selling.

I am not sure how many average Americans are actually buying
and reading through that entire book, but I am sure that you will
agree that the terrorists, whoever they may be and wherever they
are, are buying that and will be getting the supplemental reports
and following up on that just to, as you say, find the gaps.

If we are learning anything from all of this as far as where the
gaps are, I suppose that the terrorists are also learning to that ex-
tent as well.

I take your clarification, I guess, if you will, about not calling for
any new legislation. I appreciate that. I think this committee has
taken that charge, as far as oversight with regard to other agen-
cies. I know Mrs. Kelly has held hearings, that I have sat in on,
on some other agencies a little outside this area, where they may
have been overextending their authority. So I commend the mem-
bers of the subcommittee for having taken that step.

I have also taken from your comments, repeatedly stated, no sub-
stantial domestic source of funding. And from that, a comment
from my colleague from the other side of the aisle, who is no longer
here now, but through his long tenure here with regard to the war
on drugs. And perhaps what his comment was, what we have done
over those 30 years may have played—some element as far as de-
terrent effect, as far as the ingress, and effect as far as the mate-
rials and also the dollars.

One of my questions to you, though, is where the burden should
be placed, and maybe from your past experience, here to address
the issue of the political will that is necessary to address one of
these. And also the pragmatic approach as well, as far as following
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the chain of money; we have had a number of hearings already on
this topic.

The burden seems to be placed right now on the so-called law-
abiding system as far as our chain is concerned. We have already
heard about the Bank Secrecy Act and the Suspicious Activity Re-
ports. So there is already a burden placed on our financial institu-
tions.

There is already a burden being placed on an individual as far
as being up in the $10,000 range. We have questioned others on
that. I don’t know if you have a specific recommendation as far as
that threshold. You can comment on that if you would like.

But also I will tell you this little story in 30 seconds. Recently,
I went to my local bank where I have been known for some 40-odd
years, where I grew up, to open a new account and my banker told
me she had to get proof of my identification, who I was, even
though she knew who I was for all those years. And I gave her my
driver’s license, which some people say is easy to counterfeit in
New Jersey.

Whereas if you had somebody come into the country tomorrow,
legal or otherwise, they are able to go into the same institution
with a matricular consular card, not produced by the State of New
Jersey or any other a State office or any other Federal office, but
produced by a foreign country without any proof as to where that
person is coming from or the legality of that person being in the
United States. This administration says that is a proper and ade-
quate source of identification. I would appreciate your comment on
that.

Finally, I would be curious as to your thoughts on the impact of
this on other aspects of law enforcement as we go forward. You
made the comment that there is a degree of inertia in past aspects
of law enforcement, that once they were set up years ago, they con-
tinue to go down that same road.

Obviously, we have 30 years of drug enforcement as far as a
focus of law enforcement. Local law enforcement has their own
charges.

Will we see the same systemic placement be created here as we
are directing all of our attentions and energies in this one area—
not that I am saying we should be doing so—and will it have any
impact, negative or otherwise, on other areas of law enforcement,
be they Federal or local?

Thank you.

Mr. HAMILTON. Well, I worry about this question of degrading ca-
pabilities with respect to the FBI. This is outside our mandate. But
the Director of the FBI said continually, I am shifting the focus of
the FBI from law enforcement to prevention of terrorism. We all
applaud that. But what does the bank robber think about that?

I mean, what happens on drugs? If you go to talk to Federal
judges today, they will tell you that their dockets are overloaded
with drug cases. What does it mean if the FBI moves away from
drug enforcement laws?

I think these are things that have to be worked out. Director
Mueller’s response to that, I think, is, turning a lot of these respon-
sibilities over to the DEA, that they will develop the capabilities.
I hope he is right there.
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But you do have to be aware when you focus on terrorism, and
you tell all these agencies and departments that this is your num-
ber one priority—the question you raise, I think, is a very, very
good one—what happens then in terms of the other responsibilities
that department has?

We can’t answer that right now, but we know what the political
signal is now, and that is to put your resources into fighting ter-
rorism. We have to look at the consequences of that down the road.

You asked about where does the burden lie here. It lies, as I am
afraid you correctly point out, with the American citizen. How do
you get the information you need, however, without asking the
American, the law-abiding American citizen? I don’t know how you
get it. If you want to get information with regard to financial flows
and everybody agrees that you need that information in order to
fight terrorism, you have got to ask somebody. And the only people
that really know it are the people in the financial institutions. And
so you do put a burden on them.

Now, I don’t know how you avoid that burden. My guess is they
are prepared to accept that burden to some degree. And your job
is to make sure that burden is not an excessive burden, however
you may define excessive. Do they, in fact, collect information that
is valuable to the government, or is it just paperwork?

The other point I want to make in response to your question is
the importance of secure identification. This gets into some pretty
tight, ticklish areas. We have been talking about civil liberties
here. This is a civil liberty area. But, again, from the standpoint
of fighting terrorism, you have to have secure identification of peo-
ple. And that is why we recommend that there be Federal stand-
ards with regard to driver’s licenses and passports and the like.

All of the hijackers except one had American identification pa-
pers, 18 out of 19 of them. And what that meant is that some of
these identification papers were issued pretty sloppily.

Now, we have got to correct that, and secure identification. I
don’t know how you work through this question of civil liberties,
the national identification card and all the rest of it. We have to
work through that. But I don’t have any doubt at all that if you
are going to effectively fight terrorism, you have got to have secure
identification.

The CHAIRMAN. [Presiding.] The gentleman’s time has expired.

The gentleman from Texas, Mr. Hinojosa.

Mr. HINOJOSA. Thank you, Mr. Chairman.

I also wish to thank you, Vice Chairman Lee Hamilton, for your
outstanding leadership and great efforts to protect our great Nation
by strengthening antiterrorism efforts that are being made here in
our country, and especially by this committee.

Your testimony is both very informative and very disturbing. It
is very disturbing because it seems to me that the terrorists who
entered the United States came from Canada with doctored pass-
ports Canada accepted as valid and valid visas issued by the
United States. The terrorists funded the 9/11 attack using the
mainstream financial system.

What is even more disturbing is that Treasury’s attempts to stop
terrorist financing by freezing assets in mainstream financial sys-
tems have failed to stem the tide.
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I know that the Financial Action Task Force, currently composed
of 33 member countries, has been meeting frequently since 9/11 to
address terrorist financing. The task force recently issued its 2003
and 2004 report essentially determining that the countries it re-
viewed are taking appropriate measures to address terrorist financ-
ing and making necessary changes to their regulatory systems in
order to better prevent, detect and eliminate terrorist financing
with certain modifications needed.

My question, Vice Chairman Hamilton, is that prior to 9/11,
which of our U.S. Consulates required biometric information like a
fingerprint of visa applicants?

Mr. HAMILTON. I am not the one to answer that.

Mr. HINOJOSA. You mentioned that.

Mr. HAMILTON. I am not aware that they sought fingerprints
from anyone, but I don’t want to make that as a blanket rule.

Mr. HINOJOSA. You mentioned in your testimony that they had
sent you a copy of the 9/11 Commission staff monograph, and that
you hadn’t had an opportunity to read it yet. But I wish to read
something from that report, from that staff report, that says, “with
the exception of our consulates in Mexico, biometric information,
like a fingerprint, was not routinely collected from visa applicants
before 9/11.”

Mr. HAMILTON. Yes.

Mr. HINOJOSA. The reason I bring this up is because the gen-
tleman just before me spoke about his concern about visas and
identification cards that will be used by individuals who are
unbanked, and that is something that is very important, not only
to me, but to many who have congressional districts like mine.

I know that he asked you specific questions, and you answered
them very well, in that we want to be careful that the information
is legitimate and they are not falsified documents and so forth; but
I think that we are concerned about all the countries that sent peo-
ple into our United States, particularly those who came in through
Canada and those who can come in through Mexico. So those are
concerns that I have been discussing with bankers in my district
over that last two weeks.

The rural areas that I represent, 80 percent of my congressional
district, have many community, rural community bankers who are
asking themselves and asking us as Members of Congress: “Are we
expected to expend as much money and meet the same regulatory
requirements as the national banks like Chase and Wells Fargo
and all those real big banks are doing in response to all of this,
being that they have so much more human resources?”

The truth of the matter is, I didn’t know how to answer that.
What recommendations would you make to small, rural, commu-
nity bankers as they try to carry their weight on this matter that
you are discussing with us?

Mr. HAMILTON. I think it is very important that the banker know
their customers and be able to identify their customers. There is
no substitute for that. In that sense, they are the first line of de-
fense. So it calls for an exercise of diligence and care on the part
3f t%le banker to make sure that he or she knows with whom they

eal.

The CHAIRMAN. The gentleman’s time has expired.
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The gentleman from Florida, Mr. Feeney.

Mr. FEENEY. Thank you, Mr. Chairman.

Again, Mr. Hamilton, we got to visit Friday as part of the Sub-
committee on the Judiciary. I was able to commend the Commis-
sion for a great job on the report. I wasn’t able to serve with you
because—like other members have said what an honor and privi-
lege it has been to serve with you. But I have been impressed with
your stamina just over the last several days; it is pretty extraor-
dinary.

I note—you were talking about this in response to the gentleman
from Texas, Mr. Hensarling. I note in Plato’s dialogues he suggests
that the best person to hire to protect your property is an accom-
plished thief. Unfortunately, we don’t have the benefit of the wis-
dom of terrorists that have switched sides and decided to have an
epiphany and support freedom and civilization. But what we can
do is, hopefully, think outside the box.

One of the things you have been able to do in your report about
the financial institutions is that we have been successful in some
respects, but the terrorists are very much adaptive, they are very
flexible. The most fungible asset they have, I would suggest, is
probably the resources. It only took them $4- or $500,000 according
to your report to accomplish the 9/11 attack. It is a lot harder to
find 19 people to commit suicide, as they did, especially finding
people able to fly planes, able to mix in our language and culture.
And finding the plane itself, getting a hold of it, a bomb or a chem-
ical weapon is very difficult. But replacing $4- or $500,000 is a fair-
ly easy task.

But having said that, it seems to me we can learn from some of
the ways that other underground entities have operated to launder
and move money, for example, the Mafia. These are things that the
FBI has had a great deal of expertise in over the years. You know,
underground organizations have moved into more legitimate enter-
prises, they have moved into less risky enterprises. Things like in-
tellectual property theft are a relatively risk free, although illegal,
way to raise money.

Can you comment on what we have learned as we try to track
resources both nationally and internationally in the hands of the
terrorists? And along with that, can you tell us how we ought to
draw the balance, if you have thought about it to any great degree?

There are plenty of legitimate Christian and Jewish charities out
there. We have some illegitimate Muslim charities who have been
helping fund terrorism. How do we encourage giving in charitable
opportunities, but also crack down on this new threat?

Mr. HAMILTON. I think the latter problem that you discussed is
a major challenge for American foreign policy. It is easy for us to
sit in this country and say, well, Saudis, you have to crack down
on these charities, but you have to remember that those charities
also may do a lot of humanitarian work. And they are going to re-
sent, and the people are going to resent, the United States telling
them how to run their charities.

So you get into a real tension here between our desire to crack
down on charities and the fact that they may be giving money to
the terrorists, on the one hand, and the anti-American feelings that
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exist in many places around the world today. We can exacerbate
that greatly by demanding change in these charities.

How do you deal with that? Well, I don’t think there is any silver
bullet here. You deal with it through a very extensive dialogue
with a particular government. Now, we have done that with the
Saudis, for example, on a couple of their charities. We have made
quite a bit of progress, it seems to me. One of them has been closed
and changes have been made in the manner in which the Saudis
oversee their charities at the upper levels of the Saudi Govern-
ment.

So the only answer to the question, I think, is one of dialogue
and education, I guess, diplomacy with the countries involved.

Mr. FEENEY. Real quickly on this question, we have had a lot of
discussion today, do you freeze assets or do you allow the assets
to flow, follow the money and capture a greater organization.
Under the organizational chart that the 9/11 Commission proposed,
who makes the call?

Mr. HAMILTON. Well, who would make the call would be eventu-
ally the policymakers, the President, and the National Security
Council. But they would be making the call on the basis of rec-
ommendations from the national intelligence director and the na-
tional intelligence center. You would set up a national intelligence
center that deals with counterterrorism, and that is the center that
would bring together all of the information from all of the sources
into one place; in other words, you would get a genuine sharing of
information. But beyond an intelligence function, it has an oper-
ational planning function, like the military has and the J-2, J-3
concept, so that the national counterterrorism center not only
would have the intelligence, but it would plan the operation. It
Wlould not make policy, it would not execute policy, but it would
plan.

And that, incidentally, is a part of our recommendations. It
seems to be harder to grasp, I think it was harder to grasp by the
Commission itself, but we tend to look at these things in terms of
just intelligence. It is much more than intelligence. It is bringing
together the information and planning operationally how to deal
with the problem that the intelligence presents to you. And then
that, of course, goes up to the national intelligence director, and he
reports it to the President.

The CHAIRMAN. The gentleman’s time has expired.

The gentleman from New York, Mr. Meeks.

Mr. MEEKS. Thank you, Mr. Chairman, and thank you, Mr. Ham-
ilton. I want to join the chorus of voices who have lauded you and
Chairman Kean for what you have done. You have really kind of
restored some hope to the American public that we can sometimes
put politics aside and party aside in coming together to really help
the American people. It is kind of the same feeling that we had ini-
tially after 9/11 where we felt we were coming together, we were
together as a Congress. What you have done on the Commission is
to continue on along that basis, showing that you can come to-
gether, and I think that you and the Commission have set an ex-
ample that we need to follow also here in Congress.

That being said, I want to also thank the families of the victims
of 9/11, because if it was not for them and them sticking to it and
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insisting that this Commission be formed, you may not be before
us today. So I want to say a special thank you. I think the Amer-
ican people owe a great debt of gratitude to the families. They have
lost so much, yet they still have stood up for so long so that you
are sitting here and we are now addressing some of the issues that
we probably should have been addressing all along, and it would
not have happened without them, and the American people owe
them a great debt of gratitude.

Let me ask this question. You know oftentimes when we talk, I
talk about diversity. The reason why we talk about diversity and
various issues is because we get different ideas and different opin-
ions from different people, whether an individual happens to be of
different ethnic backgrounds, et cetera.

Did the Commission at all look at our intelligence agencies and
even some of our diplomatic corps, et cetera, along the avenue of
diversity, whether or not because of ideas we had enough Arab
Americans and Muslims and others that were involved in it, in
helping us come up to determine or predict even an outcome of
what terrorists there may be; and further and specifically, in look-
ing at the whole, keeping in context the financial services, the
whole compliant system that Muslims generally work with when
they are talking about banking—we talked about hiding—making
sure we understand their whole financial system so that we can be
helpful in that regard in trying to figure out the best way to stop
this kind of money laundering, et cetera, to fight against terrorism?

Mr. HAMILTON. Thank you for your comments about the families.
That is exactly on the mark. They have been enormously important
to us and helpful to us in the course of our investigation. They gave
us at one point about 150 questions, I think. We tried to answer
all of them. We could not answer all of them; we did the best we
could. But they have been exceedingly supportive and many of
them are very, very knowledgeable about these public policy issues.
So we have been pleased to have their support and they are mar-
velous people individually, and we have come to know many of
them quite well.

The second point on diversity, I am pleased you raised it. We put
very great emphasis on the necessity of the intelligence community
becoming more diverse. It is an absolute necessity. There is tre-
mendous emphasis today on human intelligence. You cannot pos-
sibly penetrate an al Qaeda cell with a guy like me. It cannot be
done. I do not care how fluent an Arab speaker I would be—and
I am not—you cannot penetrate it. These are very small cells. They
are often tied by family relationships. They are a very closely knit
group, and penetrating those groups is the toughest intelligence
target that we have. It cannot be done by a gentleman from Indi-
ana who went to Indiana schools and all the rest. It has to be done
with someone of that culture.

So creating that diversity now becomes a national security pri-
ority. We hear all the time about the languages that need to be
spoken and, incidentally, you are talking about 20 or more of them,
many languages that we have to master. And beyond mastery of
the language is mastery of the culture itself. You mentioned this.
You have to understand the culture better than we do; not just the
financial culture, but many other aspects of their culture. People
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have to begin to see this as an important part of our Intelligence
Community, and if the CIA or other Intelligence Communities
want to do a more effective job in human intelligence, or if they
want to do a more effective job just in providing accurate informa-
tion to the policymakers, they are going to have to become more di-
verse. And they are going to have to hire people with great lin-
guistic skills; and I mean when we are talking about linguistic
skills, we are not just speaking about somebody who speaks the
language. They have to speak it like a native speaker if you are
going to penetrate these groups. It is very important.

The CHAIRMAN. The gentleman’s time has expired.

The gentleman from Wisconsin, Mr. Green.

Mr. GREEN. Thank you, Mr. Chairman. Of course I add my voice
to the others in congratulating you, Mr. Hamilton, for your work.
I apologize for coming in late. Like Mr. Feeney, I have been jump-
ing back and forth between simultaneous hearings on the rec-
ommendations.

I know the Commission has not recommended specific legislation.
Would members such as yourself be willing to comment in writing
on specific legislation that we put together going forward on this
subject? Is that something that you would be willing to do?

Mr. HAMILTON. I have to be a little careful about this. The Com-
mission may or may not meet in the future. I think we probably
will have some meetings on it, but it really depends on how we
evolve from this point on, and I am afraid I am not able to give
you a specific answer as to the Commission commenting on a spe-
cific piece of legislation.

Mr. GREEN. Perhaps individual members?

Mr. HAMILTON. I think individual members might, but here we
have to be careful and say, okay, it is an individual opinion and
it is not a Commission opinion.

Mr. GREEN. Your points were well taken on the need for Mem-
bers to vigorously utilize our oversight function. On the other hand,
this is obviously an area in which it is difficult for us as Members
to know all of the details and all of the facts in this rapidly evolv-
ing challenge that we face. Obviously, oftentimes the crucial data
is classified, it is difficult for us to translate, and I think the whole
subject matter is a difficult one for us, because I am not sure how
we define progress in this area. Is progress the lack of a terrorist
attack? Is progress so much time having passed between the dis-
ruption publicly of a threat? Obviously it is difficult for us, as it
was difficult for you, and I think it is going to pose some real chal-
lenges for Members exercising the oversight function as we go for-
ward in the years ahead. In fact, I think you point out quite elo-
quently, in both your testimony and in the report, the danger of al-
lowing us to be lulled into that thinking, that progress is the ab-
sence of a very public, specific terrorist incident. Perhaps that is
the problem that we suffered from in the past.

So your points are well taken on oversight. Unfortunately, I
think there are some limitations, and with those limitations and
with that void, I think that is why so many Members are asking
you and others about specific legislative recommendations. It is al-
most human nature. We want to be involved and active and doing
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something, and obviously legislation presents a vehicle that we can
devote our energy to.

Mr. HAMILTON. Well, on the question of oversight, I think you do
not want to sell yourself short. You are the American policymakers,
you are the politicians, you are the people who are closest to the
American people. You know what the big policy issues are, and you
must not let any agency intimidate you or snow you. I really firmly
believe that every legislator has to respect the constitutional obli-
gation and that means you are a part of a separate, but equal,
branch of government, and that means you must assert that right
continually.

I like your point about metrics. Don Rumsfeld, Secretary Rums-
feld had the best comments on that. You probably remember his fa-
mous memorandum. How can we tell whether we are winning or
losing? We do not have a good set of metrics. He is absolutely right
about that. It is very, very hard to develop in this effort.

Mr. GREEN. Finally, and quickly, there was a sentence in your
report that really struck me, and I do not think it gets enough at-
tention. The sentence says very clearly and specifically, we are
safer than we were 4 years ago, but we are not safe. I think with
this Commission, or this hearing process, and the Commission
itself, we rightly focus on our shortcomings and what we need to
do. I do not think we talk enough about progress that has been
made. I like that aspect of the report, because I think it is some-
thing that the American people need to hear, that we are safer
than we were 4 years ago for a number of reasons. So I think that
is something important for the American people to hear.

The CHAIRMAN. The gentleman’s time has expired.

Mr. HAMILTON. We very much agree with that.

The CHAIRMAN. The gentleman from Texas, Mr. Bell.

Mr. BELL. Thank you very much, Mr. Chairman. Mr. Hamilton,
thank you for your service and your testimony here today. The
good news is that I am asking questions, so that means you are
very close to being finished. The bad news is that I have a couple
of questions too.

The first is really touching upon something that Mr. Feeney
raised and you really did not have an adequate opportunity to re-
spond to, and it really goes back to a statement you made earlier
about the need not to fight the last war, and I think that really
goes to the core of what our strategy has to be in this war on ter-
rorism. But my question is, how do you keep from fighting the last
war?

You know, based on your service here in the House, that we op-
erate in an incredibly reactive environment, and I am just curious
that if you are talking about the financing of terrorist activity or
any other aspect of this war on terrorism, if the terrorists are as
clever and resourceful as you indicate that they are—that the Com-
mission indicates that they are, and one really only has to read the
first few pages of the report to see just how resourceful they can
be—it almost seems like it is a scene from that old cartoon where
there is a water leak and the character is trying to plug the water
leak and then the water starts shooting out from a different source
and pretty soon you are running around.
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So we can respond to what we already know, but my question is,
based on what you have seen and heard, how do you stay above
or ahead of the curve in this war on terrorism, and how do you
keep from just fighting the last war?

Mr. HAMILTON. I think you have to consult the nonconventional
thinker. You have to go outside the box. You know, congressional
committees get in the habit of having the same witnesses all the
time, and that is understandable, because you deal largely with
policy questions and you want the policymakers there. But it is im-
portant for Members of Congress, as it is important for executive
branch people, to put their feet up on the desk, look out the win-
dow, and think unusual thoughts, and use their imaginations.

One of the pieces of advice we had given to us regularly was, talk
to some of the novelists. Talk to a Tom Clancy and a lot of other
writers that you all could identify that I cannot, who think—who
use their imagination. And you have to do that. That is my only
advice on it, because you have to expand your own sources of infor-
mation to figure out what some of these people are thinking about.

Mr. BELL. Can you institutionalize that to any degree, in your
opinion?

Mr. HAMILTON. I doubt it. It really takes individual initiative.
You cannot very well establish, I do not believe, an office of imagi-
nation over here. That would not sell too well, I do not think.

Mr. BELL. There would be a lot of people willing to serve, though.

Mr. HAMILTON. You do need people and you need to consult with
people who do not express always the conventional wisdom, and
that is an important thing to keep in mind.

Mr. BELL. Also, going back to something you talked about earlier
about the cooperation that has existed between financial institu-
tions and law enforcement and your concern that perhaps as the
memory of 9/11 fades, that cooperation could subside, and you
talked about the need for some institutionalization there.

How would you go about institutionalizing that cooperation?

Mr. HAMILTON. Well, those who are familiar with the financial
institutions, the private sector people could probably give you a
better answer than I can. But there really does have to be—and
maybe they already exist, I do not know—mechanisms whereby a
dialogue can take place between the bankers, if you will, the finan-
cial institution people, and the policymakers. That is, it is very im-
portant that that dialogue take place and there has to be a mecha-
nism for it to occur. It may be the mechanisms are already in place
and they need to have an expanded agenda.

Dialogue is the answer to your question. There has to be dia-
logue, and you have to have a place where that dialogue can take
place.

We had a question a moment ago about the bankers in West Vir-
ginia. They are outside the dialogue. That is why they are asking
those questions. And that means no matter what exists today, it is
not working completely, because they do not understand what
the—why it is they are gathering this information. And so I think
you have to look at it with that perspective.

Mr. BELL. Thank you very much.

Thank you, Mr. Chairman.
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The CHAIRMAN. The clean-up hitter, the gentleman from Staten
Island, Mr. Fossella.

Mr. FOSSELLA. Thank you, Mr. Chairman.

Mr. Hamilton, thank you very much. I would echo the words of
my colleagues to say that I appreciate your service as well, and un-
derscore the reality that you mentioned earlier, and others, about
the families who suffered; regrettably and tragically, many of those
were from the area I represent in Staten Island and Brooklyn; 200
of my neighbors on Staten Island alone were killed. Their memory
has become the foundation for what we are doing here and, fortu-
nately, it seems like people are working together to achieve that
goal of protecting us once and for all.

Let me just say I am pleased in terms of some successes that you
mentioned of the PATRIOT Act, and as one of the successes, be-
cause it appears that it has become sort of a whipping boy, there
is a monster behind every tree out in the political arena. As you
mentioned earlier, it seems to have its successes in forcing agencies
to cooperate with each other, at a minimum, and obtain and appre-
hend those would-be terrorists. So thanks for adding that.

In terms of outside the box, the reality is these are not Boy
Scouts or Girl Scouts. A lot of them are just animals that want to
see the destruction of the U.S. I would point to what I think is one
of the greatest police departments in the world, the New York City
Police Department. One of the reasons why they are so successful,
I believe, especially the detectives, is that they are not afraid to get
on the ground and work and find out the nuts and the bolts and
the nitty-gritty. They do not have their feet up on the desk.

So that is one way in which I hope the Federal agencies can bet-
ter utilize those local law enforcement officers like the New York
City Police Department and detectives. They do, to a degree, do not
get me wrong, but I think it could always be better.

You have answered a lot of questions, and some I wanted to ask
have been asked, so I will not repeat them. But let me just ask one
quick one regarding the Department of Treasury, specifically the
TFI office, your testimony about all agencies and sharing a goal to
work together. Do you think that that office should maintain a
group of financial experts to oversee compliance? And to what de-
gree does it make sense for the Department, if at all, to have crimi-
nal enforcement capability? Thanks again.

Mr. HAMILTON. Thank you for mentioning the tragedy that these
families encountered. That was continually impressed upon the
commissioners, and we cannot be cognizant of that too often. And
those in your area, New York, New Jersey, certainly suffered the
most, because that is where the heaviest casualties were.

Secondly, I think that the emphasis you put on local and State
is likewise very important, because these people are the frontline
officials. There are 18,000 first responders, or approximately that
number, and you cannot imagine an effective war on terrorism
without their participation. And one of the huge problems here is
how you get information from up here to down there—if you say
up is here in Washington—the flow of information downward, with-
out compromising sources. That is a big-time problem in all of this.
But it is one we must solve, and it is one that local and State offi-
cials complain an awful lot about. They do not feel like they are
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in the loop with regard to information. And we direct some of our
comments to that in the report.

With regard to the Treasury having criminal enforcement pow-
ers, I really do not feel qualified to answer that. I just do not know
that much about it. My general sense is the prosecutors have to do
that in the Department of Justice, but I would be no expert there.

Mr. FosseELLA. Fair enough. Thank you very much, Mr. Ham-
ilton.

The CHAIRMAN. The committee is pleased to have you here. We
put you through a long, difficult—well, I do not know how difficult
it was, but it was a long process. You have been on the other side
of this for a long time, so now you can appreciate it from both sides
of the dais. But I know I speak for all of the Members on the com-
mittee to say how deeply we appreciate your appearance here today
and your expertise. Your expertise precedes you before the 9/11
Commission with your great work in the Congress and, clearly, you
have done yeoman’s work, as well as the other commissioners.

With that, you are dismissed. I know you have some other work
this afternoon. Thank you very much.

Mr. HAMILTON. Thank you very much.

The CHAIRMAN. The Chair notes that some members may have
additional questions for the witness which they may want to sub-
mit in writing. Without objection, the hearing record will remain
open for 30 days to submit written questions to the witnesses and
to place the response in the record.

We now invite our second panel to appear.

Gentlemen, welcome to the Committee on Financial Services. Let
me introduce the panel. The honorable Stuart A. Levey, Under Sec-
retary for the Office of Terrorism and Financial Intelligence, De-
partment of the Treasury, and an Ohio native; the Honorable
Frank Libutti, Under Secretary for Information Analysis and Infra-
structure Protection, the Department of Homeland Security. We al-
ready know where you are from, from our friend from Long Island.
And the next witness is Mr. Barry Sabin, Chief of the
Counterterrorism Section, Department of Justice.

Gentlemen, thank you all for your patience as we worked our
way through the vice chairman of the 9/11 Commission. I notice
you were all here, and hopefully it was a worthwhile experience for
you as well as for the members of the committee.

The CHAIRMAN. We will begin with you, Mr. Levey.

STATEMENT OF HON. STUART A. LEVEY, UNDER SECRETARY
FOR THE OFFICE OF TERRORISM AND FINANCIAL INTEL-
LIGENCE, DEPARTMENT OF THE TREASURY

Mr. LEvy. Thank you, Mr. Chairman, members of the committee,
thank you for inviting me here today to testify about our efforts to
combat terrorist financing and the 9/11 Commission report. This is
my first opportunity to testify in my new position as Under Sec-
retary for the new Office of Terrorism and Financial Intelligence.

There is little need to underscore the importance of our campaign
against terrorist financing, especially before this audience. Both in
the PATRIOT Act and in other ways, this committee has dem-
onstrated its commitment to fighting the financial war on terror.
The committee would certainly agree, as I do, with the 9/11 Com-
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mission’s primary recommendation that “vigorous efforts to track
terrorist financing must remain front and center in U.S.
counterterrorism efforts.”

It is an honor for me to testify alongside Under Secretary Libutti
and Barry Sabin today. I just left the Justice Department a few
weeks ago, where I had the privilege of working directly with Mr.
Sabin and Mr. Breinholt and his team, both in the criminal divi-
sion and at the FBI. They are real pros, and I am pleased to be
able to continue working with them on this issue.

Those of us who work on this issue are also indebted to the 9/
11 Commission and its staff, including specifically John Roth whom
some of you know. Both in its main report and in the staff mono-
graph, the Commission’s fine work will certainly help us improve
our overall efforts to combat terrorist financing.

I would like to highlight three issues in my oral statement. First,
I think it is important to underscore that our terrorist financing
campaign is just one part of the overall mission to fight terrorism.
Put another way, the goal is not so much to stop the money as it
is to stop the killing. That seems obvious, but it actually has real
implications for the tactics we choose to use in particular situa-
tions. Our goal must always be to choose the action that will do the
most to cripple terrorist organizations.

For example, in a certain case, the best action may be to publicly
designate a financier to freeze terrorist-related assets and also shut
down a conduit for further financing. In another case, the best
strategy may be to observe the financier or money flow covertly to
i(}fntify the next link in the chain rather than to cut the money
off.

In pursuing that goal, we need to draw on a full range of weap-
ons in our arsenal from agencies all around the government, from
intelligence activities to diplomatic pressure, from administrative
action to criminal prosecutions. As the Commission recognized, the
interagency team that focuses on terrorist financing is all com-
mitted to that principle, and the team work is excellent. But even
with the best teamwork, we have a difficult challenge. Terrorist
groups like al Qaeda are savvy and are evolving in response to our
actions, so we must continue to improve and adjust as well.

Second, I would like to say a few words about recent changes at
Treasury that should enhance our contribution to that team. Since
the September 11 attacks, Treasury has worked diligently to com-
bat terrorist financing and otherwise safeguard the integrity of our
financial system and international financial systems generally.
However, Treasury’s structure did not match its mission to combat
terrorist financing as a distinct priority. President Bush and Sec-
retary Snow therefore created the new Office of Terrorism and Fi-
nancial Intelligence to bring all of the Department’s assets to bear
more effectively to fight terrorist financing and financial crime.

TFI has two major components. The first, the Office of Intel-
ligence and Analysis, reflects our recognition that the war on terror
remains a war of information. Treasury’s Office of Intelligence
Analysis will integrate, for the first time, all of the Department’s
financial information and intelligence streams and ensure that the
information is properly utilized to support the campaign against
terrorist financing, as well as other aspects of Treasury’s mission.
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TFI also includes the Office of Terrorist Financing and Financial
Crimes, which is the policy and enforcement apparatus for the De-
partment on these issues. Led by Assistant Secretary Juan Zarate,
this office will, among many other things, integrate the important
functions of OFAC and FinCEN with other components of the De-
partment, work with IRS-CI and other law enforcement on emerg-
ing domestic and international criminal issues, and represent the
United States at international bodies dedicated to fighting terrorist
financing and financial crime such as the FATF that we have
heard discussed today.

Third, I would like to focus on the differences between money
laundering and terrorist financing.

The main reason why tracking terrorist finances must remain a
central part of the overall counterterrorism mission is that money
trails generally do not lie. As a result, they can help us identify,
locate, and arrest terrorists. One key question is whether the sys-
tems we have implemented to ensure financial transparency, most
of which were aimed at money laundering, are sufficient to ensure
that we are able to “vigorously track terrorist financing” as the
Commission recommended.

Terrorist financing and money laundering are not the same, and
by applying the same methods and tools to both problems we may
inhibit our ability to succeed. With money laundering, investigators
essentially look through a telescope to try to detect the movement
of large amounts of tainted money trying to move through our fi-
nancial system. With terrorist financing, investigators essentially
need a microscope to detect and track the clandestine movement of
relatively small amounts of money, money that is often “clean”
money, but that is intended for an evil purpose.

This difference has policy implications for all of us. At Treasury,
we have begun to study how we can devise tools or systems aimed
more particularly at terrorist financing. Among other things, we
need to work with the private sector on this, and this is something
we have heard discussed already today. The financial industry has
shown tremendous resolve since 9/11 and is eager to cooperate with
us on this issue, but we need to help them help us. For example,
we can build on the information sharing relationships that FinCEN
has already developed under section 314 of the PATRIOT Act, and
I was pleased to hear Chairman Hamilton endorse that function.
I look forward to working together with this committee on these
issues and to answering your questions. Thank you.

[The prepared statement of Hon. Stuart A. Levey can be found
on page 115 in the appendix.]

The CHAIRMAN. Mr. Libutti.

STATEMENT OF HON. FRANK LIBUTTI, UNDER SECRETARY
FOR INFORMATION ANALYSIS AND INFRASTRUCTURE PRO-
TECTION, DEPARTMENT OF HOMELAND SECURITY

Mr. LiBUTTI. Good afternoon, Chairman Oxley, Congressman
Frank, distinguished members of the committee. I was about to
say, although I do not see the gentleman here, my special greetings
to Congressman Israel; my family appreciates your support, sir.

Today I will provide an overview of the Information Analysis and
Infrastructure Protection Directorate—we call it IAIP—describe



59

initiatives that the Department has taken to protect the financial
services critical infrastructure in general, and to discuss some of
the specific actions taken after the recent elevation of the threat
level for the financial services sector in New York City, northern
New Jersey, and Washington, D.C.

TIAIP leads the Nation’s efforts to protect our critical infrastruc-
ture from attack or disruption. The IAIP directorate was created to
analyze and integrate terrorist threat information and to map that
threat against vulnerabilities, both physical and cyber, to protect
our critical infrastructure and key assets.

Recognizing the potentially devastating effects of disruption of
services or catastrophic failures in the banking and financial sec-
tors, IAIP works on a daily basis to assess threats and
vulnerabilities, mitigate risk, develop protective measures, and
communicate with the sector.

The banking and finance sector not only represents both physical
and cyber vulnerabilities, but is also critically interconnected with
every other critical sector within our Nation. IAIP has focused on
monitoring and assessing threats and vulnerabilities to all sectors,
including the banking and financial sector. Sharing this informa-
tion with the private sector is a vital component of IAIP’s mission.

DHS, the Department of Homeland Security, also acts as a coor-
dinator with other government entities. In the financial field, IAIP
partners with the U.S. Treasury to share information with govern-
ment entities and the private sector through the Financial Services
Sector Coordinating Council, the Finance and Banking Information
Infrastructure Committee, and the Financial Services Information
Sharing and Analysis Center, what we call FS-ISAC. The FS-ISAC
provides a mechanism for gathering and analyzing and appro-
priately sanitizing and disseminating information to and from in-
frastructure sectors and the Federal Government. Every 2 weeks,
the FS-ISAC conducts threat intelligence conference calls at the
unclassed level for members with IAIP providing input. These calls
cover physical and cyber threats, vulnerabilities, incidents that
have occurred during the previous 2 weeks, and suggestions and
guidance on future courses of action. The Financial Services ISAC,
as with all ISACs, is capable of organizing crisis conference calls
within an hour of notification of a crisis.

In addition, the Department of Homeland Security has estab-
lished close working relationships with the appropriately cleared
senior members of the ISAC to exchange classified information as
appropriate.

IAIP receives and evaluates current threat and incident informa-
tion, including suspicious activity reports submitted directly by the
industry or through the ISAC, and provides timely feedback on
those issues. As recent events have exemplified, during times of
elevated threat, IAIP intensifies its efforts to coordinate and reach
out to the private sector the entities described above and other gov-
ernment agencies.

I would be remiss, given this committee’s leadership in the fight
against terrorist finances and financial crime, if I did not take a
moment to highlight for you the other important role of homeland
security relative to the financial service industry; that is, our role
in the investigation of a wide variety of financial crimes. I know
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this committee is uniquely positioned to appreciate the depth of fi-
nancial investigative expertise and jurisdiction now housed within
the Department of Homeland Security. The investigative functions
and personnel of the former U.S. Customs Service, now housed
within immigration and Customs enforcement, includes some of the
most experienced financial investigators in the U.S. Government.
In addition, the Department of Homeland Security is also home to
the U.S. Secret Service, which has, as one of its primary missions,
the investigation of counterfeiting, credit card fraud, and
cybercrime. Together, they represent a vast and impressive array
of expertise critical to protecting our Nation’s financial systems.

The latest series of events against a U.S. financial institution
was spurred by ongoing concerns over al Qaeda’s interests in tar-
geting U.S. critical infrastructure as well as recent intelligence, in-
formation of detailed reconnaissance against several U.S. financial
institutions. Based on the multiple reporting streams and the infor-
mation contained in these reports, the intelligence community con-
cluded that the information warranted a change in the alert status.
The level and specificity of information found was alarming,
prompting DHS to raise the threat level to orange for the financial
service sector in New York, northern New Jersey and Washington,
D.C. on Sunday, August 1. This was the first time the level had
been changed for an individual sector in a geographic-specific area.

In response to the heightened threat level, IAIP acted on several
fronts to address the threat. Conference calls were arranged be-
tween DHS, financial sector leaders, State homeland security per-
sonnel, including homeland security advisors, and local law en-
forcement. In addition, senior DHS leadership personally met with
CEOs and security directors from the financial sector to better in-
form them of the evolving conditions and provide guidance. Subse-
quent to providing immediate alerts to the financial sector regard-
ing the threat, IAIP continued to work with the industry to ensure
that all targeted financial institutions were individually briefed.
TIAIP coordinated with Federal, State, and local law enforcement
entities to ensure that the appropriate information was exchanged
between the government and the private sector. We also pooled af-
fected financial sectors to determine what additional protective
measures were implemented by the private sector itself during this
heightened period.

IAIP personnel were also immediately deployed to facilities in
Washington, D.C., New York City, and northern New dJersey.
Teams of TAIP personnel conducted site-assist visits, what we call
SAVs, in collaboration with local law enforcement officials and
asset owners and operators to facilitate the identification of
vulnerabilities and to discuss protective measures.

In addition to these SAVs, IAIP personnel have been working
with individual facilities and local law enforcement entities to im-
plement buffer zones around selected banking and finance sites.
Buffer zones are community-based efforts focused on rapidly reduc-
ing vulnerabilities outside the fence of selected critical infrastruc-
ture and key resources. To support these efforts, IAIP provides as-
sistance to local law enforcement officials to develop and implement
buffer zones, to share best practices, and lessons learned.
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TAIP has taken many actions to secure the financial services sec-
tor with our friends in State, local, and the folks sitting with me
here today. Our job, however, is not done. We will continue to mon-
itor the evolving threat condition and communicate those threats
with the private sector and our partners within State and Federal
agencies. Together with the Department of Treasury, we have laid
the foundation for a true partnership with the public and private
sectors. Based on this foundation, we will continue to dedicate our-
selves to making a difference in protecting our Nation.

Thank you for the opportunity to testify before you today, Mr.
Chairman. I would be pleased to answer any questions at this time.

The CHAIRMAN. Thank you, Mr. Libutti.

[The prepared statement of Hon. Frank Libutti can be found on
page 126 in the appendix.]

The CHAIRMAN. Mr. Sabin.

STATEMENT OF BARRY SABIN, CHIEF OF THE
COUNTERTERRORISM SECTION, DEPARTMENT OF JUSTICE

Mr. SABIN. Chairman Oxley, Congressman Frank, members of
the committee, I am honored to appear before this committee
today. I am also pleased to share the microphone today with Mr.
Lfi‘butti and Mr. Levey, a dedicated and principled former colleague
of mine.

Working together, the various components involved in the United
States’ efforts to combat terrorism and its funding have made sig-
nificant progress and scored key strategic victories, while con-
tinuing to respect constitutionally guaranteed civil liberties. We are
sobered and ennobled by the unique opportunity that history has
presented to us to seek justice, both in our words and in our ac-
tions.

To be clear, we will be aggressive, as Congress and the American
people rightly expect that of us. Our concerted efforts and reliance
on the rule of law have led to the disruption or demise of terrorist
cells in locations across the Nation. We continue to dismantle the
terrorist financial networks, including those that prey on charities
through, in part, an application of standard white-collar investiga-
tive techniques.

Much of our success is due to the wide array of legislative tools
made available to us by this committee and the Congress, for which
we are grateful.

Today, I would like to survey, first, some of what we have done
since 9/11 in the area of terrorist financing and criminal enforce-
ment; second, some of the trends that we foresee; and lastly, how
this work relates to the Treasury Department and the Department
of Homeland Security, and the oversight responsibilities of this
committee. My goal is to cite some examples and highlight some
trends, and I do not intend this description to be a comprehensive
review of all that has been done in this area by the Justice Depart-
ment.

The watershed legislative development of terrorist financing en-
forcement occurred in 1996 when Congress passed the
Antiterrorism and Effective Death Penalty Act. This statute cre-
ated the section 2339B offense, and the concept of “designated for-
eign terrorist organizations” or FTOs.
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With the assistance of a Hamas leader, an organization known
as Holy Land Foundation for Relief and Development, became
Hamas’s U.S. beachhead and source of support. A few weeks ago,
the Holy Land Foundation and its officers were indicted by a grand
jury in Dallas for, among other crimes, conspiring to provide mate-
rial support to Hamas for over the last decade.

Another accused U.S.-based terrorist financier, Sami Al-Arian,
along with his co-conspirators, allegedly used his University of
South Florida office and several nonprofit entities he established to
support the Palestinian Islamic Jihad.

Since 9/11, we have relied on section 2339B to charge persons
Who1 sought to donate themselves to violent jihad causes around the
world.

We prosecuted and obtained guilty pleas from several men living
in Lackawanna, New York, who had attended a terrorist training
camp in Afghanistan. In New York City we recently obtained the
guilty plea and military cooperation of al Qaeda associate and mili-
tary procurer Mohammed Junaid Babar.

Recently in Northern Virginia, our prosecutors convicted several
persons of training in the United States to engage in violent jihad
activities abroad. Earlier, we obtained in that district the guilty
plea of al Qaeda operative Iyman Fares.

Clearly, our ability to address this conduct through criminal
prosecutions would not have been possible had Congress not pro-
vided us with a powerful tool like the material support statutes, in-
cluding Section 810 of the USA PATRIOT Act. These maximum
penalties, combined with terrorist enforcement of the U.S. sen-
tencing guidelines, allow us to exert significant leverage over ter-
rorist supporters to gain their cooperation.

The very process of “material support” investigations often re-
sults in the identification of other targets and future prosecutions.
For example, following a Charlotte, North Carolina Hezbollah pros-
ecution, prosecutors in Detroit have built on these successes to
charge other Hezbollah-connected individuals linked to cigarette
smuggling and tax evasion racketeering conspiracy.

The Holy Land Foundation case in Dallas was assisted by an FBI
raid on September 7, 2001 of a related company known as
INFOCOM. Last month, the brothers that ran INFOCOM were
convicted by a jury in Dallas of illegally shipping computer parts
to State sponsors of terrorism.

The Northern Virginia jihad case was assisted by Chicago pros-
ecutors assigned to the Benevolence International Foundation in-
vestigation.

Simply stated, aggressive law enforcement begets more enforce-
ment and further disruption of terrorist support mechanisms. Pros-
ecutions generate more leads and intelligence. Let me underscore
the point because I think it is a critical one. Increased penalties
yield cooperation by criminal defendants, which yields information,
which enables the government to more successfully prevent ter-
rorist incidents and attack terrorist funding.

No matter how effective our criminal statutes are in theory,
using them depends on the development of facts. Since 9/11 and
with the vital assistance provided by Congress with the USA PA-
TRIOT Act, criminal investigators and prosecutors now have access
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to the full body of information developed by the U.S. Intelligence
Community, including intelligence gathered through investigative
activities authorized by the Foreign Intelligence Surveillance Act.
In addition to the Holy Land Foundation and Sami Al-Arian cases,
an example would include the Chicago indictment of three Hamas
operatives announced by the Attorney General this past Friday. We
believe that sections 218 and 504 of the USA PATRIOT Act, which
has been vital to bringing these prosecutions, represent a key con-
gressional contribution to our counterterrorism efforts and we are
gratified that this view is shared by the National Terrorism Com-
mission in its report.

Intergovernmental coordination, however, is not enough. Many of
our prosecutions have been aided by cooperation that stretches
across international boundaries. For example, the conviction of
Abdulrahman Alamoudi in Alexandria, Virginia, originated with in-
formation provided to us by British law enforcement, which ques-
goned Alamoudi at Heathrow Airport about a briefcase containing

340,000.

Abu Hamza al-Masri and Baber Ahmed, who have been charged
with terrorist support offenses, are currently in British custody
awaiting extradition to the United States.

Our enforcement record has benefited from Director Mueller’s de-
cision immediately after September 11 to create a specialized unit
of financial investigators to focus on the problem of international
terrorism, now known as the Terrorist Financing Operation Sec-
tion.

Relying on changes to the crime of operating an unlawful money
transmitting business, codified at Title XVIII United States Code,
section 1960, made useful by the USA PATRIOT Act, we have
brought charges in jurisdictions such as New Jersey and Brooklyn
and obtained convictions in Massachusetts and Virginia. This crime
will remain a valuable part of our counterterrorism strategy, and
we support pending legislation in H.R. 3016 that would make sec-
tion 1960 a RICO predicate.

The private sector, particularly the financial services industry,
has been responsive to the USA PATRIOT Act section 314(a) re-
questing information on certain potential customers. We hope to
continue working with the Treasury to improve the utility of Bank
Secrecy Act reports, including suspicious activity reports to law en-
forcement, and to provide the financial services sector with addi-
tional feedback on the utility of such data.

The Department recognizes that the terrorist threats we are fac-
ing today and in the foreseeable future, cannot be addressed by any
single department, bureau, or agency. That is why we need to ac-
knowledge and further develop our strong partnerships, both infor-
mally and formally, with the Departments of the Treasury and
Homeland Security.

I thank this committee for its continued leadership and support.
I am happy to answer any questions you may have.

The CHAIRMAN. Thank you, Mr. Sabin.

[The prepared statement of Barry Sabin can be found on page
131 in the appendix.]

The CHAIRMAN. Mr. Sabin, let me begin with you because you
raised some very interesting points, and I think that too many
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times the successes that we have had as a result of the PATRIOT
Act go either unreported or, even worse, ignored by virtually every-
body. Yet, when we see articles that appeared today, all negative,
it is almost as if the writers, the journalists are looking for nega-
tive information to put out there about the work that all of you are
doing, positive work that too many times is underreported or not
reported at all. It seems like when you have legitimate criticism—
nobody is perfect—but that that seems to get the headlines. Once
again, we found that today in virtually every major newspaper. It
is just unfortunate.

So I want to salute all of you for the work that you do to make
us safer. Mr. Sabin, your chronicling of some of those successes, I
think, needs to be told more and more so the public does get a bal-
anced view of the efforts that are being made in this country.

You mentioned section 21 and section 504 of the PATRIOT Act
which has facilitated information sharing. That obviously is going
to sunset next year. I happen to think that was an unwise decision
on the part of the Congress to put a sunset provision in.

But what would be the implications of the failure to reenact the
PATRIOT Act in your estimation?

Mr. SaABIN. Echoing Vice Chairman Hamilton’s comments this
morning, sections 218 and 504 of the PATRIOT Act are, on a day-
to-day basis, the essential tools that allow criminal law enforce-
ment and intelligence folks that are looking at these problems to
discuss and share information. The proverbial wall that people
have referred to was brought down by those particular sections of
the USA PATRIOT Act. To allow it to sunset I believe would be
setting us back to a stage where—and the monograph that was
issued over the weekend agrees—you would have those kinds of
dysfunctions and lack of communication and coordination.

So in terms of section 218 and 504, on a day-to-day basis, it is
invaluable for criminal investigators to be talking to intelligence in-
vestigators, for prosecutors to be talking to those folks in order to
share information and use all of the tools that Congress has pro-
vided us in order to address the particular threat or the particular
disruption activity.

There are other provisions in the PATRIOT Act, echoing Mr.
Hamilton’s remarks this morning. I believe section 314 is vital for
working with obtaining information from the financial community,
the financial sector. Section 326, involving “know your customer,”
has proved to be very beneficial. USA PATRIOT Act, section 373,
which relates to the change that this Congress made in the intent
relating to the unlawful money transmitting license transactions
under section 1960, has been invaluable to us.

So all of those provisions of the PATRIOT Act, but most espe-
cially 218 and 504, that allows us to communicate and share infor-
mation are invaluable.

The CHAIRMAN. We thank you particularly for mentioning Title
III, which is the contribution that the Financial Services Com-
mittee made. Clearly, if you look at it from a broad perspective,
they really enmesh and work quite well together, and you folks are
the ones that carry it out.

Mr. Libutti, do you have any comments in regard to the PA-
TRIOT Act?
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Mr. LiBuTTI. I fully support the comments of my friend to the
left, sir. I think it is the only way to go in terms of keeping the
wall down and making progress.

The CHAIRMAN. Mr. Levey.

Mr. LEVEY. I totally agree, sir.

The CHAIRMAN. The Commission report deals with extensive bot-
tlenecks and discusses methods to remedy that situation. I am con-
cerned about a particular issue regarding FinCEN, and I men-
tioned it to our first witness, Mr. Hamilton, regarding the inability
obeinCEN to use their own computers and to effectively do their
jobs.

Wouldn’t FinCEN be better able to ensure data quality and be
responsible for failures if it had its own computers and was respon-
sible for its own data? Also, now that Treasury has an Under Sec-
retary for Enforcement, does it make sense to you to have nontax
financial crime investigators at IRS, or do you think they should
be shifted to the terrorism and financial intelligence office?

Mr. LEVEY. Well, let me—there are obviously two separate ques-
tions. Let me take the second one first in terms of the shifting of
IRS criminal investigators to the Office of Counterterrorism and Fi-
nancial Intelligence. I have heard that suggestion. I know that
Chairwoman Kelly has also made that suggestion. Obviously, this
is something that we need to think about, but my first reaction is
that I have talked with Commissioner Everson already. He has
pledged to me and to the Department that he is going to be as sup-
portive as possible of the mission of the new office and work with
us on all of the initiatives that we have, and we will have to just
work together with him to see how that develops and see if more
drastic changes are necessary. I am not sure that they are, and I
do not know that our needs are limited to criminal investigators ei-
ther. It may be that we need some of the other expertise from the
IRS on the noncriminal auditing side that they obviously have as
well.

With respect to the question you asked about FinCEN, I think
I agree with the premise of the question, which is that FinCEN
needs to move ahead in terms of developing its technology to be
more responsive to law enforcement and to the private sector, and
under the leadership of Director Fox, I think they are headed in
that direction. The key point here is their BSAdirect initiative,
which is moving forward and we anticipate will be done by October
of 2005. That will free up FinCEN to do more sophisticated anal-
ysis of financial data that comes in, and improve access on behalf
of law enforcement to that data.

The problem I think underlying the question is the fact that
right now the information is being provided to us generally through
paper reporting and then the data is being entered by the IRS at
the Detroit computing center. I think that that is something we
need to take a look at because I cannot imagine that when we look
down the road 5 years from now, that we will still be in that situa-
tion. That seems to be a situation we need to correct and move to-
wards an e-filing system in some way that is not overly burden-
some on the private sector but which provides FinCEN with better
ability to manipulate the data.

The CHAIRMAN. Thank you.
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The gentleman from Massachusetts, Mr. Frank.

Mr. FRANK. Mr. Levey, I have had to go in and out, but I gather
there was some conversation—I just heard some—about taking
some IRS personnel cell investigators and maybe some others and
have them also be doing terrorism work; is that correct?

Mr. LEVEY. Well, the IRS already supports——

Mr. FrRaNK. Right. But there was some suggestion about having
them do more?

Mr. LEVEY. Well, there were suggestions in the first panel about
whether the IRS—questioning whether the IRS’s commitment in
terms of resources to terrorism——

Mr. FRANK.—is enough. Well, I would like to say very clearly, if
we are going to increase IRS resources to you, it should only come
if we have increased IRS resources. If there is an area in this gov-
ernment which I do not think is being done to excess, it is enforce-
ment of the Tax Code at this point. I think we went too far in
weakening enforcement, and the notion that we would further
weaken it would trouble me.

So I would be glad to vote for some more money. I know we are
all supposed to be opposed to government in general, but then we
are all for it in the specific. So I would like to say, I hope people
would resist cheering if we further cut the IRS. Yes, I would like
to see some more resources, obviously whatever you need, but not
at the expense of existing enforcement of the Tax Code, and I hope
that that would be the Department’s position, and I would hope
that they would not feel pressured to do that.

Let me ask Mr. Sabin, in your testimony, Mr. Hamilton said on
behalf of the Commission, they were not recommending any legisla-
tive changes in the area that came under your jurisdiction. And as
I read the testimony, there was one area where you—I do not think
this is our jurisdiction, but it is in this area, you talked about the
“lone wolf” international terrorists.

Would you like to see the law changed so that individuals who
are acting in international terrorism—and it says non-United
States persons, so this is a noncitizen; is that correct?

Mr. SABIN. Yes.

Mr. FRANK. And right now you have to prove that they are con-
nected to some organization, so even if they are otherwise doing
something they should not be doing in this area. That did not seem
to me to be terribly controversial, and I note that, although I know
it is not our jurisdiction.

Let me say, by the way, on the subject of legislation and
sunsetting, sunsetting is something that does not mean you think
it is a bad idea. In fact, in other contexts people think sunsetting
is a good thing in general. I do favor extension of the provisions
we talked about, but I also favor sunsetting them, for two reasons.
First of all, you do not know for sure how they are going to work
out. Secondly, you do have this problem, which is these are impor-
tant powers but they can be abused, and I think the sunset is one
of the best ways we have to make sure that the powers are used
appropriately and not inappropriately. I think having people know
that if there are controversies generated about whether or not they
are used appropriately, that that is important.
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Let me just ask in that regard on the question of the freezing of
assets in particular—and I would ask both Mr. Levey and Mr.
Sabin—the Commission, and in the monograph, and in Mr. Hamil-
ton’s testimony, they gave examples of people whose assets were
frozen, and that included a freeze on any commercial transactions
so that until they get a waiver, until they get waivers, they could
not even engage counsel to defend themselves.

Shouldn’t that sort of a waiver be automatic? After all, we are
not talking about anybody who has been found in any neutral court
to have been guilty of something. Shouldn’t there be some kind of
a presumption that you would be allowed to defend yourself against
the accusation, especially since, as I understand it, the freeze stays
in effect. We are not talking about lifting the freeze, we are talking
about being able to combat the freeze.

Is there any reason why they should not be automatic so that
people will have the resources to defend themselves?

Mr. SABIN. You are getting into the area of the general civil lib-
erties question and the balancing that needs to be addressed. In
terms of the sixth amendment right to counsel, we are committed
to preserving that and protecting that.

Mr. FRANK. That is in the criminal context. I guess I am not as
clear as I should be on the freezing of assets. When I went to law
school, we were not freezing assets that much. Who knew? What
is your right to counsel in the case of the freezing of your assets?

Mr. SABIN. You do. If you make an appropriate license request
to the Office of Foreign Asset Control through the Treasury De-
partment, Mr. Levey’s shop, they can grant that for——

Mr. FRANK. Grant what? They grant you the right to do it. You
do not get free counsel. So it is not the right to counsel, but it is
right to pay a lawyer. There is that criminal/civil distinction. You
do not have the automatic right.

Mr. FrRANK. Shouldn’t that be automatic? Let me ask you, Mr.
Levey, would you turn someone down just to be able to hire a law-
yer to defend—to object to the freeze?

Mr. LEVEY. It is my understanding that we have not turned any-
one down; that that is routinely granted.

Mr. FRANK. Why even require it? What, have you got nothing
else to do but sit around and stamp “yes”? Why not just say that
narrowly defined for the purpose of challenging the legitimacy of
the order, there is that automatic waiver? I just don’t think it
serves a purpose to say that we would ever—it is hard to think of
a circumstance in which you would turn it down. It is a right to
counsel.

Mr. LEVEY. It is not a question of whether we would ever turn
it down. It is a question of once we have frozen the assets, we want
to monitor what happens and make sure that the money is only
used for that purpose.

Mr. FRANK. That is not inconsistent with saying that to the ex-
tent that it is for the purposes of defense, you could do it. It would
still be subject to the monitoring. That is one of the changes that
would make me feel a little better, and I think it is generally a
good idea not to have even a theoretical blockage of that sort.

Mr. LEVEY. Although it is a theoretical power, we have not exer-
cised it.
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Mr. FRANK. You haven’t exercised it and you shouldn’t exercise
it, so why have it?

Thank you, Madam Chair.

Mrs. KELLY. [Presiding] Thank you. Mr. Bachus.

Mr. BACHUS. Thank you. Thank you, Madam Chairman. The first
thing I would like to say, if you look at Mr. Hamilton’s testimony,
you come over to the seventh page, which are his conclusions. I
want to commend all three of you gentlemen because his conclusion
is that intelligence and law enforcement efforts have worked. That
is what his conclusion of the report is, that what you have been
doing has worked. I think we all when we say that, everybody says
we have got to continue to be diligent. I think we all realize that.
I don’t think there are any disagreements there. If you read his
testimony, if you read the monograph, if you read the 9/11 Commis-
sion, it tells you bottom line, we have been very effective at degrad-
ing al Qaeda.

For that reason, I want to introduce for the record and ask unan-
imous consent to introduce for the record about three pages of
quotes from the 9/11 Commission testimony, their report and also
their monograph detailing excellent U.S. Government successes in
the counterterrorism financial field. I would like to introduce that
without objection.

Mrs. KELLY. Without objection, so ordered.

[The following information can be found on page 140 in the ap-
pendix.]

Mr. BAacHUS. I would also, and I don’t know that anyone has said
this to date, but this committee has performed 12 full committee
and subcommittee hearings on 9/11. What we have found, number
one, is that our U.S. financial services industry has provided law
enforcement and intelligence agencies with extraordinary coopera-
tion. That is exactly what the 9/11 Commission said. They said our
domestic financial institutions have given extraordinary support to
our efforts to get information. What they also say is that what we
have done—in fact, Mr. Hamilton said he could offer no need for
additional legislation.

With that, I would like to address some questions to the Treas-
ury Department, if I could. Mr. Levey, the 9/11 Commission, they
asked you to do certain things and I think they are validating what
you have done. That is my idea, because they say three things.
One, that you should focus on the full range of tools to bring to
bear on the threat of terrorist financing. Isn’t that what the gov-
ernment and Treasury is doing today?

Mr. LEVEY. That is certainly what we are trying to do, sir. That
is exactly right. We are working together with agencies around the
government to determine what in each circumstance is the appro-
priate tool to be exercised. I think the 9/11 Commission—I appre-
ciate very much their recognition that we have improved our strat-
egies and are now on the right track in that respect.

Mr. BAcHUS. They characterize your efforts as being very suc-
cessful. I don’t know that I have read that anywhere.

Second, Mr. Hamilton today in their report stresses that you
should push the international community through the financial ac-
tion task force and other mechanisms. Isn’t that exactly what
Treasury has been doing?
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Mr. LEVEY. Indeed they have. It is easy for me to give Treasury
credit since almost all of this work occurred before I got there, so
I don’t feel that it is immodest in any way. They have done an ex-
cellent job with respect to pushing for international cooperation
through the FATF. There is more work to be done, particularly in
the implementation side, as Chairman Hamilton said, but this has
been, I think, one of the areas that we can take the most pride in.

Mr. BACHUS. As far as those successes, in fact, they recognize
those successes, but also the CRS report to Congress on the 9/11
Commission recommendation actually goes into about two pages of
successes where you have been able to enlist numerous countries
and their compliance has increased dramatically. And you have
also established standards through the financial action task force,
through the IMF, through the World Bank.

Mr. LEVEY. That is all true. I would like to, if I could just say
that that is in some respects an accomplishment of the Treasury
Department but that is also something that the State Department
and the Justice Department play an important role in, and they de-
serve a lot of the credit there.

Mr. BAcHUS. The TFI office, is that the mechanism you plan to
use to deal with the issues——

Mrs. KELLY. The gentleman’s time has expired. If you have a
question, please finish and then we will have a short answer.

Mr. BAcHUS. Thank you.

Mrs. KELLY. Do you have a question? If you want to finish your
question, please do and then we can have a short answer.

Mr. BAcHUS. The TFI office, is that the mechanism that you plan
to use to deal with these issues over the long term?

Mr. LEVEY. Yes, indeed. This is an attempt to set the Treasury
Department up for what is going to be a long-term fight and we
will be now structured to take that on.

Mr. BAcHus. I think as you said in your testimony, we have all
said, the fact we have been successful today does not mean we
don’t need to redouble our efforts in the future, because there is a
lot in this report that says it is going to be a tough job. One of
them is that they don’t need that much money. So we may be deal-
ing with small amounts of money and how do we stop that without
sacrificing our own constitutional rights and our own freedom of
movement.

Mrs. KELLY. The gentleman’s time has expired. Mr. Israel.

Mr. ISRAEL. Thank you, Madam Chair. I have two questions, one
for Mr. Levey, and one for my friend Mr. Libutti.

Mr. Libutti, many of us are very deeply concerned with cyber
vulnerabilities of financial institutions and many of us on this com-
mittee have made several visits to the New York Stock Exchange,
for example, as I did. On one of my trips, I had a rather sub-
stantive meeting about the issue of cyber vulnerability at the stock
exchange and the broad array of technologies and systems that
they use to protect against.

My question is what level of consultation and cooperation do you
have with institutions like the New York Stock Exchange and other
critical financial institutions?

And my second question to you, sir, is, my understanding, and
it may be a misinformed understanding, is that many of these sys-
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tems and technologies are proprietary, so you have different finan-
cial institutions protecting their data with systems and tech-
nologies that they are not particularly willing to share with their
competitors. How do you kind of integrate that? What do you do
to move the whole process forward so that these technologies and
protected systems aren’t becoming too cumbersome and conflicting
but move the entire financial community forward?

Mr. LiBuTTI. Sir, I appreciate the question. I would respond first
by telling you that basic leadership 101, a spirit of cooperation and
trust, has to be developed out of my front office, as it has been long
before I got there, by Secretary Ridge. That is, a reachout on a con-
tirllouing basis with the leadership in the private sector including
cyber.

In terms of our relationship and ongoing interface with the New
York Stock Exchange and the leadership of other financial institu-
tions in New York, my assessment of that has been terrific and it
has been highlighted by the terrific interaction over the last 2 or
3 weeks.

You asked a question also about, or alluded to the notion that
we need to be pretty sensitive to and look at ways that we deal
with private industry and perhaps even those who compete within
the private industry. There is a program called a PCII which is an
opportunity in plain English that protects those industries from
sharing critical vulnerabilities with us that we hold, in again plain
English, close to the chest. It is in the law and we probably, I
would say, surprisingly haven’t received a great deal of input
across the private sector. Perhaps they are testing the system. Per-
haps they are wondering how indeed we will administer it. But the
handful of requests, that is, information that has come to us that
is sensitive and vulnerable, we are working on. I have been in the
organization now a little over a year and I am surprised we haven’t
gotten more folks coming forward sharing that information. Does
that answer your question?

Mr. ISRAEL. It does. Thank you, Mr. Libutti.

Mr. Levey, when this committee marked up the antimoney laun-
dering legislation that was later rolled into the PATRIOT Act, I
had offered an amendment that was accepted by the Chairman and
by the committee that would have included the use of charitable
organizations, not-for-profit organizations, and nongovernmental
organizations in a study of issues specifically related to the financ-
ing of terrorist groups, and the means terrorist groups use to trans-
fer funds around the world and in the United States.

In fact, Vice Chairman Hamilton in answer to my question be-
fore, said that we don’t see any evidence that the Saudi Govern-
ment has actively financed terror, but it is indisputable that chari-
table organizations throughout the Middle East have been financ-
ing terrorist organizations and activities. While that amendment
was accepted by the committee, it was not included in the final leg-
islation.

Do you believe that the Treasury Department ought to be for-
mally studying the use of charitable organizations in the financing
of terror? Would that be useful, do you believe?

Mr. LEVEY. I think that obviously the problem of terrorist financ-
ing through charities is one that is clear and I think maybe even
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more clear by the 9/11 Commission report because it makes—it
tells us that the majority of the money raised for al Qaeda came
through organizations like this. I think it is fair to say that there
is an awful lot of study going on, so I am hesitant to take on a for-
mal burden even though I think there is a lot of study already
going on about how different charities are being used and have
been used in the past to fund terrorist activities.

Mr. ISRAEL. Is the Treasury Department to your knowledge ac-
tively studying the role of charitable organizations and money
laundering through charitable organizations with respect to terror?

Mr. LEVEY. I believe there is a fair amount of work going on in
that respect and that the IRS is doing work to update the types
of information that they are getting from organizations before they
get tax-exempt status and that sort of thing. I am not sure I am
familiar with all the details but I know that there is a significant
amount of work going on.

Mr. ISRAEL. My time is running out, but if you would be kind
enough to look into that and respond with more detail, I would ap-
preciate it.

Mr. LEVEY. I would be happy to.

Mr. ISRAEL. Thank you, sir. Thank you, Madam Chair.

Mrs. KELLY. Thank you, Mr. Israel.

It is now my turn to ask questions so I am going to ask a ques-
tion about whether or not you expect Saudi Arabia to actually es-
tablish a FIU anytime soon. I have in my hand a press release
from the Royal Embassy of Saudi Arabia. The reason I am asking
a question here is that they are very fond about talking about their
decision to establish a FIU but they still don’t have one almost 2
years later. A press release but no action. I am concerned that this
is another case of Saudi backsliding.

This also leads to a broader issue that we have to consider, and
that is the whole issue of international cooperation. The 9/11 Com-
mission staff monograph indicates that antiterrorist financing ef-
forts had little success without help from our foreign counterparts.
The Independent Task Force on Terrorist Financing recently put
forth a proposal aimed at improving these efforts. Among its rec-
ommendations were that Congress establish a Treasury-led certifi-
cation regime on terrorist financing that would report annually to
Congress the efforts of countries to combat terror funding and
would have the ability to impose sanctions on countries that failed
to perform up to standard.

In light of the areas where we find either episodic assistance or
no assistance whatsoever, do you think this is a proposal that Con-
gress ought to be considering? I think the proposal rightly empha-
sizes the central role of Treasury in this effort. I would like your
comments, Mr. Levey.

Mr. LEVEY. I guess you have a couple of questions there. Let me
start on the certification regime that is suggested there with Treas-
ury having the authority to designate countries. I think that that
is something that has a lot of complications associated with it that
we would have to proceed cautiously on. I think, just listening to
Vice Chairman Hamilton this morning, we have a situation like
Pakistan where perhaps on this issue they are not doing everything
that we would like them to do in terms of their financial regime,
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but obviously with respect to terrorism generally, they are an abso-
lutely essential partner. These sorts of certification regimes have
difficulties and the PATRIOT Act already gives the Secretary of the
Treasury at least some authority in this respect under section 311
to not only designate certain countries and jurisdictions as primary
money laundering concerns, but what is particularly effective there
is simply the threatened use of 311 sanctions being a very effective
tool to get people to move.

With respect to the Saudi Arabia question, I would have to say
I agree with what I think your sentiment is, which is that this is
an instance in which there was an indication that they would be
moving to do something we want them to do but it hasn’t happened
yet. Obviously as you know very well, there are lots of areas on
which they have made significant progress, progress that is very
valuable to us, and I think Chairman Hamilton alluded to that, but
there are also situations where they need to move further and we
need to continue to push them. The FIU situation is one of them.
Another is that while they have announced a regime to monitor
charities in the kingdom, it doesn’t cover certain organizations that
we have long thought to have terrorist financing concerns.

Mrs. KELLY. Thank you. The committee is familiar with the abil-
ity of FINTRAC, the Canadian Financial Intelligence Unit, and
AUSTRAC, the Australian FIU, to receive international wire trans-
fer data electronically. Wouldn’t this be helpful for our FIU and
Treasury, the FinCEN, to be able to have that authority, and what
can you tell me about that?

Mr. LEVEY. I do think—this is something that I know Bill Fox
is looking at very carefully. It does frankly appear to me to be
something that would be useful. I am a little hesitant to jump in
without knowing the details. It does seem to me there may be a
scaleability problem in terms of what something Canada and Aus-
tralia are able to do; whether we, given the volume that we would
have to deal with, would be able to just implement the same thing.
But it is certainly in concept an idea that I think we should be pur-
suing.

Mrs. KELLY. If you need more money to get the job done elec-
tronically, I think we must address that here in Congress and we
need to do it rapidly.

I want to go to another question. The 9/11 Commission’s mono-
graph reveals in detail how the hijackers received money from wire
transfers, cash, travelers checks that were carried in credit or debit
cards for overseas bank accounts. We know that credit cards, debit
cards, ATM cards, store value cards, can be used to access foreign
banks and conduct transactions. How do we address this issue?

Mr. LEVEY. You point out a very difficult problem. This is, I
think, part of the problem, that we are also dealing with very small
amounts of money. The amounts of money that were going to these
hijackers are in the hundreds or perhaps thousands and not the
volume of money that our current antimoney laundering regime is
designed to detect. What we need to do, frankly, is work with the
private sector, who has been very cooperative with us, to figure out
ways where we can share information with them to help them bet-
ter detect terrorist financing.



73

I point out one possibility there is through the Bank Secrecy Act
advisory group where Bill Fox already has this organization set up
by the Congress which has FACA exemption that is specifically de-
signed, I think, to encourage just that kind of frank discussion be-
tween the government and the private sector about how best to
share the information that is needed in this context.

Mrs. KELLY. Do either of the other witnesses have a response to
that comment, to that question?

Thank you. My time is up. Ms. McCarthy.

Mrs. McCARTHY. Thank you. Again I thank you for sitting
through this with us.

Let me say something about the PATRIOT Act. I voted for it.
One of the things that I happened to agree with on the sunset part
of it is according to the 9/11 Commission, 9/11 happened because
there were failures on every single level, including Congress, be-
cause we didn’t have the oversight. And so I also think that by hav-
ing a sunset, it makes us, all of us in every one of our committees,
have the oversight to see what is right, what is wrong, and how
can we improve it. I think that the majority of Members feel that
way.

Explaining that to your constituent back home, that is another
thing. Which brings us up to the point of where the small rural
banks are not getting information that our larger corporation
banks are getting. If we follow patterns, those that are coming in
here to do harm to us, if I was them, I certainly wouldn’t go to a
large bank. I would go to some local little bank that wouldn’t be
noticed that much. We have a lot of work.

I guess that follows up with my other question which a couple
of members already alluded to. The lone person out there, the one
guy that is trying to do harm to us, and again just following the
small amounts of money that are taken out and tracking on that,
hopefully you will reach out to those rural banks, the smaller
banks. They might be able to think outside the box. Because all of
us—I am sitting here thinking we are giving away, because it is
going to be on C-SPAN, everything that we are doing. Sometimes
I wonder. I believe in open government, but sometimes do we give
them too much information on what we are doing, which is the way
we live and we don’t want to give that up. But, gosh, sometimes
I sit here and think all the information you are giving us, you are
also giving to the world. Don’t think they are not hstemng think-
ing how are we going to outfox them. With that, I will open it up
to any responses.

Mr. LEVEY. I thought only my mother was watching, but maybe
not.

Mrs. McCARTHY. You would be surprised. I thought the same
thing, that people weren’t watching. But even when we are giving
speeches at 11 and 12 o’clock at night on the floor, we get e-mails.
You are on prime time somewhere in this country.

Mr. LEVEY. Let me just say that you have highlighted a difficult
problem. One thing that we are trying to grapple with, that this
is not something where we needed to be 3 years ago but we are
making great improvements. One thing that is being done, I think,
to give the kind of feedback that banks are looking for in terms of
suspicious activity reports they are filing is that FinCEN is putting
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together their SAR activity review. They basically do a detailed and
sophisticated analysis of the SARs that are filed. This is one that
just came out this month. It is excellent. Not only is it I think sub-
stantively very good, but it invites the private sector to come back
and say, actually it wasn’t helpful in this respect or you need to
do more of this and more of that. And that is just the kind of coop-
erative relationship with the private sector we are trying to build.
I know that that is really the centerpiece of what General Libutti
is trying to build. I think we have a ways to go in this respect, but
this is something that both the Department of Homeland Security
and we are trying to do systematically.

Mr. LIBUTTI. My response to your fine question is really in two
parts. One, education. Education needs to be applied against large
institutions and small ones as well. There is no luxury in the little
guy—while very important in that community, doesn’t need to
know how to deal with challenges and vulnerabilities to that sys-
tem. I think education that starts with senior leadership in the or-
ganization or from the bottom up asking for help is absolutely
paramount. I think that covers it. Education and accepting the fact
that the scope of attack or vulnerability isn’t simply going to be on
the largest facilities.

Mrs. McCARTHY. Could I follow up with one quick question?
When I think about college students and getting false ID, that is
the easiest thing to do in this country. Ask any college kid. Actu-
ally, ask any high school kid. If we can’t stop high school kids from
getting false IDs, how are we going to stop—we give false IDs
where it is a positive-negative ID.

We have already done testing through the ATF on trying to ob-
tain illegal guns out there. So how are we going to address this
issue with so many people coming in here where it is easy? I can
go to my flea market and get a whole new identity. How do you
stop something like that?

Mr. LEVEY. First of all, I hope the statute of limitations has run
on my high school, obtaining a false ID. But you are right, it is a
very easy situation. But I think Congressman Hamilton pointed out
one thing we should be doing, which is starting to look at national
standards for identification. This is a bit outside my lane in my
current job, but I know there is an ongoing effort within the execu-
tive branch both before and in response to the 9/11 Commission re-
port.

Mr. SABIN. With respect to the questions, first on tradecraft of
al Qaeda and other terrorist groups, they are monitoring us. They
are—as evidenced in the terrorist training manual that was recov-
ered in searches, they are reviewing what we are doing and trying
to change, and we are trying to stay two steps ahead of that.

With respect to the rural bank or the large bank that needs that
feedback from the government, one thing the Justice Department
did was post-9/11 set up the antiterrorism advisory councils, so you
have the Joint Terrorism Task Forces that are operational compo-
nents with FBI and an assortment of investigatory agents looking
at action-oriented operational concerns. The antiterrorism advisory
councils headed up by the U.S. attorney in each district with a lit-
any of different agencies to share information, to undertake train-
ing and education and to assist in evaluating critical infrastructure
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has, a component of that, the financial services sector. So small
and large banks in that community are part of those, what we call
ATACs, that can share information, obtain feedback, use the guid-
ance that Treasury posts on its Web site to disseminate and there-
fore be more informed and therefore understand what its govern-
ment is doing and how it is using the data that is being provided
through suspicious activity reports.

Mrs. MCCARTHY. Thank you.

Mrs. KELLY. Thanks, Ms. McCarthy. Mrs. Biggert.

Mrs. BIGGERT. Thank you, Madam Chairman. My first question
is for Mr. Sabin. In the report, the 9/11 Commission states that the
government should expect less from trying to dry up terrorist
money and more from following the money for intelligence as a tool
to hunt terrorists, understand their networks and disrupt their op-
erations. And we have been talking about that a lot today, but my
basic question, though, is who in the U.S. Government decides ei-
ther to freeze or to follow the money?

Mr. SABIN. Through the PCC that was referred to, the policy co-
ordinating committee, earlier today. You have on a case-by-case
basis the weighing of the equities, on what stage should you des-
ignate, on what stage should you go operational and at what time
should you charge or do search warrants or pursue specific inves-
tigatory avenues. So that balancing act and those weighing of equi-
ties occurs on each of the different investigations or cases. If it rip-
ens into an actual criminal prosecution, so be it, but the idea is
prevention rather than actual prosecution. So in certain instances,
there will be a designation without a criminal prosecution. In oth-
ers, vice versa. So those are where that communication that was
so lauded and applauded in the Commission report and in the
monograph is being actually undertaken by government officials.

Mrs. BIGGERT. Is there any danger or is that a change in policy
that we have been dealing with our international partners? Are we
sending a different signal when we are kind of going in between
the two or changing that? Are they going to be concerned about us
changing the track? It seems that we were doing the freezing of as-
sets and suddenly we are moving to something else. Is that a prob-
lem with anyone internationally?

Mr. SABIN. Others may speak to that more directly, but it is
going to be important to have a clear message and for those con-
nections and relationships to be both formal and informal so that
people understand what we are doing and why we are doing it, to
articulate that through the appropriate intelligence channels or
cop-to-cop channels or prosecutorial channels or the military chan-
nels or the diplomatic channels, so that people understand what we
are doing and what is our end game. That was one of the key
things that was addressed in the report, was have an end game,
have a strategic view of where you want to go from where you are
presently, and how you can seek to accomplish that with all the
government agencies contributing to that process.

Mr. LEVEY. Can I just make one comment?

Mrs. BIGGERT. Yes.

Mr. LEVEY. Which is that I totally agree with everything Mr.
Sabin said. I don’t think that there is any danger of confusion out
there. The message is we are going to use all of our tools and use
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them all as they are most effective. But I want to make one com-
ment, which is that it is not an either/or. I think Congressman
Hamilton pointed this out, at least at one point. It can often be a
both/and, where that is the best approach, where we can both des-
ignate and prosecute as we have done in Holy Land, that is even
more effective. And we will continue to do that when we have the
chance to.

Mrs. BIGGERT. Then continuing on that line, Mr. Levey, we have
got a high level of cooperation from other nations in really tracing
the terror finance, once the funds leave the U.S. financial system
or before they enter it. Then the process gets much more difficult.
Can you talk a little bit about the sort of tools that would make
that easier for us?

Mr. LEVEY. One of the things—I think what you are referring to
is that we need to make sure that in order to track the money, that
we are also able to track it abroad. We certainly have——

Mrs. BIGGERT. Either before it gets here or before it leaves the
country.

Mr. LEVEY. Right. We do have lots of mechanisms for doing that.
We have lots of people in the government working on that issue in
particular. One of the things I can comment on is that we are
building relationships through our financial intelligence units
around the country, around the world I should say, where FinCEN
is our representative here in the United States, but then there are
financial intelligence units in other countries around the world to
try to exchange that sort of information as quickly as possible, be-
cause we have to be—we have to be quick if we are going to be ef-
fective.

The CHAIRMAN. [Presiding] The gentlewoman’s time has expired.
The gentlelady from California.

Ms. WATERS. Thank you very much, Mr. Chairman. I would like
to thank our witnesses. My head is just swimming from all of this
interagency cooperation that we have and I am very pleased that
people are cooperating so well. But I think that we all agree that
thus far we are only able to identify relatively small amounts of
money that is supporting terrorism, and even with the new laws
under the PATRIOT Act where we can indict those who are sub-
stantial supporters, it is still very limited.

Some questions were raised here today that have not really been
dealt with. I and others continue to raise questions about the chari-
table organizations and the Saudi government’s relationship to
them, and I for one believe that we are not able to penetrate just
how big that is because the Saudis are our friends for a lot of rea-
sons, close to this administration, and we have oil interests and
other kinds of things. And I think that this cozy relationship is not
allowing us to deal with the Saudis in the way that we should be.
We will eventually get to it but it is going to be late in the game.

Secondly, Congresswoman Kelly asked about the blood diamonds.
She asked about Liberia and Charles Taylor which I am led to be-
lieve is a source of funding. We have not talked about tanzanite,
tanzanite that is mined mostly in Africa that supposedly has been
supporting Osama bin Laden for a long time. We say nothing about
the drugs and the poppy fields in Afghanistan. You guys can tell
us how great friends we are with Pakistan all you want. That bor-
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der between Pakistan and Afghanistan, everything goes on. That is
where all the dope dealing and the black market smuggling and
crossing of the borders with the Taliban and al Qaeda and every-
body else is. God bless Mr. Musharraf. I think he throws us a bone
from time to time, but I am not convinced that there is any great
effort to deal with terrorists. Are the madrassas still going on? The
schools are still there. Are they still being funded by the Saudis?
Yes, they are. That is where all the fundamentalism and the ha-
tred is taught.

Here I guess I am appreciative for the efforts that you make, but
nobody is talking about the substantial terrorist funding that come
from those sources that we have alluded to. And, in addition to
that, where does the money come from to purchase the surface-to-
air missiles, the grenade launchers, the AK-47s, the A-16s? Let’s
talk real money and let’s talk real support for terrorism, and let’s
talk about why it is difficult to get at those sources. Until we face
up to it, the interagency task force will be chasing each other for
a long time. Anybody can respond.

Mr. SABIN. I will start. With respect to alternative remittance
systems and the ability to fund through areas that would include
drugs or weapons or infant formula, we are reviewing—there are
GAO studies that confirm that, about the government efforts to re-
view and address, including FBI investigations in that regard. We
have brought cases that relate to—in both undercover and other
types of criminal prosecutions relating to, for example, in Colombia,
the FARC and the AUC, both foreign terrorist designated organiza-
tions.

Ms. WATERS. If I could interrupt you for just one moment. Just
tell me about the poppy fields that are flourishing in Afghanistan
and the fact that we have Karzai in Kabul and we kind of watch
him to make sure they don’t kill him, but the Taliban and the war-
lords and everybody else are in control and we just turn a blind
eye because we can’t go in there and disrupt the cultivation, the
growing of these poppy fields, because we are relying on that
money to support that economy and we don’t want to make en-
emies over there. Let’s just talk about that money.

Mr. SABIN. I am going to stay in my lane in terms of the Justice
Department. But in terms of the 9/11 Commission report, what it
found was that there was not drug trafficking funding for Osama
bin Laden or al Qaeda, that it was linked to the Taliban but not
to bin Laden.

With respect to Saudi charities, we are following the leads—I am
a career prosecutor. We look at the facts, we look at the law and
we try and achieve justice and we follow the leads where it takes
us. In terms of after the May 2003 Riyadh bombings, the coopera-
tion that has been provided to the FBI and to others that are seek-
ing to look at those different charitable organizations have been
most meaningful, as stated by Mr. Hamilton this morning.

In terms of the conflict diamonds issue that you brought up, that
is a matter that was referred to the Justice Department, it is under
investigation and I would refer and echo Mr. Hamilton’s comments
about the fact that to date nothing has been demonstrably linked
between that and actual criminal charges being able to be brought,
but we are currently investigating and pursuing those leads.
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The CHAIRMAN. The gentlelady’s time has expired. The
gentlelady from Oregon, Ms. Hooley.

Ms. HOoOLEY. Thank you, Mr. Chair. I want to thank all of you
for being here today and all of the hard work we know you do every
single day. I would like to quickly rehash the recent case of the
Riggs Bank and their business dealings and possible money laun-
dering and terrorist financing. Based on Senate banking testimony,
FinCEN was not made aware of any bank secrecy problems by
Riggs until 6 years after the OCC first noticed such problems. If
FinCEN was not made aware of these problems until 2003, 6 years
after they were first noticed, I would like to know when exactly
were other terrorist financing investigators and the Justice Depart-
ment and Homeland Security notified so they could quickly inves-
tigate Riggs’ situation and its impact on our national and homeland
security and, frankly, were they ever notified?

The second question is as the Riggs case points out, the lack of
sharing of information even within the Treasury, not to mention
with other Cabinet agencies, what can we do to fix this?

Third, how much progress has the Department of Treasury and
its regulatory agencies made incorporating current generation in-
formation technology to identify suspicious individuals, companies,
and financial transactions and connect the dots in its antimoney
laundering enforcement activities? And the last question is, we
have talked a lot about the PATRIOT Act, that parts of it were
sunsetting. We are going to be looking at reauthorization for that.
What changes do you think we need to make?

Mr. LEVEY. Let me try

Ms. HOOLEY. You can start anywhere you want on any of those
questions.

Mr. LEVEY. How about I will take the easy ones and leave the
hard ones for my colleagues. Actually none of those are easy, be-
cause the Riggs situation is a very serious problem. I don’t want
to make light of that at all. What we saw at Riggs, I think every-
one agreed, was a—I think they used the word themselves—a fail-
ure of oversight. What we don’t know is whether what we saw at
Riggs is just a chip of ice or whether it is the tip of an iceberg, be-
cause we don’t have the information within FinCEN and main
Treasury to know what our banking regulators are finding out
there.

So in response to that, what we are doing to try to correct that,
this was something that the Secretary and the Deputy Secretary
already announced, is that we are negotiating arrangements with
the banking regulators to make sure we get the information into
FinCEN on Bank Secrecy Act compliance that they are finding out
in the field, and we are learning about all significant violations of
the Bank Secrecy Act reporting requirements. FinCEN has set up
its own unit to deal with this issue exclusively. We need to get that
information to determine whether we have a widespread problem
out there. I think there is a certain amount of confidence that
Riggs was an outlier, but we certainly can’t guarantee that until
we get that information in, and we are going to do that.

With respect to the part of your question about using sophisti-
cated technology to deal with—to identify suspicious transactions.
Actually I think the monograph does a good job of explaining what
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we do at the Treasury Department on this issue. The private sector
has a very sophisticated ability to recognize anomalies in trans-
actions of its customers and they generally do a good job of detect-
ing suspicious transactions in that context. But to be clear, that
context is designed to detect money laundering transactions. This
is what I tried to allude to at the beginning of my testimony, and
which the monograph also points out. That system, while it is effec-
tive for the purposes it has been designed for, is not the answer
to the question about detecting terrorist financing.

I will let Barry respond to the other questions.

Mr. SABIN. With respect to Riggs, that is a short answer. It is
pending investigation. I can’t comment further. With respect to pro-
posed legislation, I do have some suggestions building upon some
of the questions that were asked of Mr. Hamilton this morning. I
would ask this committee and the Congress to pursue legislation
presently identified as H.R. 4942 which would add a section 2339
D to the material support statutes that I talked about in my open-
ing remarks, that would enable military-style training-camp activ-
ity, training abroad in terrorist training camps, to be clearly a Fed-
eral criminal offense. Right now we use it within the meaning of
material support under 2339 B, to get technical.

Ms. HoOLEY. That is way technical.

Mr. SABIN. But it is extremely important. To take it into a larger
perspective, what the cases that have been brought, we have dis-
cussed about here today, you see in the charity cases, in the fund-
raising cases relating to Palestinian Islamic jihad, Hamas,
Hezbollah, all emanating from the 2339 B relating to the foreign
terrorist organizations.

With respect to the al Qaeda aspects, it is more the providing of
personnel or the links to the actual training camps that would be
much easier for us to prove and charge in terms of a clear congres-
sional intent under 2339 D.

I would also recommend H.R. 3016, which has some technical
and jurisdictional corrections as presently proposed, as well as in-
creased penalties under the International Emergency Economic
Powers Act. And also the additional provisions that I mentioned in
my opening remarks.

The CHAIRMAN. The gentlelady’s time has expired.

Ms. HOOLEY. I can’t follow up real quick?

The CHAIRMAN. Real quick.

Ms. HOOLEY. It has been 7 years since we discovered the Riggs’
noncompliance and it is post-9/11. I am a little troubled about hear-
ing that you have to negotiate with regulators to get your informa-
tion.

Thank you, Mr. Chairman.

The CHAIRMAN. The gentleman from Texas.

Mr. PAauL. Thank you, Mr. Chairman. Earlier I spoke about the
fourth amendment and privacy issues, but I am afraid that is a
moot point these days and I won’t bring that up and I won’t ask
you about that because it seems like we have sort of conceded it,
that privacy for the average American citizen is no longer of much
concern. But I am concerned about the practicalities. It sounds like
the more laws we have on the books, the more criminals you are
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going to catch, and it has been just working great. I am not con-
vinced of that.

I have taken some advice from a John Yoder who was the direc-
tor of the Asset Forfeiture Office under Reagan. He was describing
the atmosphere before 9/11. Of course this is what brings this all
about, the 9/11 report. In reference to that, he says, “We already
had so much information that we weren’t really focusing on the
right stuff. What good does it do to gather more paperwork when
you are already so awash in paperwork that you are not paying at-
tention to your own currently existing intelligence-gathering sys-
tem.”

I think that is unfortunately what we are facing. The terrorists
used $500,000 and I don’t believe anybody proved that they even
broke our financial laws. So all this activity is directed at law-abid-
ing American citizens and hopefully we pick up a criminal here and
there. On a daily basis, the American U.S. financial system trans-
fers $1.7 trillion. So we are looking for a needle in the haystack.
Yet all we do is we add more and more bureaucracy, more cost. It
is costing $12 billion a year for our banks and our companies to fill
out these reports. It just seems that we give up our liberties too
casually and that even with the Bank Secrecy Act of 1970, we were
filling out 12 million currency transaction reports every year and
it didn’t help us. So what we are going to do is we are going to ask
for a lot more of these reports to be sent in.

Also, you have mentioned that, oh, yes, but we are having suc-
cess, we are finding criminals, we are doing this. But one thing we
never addressed and that we always assume is that those individ-
uals may well have been caught by following the rules, following
the laws, following the fourth amendment and getting an honest-
to-goodness legitimate search warrant. You are assuming that none
of these people could possibly have been caught unless we throw
the fourth amendment out. That, I think, doesn’t necessarily follow.

My question for the three of you has to do with the national ID
card. Because in the post-9/11 atmosphere, the ease with which the
PATRIOT Act was passed, legislation which had been proposed for
years just got stuck in and sailed right through, this post-9/11 at-
mosphere now has set the stage for the national ID card. So there
are a lot of people concerned about it. But once again since security
or the pretense at gaining security is far superior to the burning
desire for liberty, I think the national ID card is on the agenda and
I think the report certainly has indicated that. So I would like to
know what you think about the national ID card and how nec-
essary is the national ID card for you to pursue your responsibil-
ities?

Mr. SaBIN. I will start. With respect to the fourth amendment,
both in word and in deed, we are respectful and sensitive to using
it appropriately, making sure that we execute rule 41 criminal
search warrants, going to a United States district court judge and
making sure that we have probable cause in order to obtain limited
amounts of material that are appropriate in order to pursue that
particular investigation. Whether that is through a search warrant
or through electronic interceptions, we make sure that we satisfy
the appropriate legal standard and don’t abuse that authority or
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circumvent in any way, shape or form the strictures in the fourth
amendment to the Constitution.

In terms of information overload, your point about the volume of
information that is provided to the Federal Government, it is a lot.
We need to make sure that we establish both in terms of short-
term and long-term mechanisms, as was discussed this morning,
the ability to exploit and use that information appropriately, by
getting the experts both within the government and outside the
government to educate us about how to use that information and
how to make it most meaningful to us in an action format, whether
that is providing guidance to the intelligence or law enforcement
folks, to make sure that it is not just paperwork stacking up but
it is materials that can be used and used effectively and timely.

In terms of the thorny privacy issues and the national identifica-
tion card, I don’t believe the Justice Department has a specific po-
sition. I will stay in lane as opposed to reaching out and advocating
one position or another. I can tell you that we are seeking to under-
stand who the individuals are and using our tools that Congress
has provided us to understand the movement of moneys, the move-
ment of individuals, the travel that occurs, and understand where
they have traversed either in terms of the persons or their mate-
rials.

The CHAIRMAN. The gentleman’s time has expired. The gen-
tleman from California, Mr. Sherman.

Mr. SHERMAN. Thank you. I would briefly comment to the gen-
tleman from Texas that there are concerns between security and
privacy but they don’t rise quite to the high level as security versus
liberty. That is to say, it is possible that in this war against ter-
rorism, things like my donations to various causes the President
disagrees with might become public, but my right to make those—
my preference is to keep those private, but my right to make them
is not at stake. The privacy interest is there.

Addressing our witnesses, we have seen a great report come out
of the 9/11 Commission. They, however, in answering questions,
raise as many additional questions as they answer. They provide
some recommendations with some specificity. There are other rec-
ommendations that need to be fleshed out. Gentlemen, can you
think of a reason why we wouldn’t give them another year or two
to give us another volume and to continue their good work? Anyone
want to answer that one?

Mr. LEVEY. Just speaking for—I really don’t have a position on
that. I think that is a decision for you.

Mr. SHERMAN. You are here to represent the administration.
Anything we do would have to be signed by the administration. We
get statements all the time of what the President’s senior advisers
would advise him to do. You are the President’s senior advisers.
Tell me now, do we shut them down or do we get a volume two?

Mr. LiBuUTTI. I think it is premature to

Mr. SHERMAN. They are dead. Is it premature to treat the pa-
tient? We are reviving the recently deceased here.

Mr. LiBUTTI. Sir, with all due respect, I am going to treat the pa-
tient and I am going to be respectful.

Mr. SHERMAN. Let me go on to another question.
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Mr. LiBUTTI. Sir, if I may, please. I think that very soon there
will be a package forwarded to the Hill leadership to be reviewed.
I think the results of that review will indicate whether it is smart
or not to ask members of the 9/11 Commission to come forward and
continue to support the review of that which is most important rel-
ative to national security. As I said, I say this with all due respect,
sir, it is premature for me to make that comment now. I think it
is smart to consider it as an option.

Mr. SHERMAN. I would hope that this would be bipartisan. I
know that the administration didn’t support the creation of the
Commission. It would certainly do a lot for this country if the ad-
ministration would support its continued existence or revitaliza-
tion.

We had a huge controversy in this Congress about a particular
provision of the PATRIOT Act dealing with access to library
records. Of course, had we removed that element of the PATRIOT
Act, you could still use grand juries. You could still use search war-
rants. There are plenty of other ways to get library information.
Can you tell me, how many times was the PATRIOT Act provision
dealing with library and bookstore records actually used in the last
year and how many of those times would it have been impossible
to go through the additional work of using our more general infor-
mation-gathering law enforcement provisions?

Mr. SABIN. I believe sometime—a year ago, the number was de-
classified and promulgated as zero. Section 215 had not been used
with respect to libraries. Libraries is not mentioned by name in the
PATRIOT Act and grand jury subpoenas had previously been used
in a number of instances. But that is a number that had been pub-
licly disseminated.

Mr. SHERMAN. As you can see from my interchange with the gen-
tleman from Texas, I am willing to give you folks tools even when
it causes me some concerns on the privacy issues. But if we give
you a tool and it is not terribly necessary and it causes incredible
consternation and a feeling of a lack of privacy, perhaps that is a
tool that we should consider suspending and give you some other
tools that maybe you would use more often.

Moving on, we have got—in trying to deal with sexual predators
on the Internet, we have local law enforcement people go on line
and pretend to be confused, vulnerable adolescents. Now that we
have destroyed the Taliban sanctuaries, a lot of what al Qaeda and
others are doing is on the Internet. Do we have the capacity to
have people go on line, set up Web sites that look like they are
jihadist, or answer and communicate on Web sites that are
jihadist? Do we have the people who have the perfect knowledge
of Arabic, the understanding of the Koran and how it is being in-
terpreted, the ability to speak the rhetoric of extremism? Do we
have the people to go on line, just as we have local police officials
that do an excellent job of imitating the vulnerable adolescent and
are able to trick the predators? Because it occurs to me that just
as we are worried about sexual predators, these terrorists are the
major nonsexual predators that we have.

The CHAIRMAN. The gentleman’s time has expired. The panel
may respond.
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Mr. SABIN. My understanding is that yes, the FBI has identified
that issue, is acting upon the issue. Indeed a recent case in Con-
necticut, Babar Ahmed, related to the understanding of the use of
the Internet for violent jihad activities to recruit and fund activities
over in Bosnia and Chechnya.

The CHAIRMAN. The gentleman from North Carolina.

Mr. WATT. Thank you, Mr. Chairman.

Mr. Levey, I was struck by your analysis that differentiated be-
tween terrorism financing and money laundering.

Over the years, we have come up with fairly good systems for
setting some protocols for what would identify money laundering
activities. You indicated that terrorism financing, instead of looking
for large transfers, is like using a microscope to look for small
transfers.

I think the concern that raises is, there are some privacy and in-
dividual rights issues that come into play—much more front and
center in that kind of microscopic look than if you are looking more
globally at larger transactions where the—getting to the identifica-
tion of a particular individual is triggered only by big transactions.

Yet, neither you nor Mr. Libutti made any reference in your tes-
timony to the part of the 9/11 Commission’s recommendations deal-
ing with individual liberties and privacy. Mr. Sabin gave me about
one sentence of it—and his was a passing glance—let me be politi-
cally correct.

So I am wondering whether you could discuss just for a little bit
some of the unique problems of privacy and individual liberties
that are current in this setup.

Mr. Libutti, if you could follow up, you indicated in response to
somebody’s question, one of the last two or three questioners, that
there is some legislative package about to come forward from the
administration that will deal with the most important national se-
curity issues, again failing to acknowledge that that will have any
of the recommendations that the 9/11 Commission has made about
the establishment of a commission that would oversee individual
liberties and privacy. So I am wondering whether any of those
parts of the recommendation are likely to be in that, based on the
discussions that you all have had up to this point.

Let me go to Mr. Levey and then Mr. Libutti, and since you men-
tioned—I will let you off the hook. I won’t even

Mr. SABIN. I will engage. That is okay.

Mr. WATT.—ask you to address it. At least you gave it lip service.

And I want to ask another question. I just want them to deal
with those two issues.

Mr. LEVEY. Well, you have raised a serious issue, and I feel like
I should have gotten off the hook too, because in my testimony, I
also pointed out that with respect to the problems posed by looking
for the small transactions that involve terrorist financing, that we
need to be sensitive to the privacy.

Mr. WATT. That must have been in your written testimony.

Mr. LEVEY. It was.

Mr. WATT. I don’t think you mentioned it in your oral testimony.

Mr. LEVEY. I will learn for next time.

But this is a serious issue, and it actually gets a little bit to the
comments that Mr. Paul was talking about earlier, when we are
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talking about looking for essentially, you know, small transactions,
clean money. And we have to figure out how we are going to—how
we are going to put in a system that we can have a chance of de-
tecting it. There are privacy concerns that are raised, and I think
the monograph goes through some of those; it discusses them.

I think that this is an issue that we need to study, and we need
to work with the private sector that also, of course, has the inter-
ests of their customers in mind. We have to work together with
them to come up with a solution. It is not going to be easy. We
have to, perhaps, get together with them and give them a little bit
of a description of what the needle they are looking for looks like.
And we have to do that in a way that doesn’t sully the reputations
of people whose interests shouldn’t be sullied, et cetera.

The CHAIRMAN. The gentleman’s time has expired.

Mr. WATT. May I have Mr. Libutti’s response?

The CHAIRMAN. I am sorry. Mr. Libutti may respond.

Mr. LiBUTTI. Thank you, Mr. Chairman, sir.

First, on the privacy piece, the Department of Homeland Security
has designated a privacy officer and has a privacy officer in place.
And I fully support all comments and actions relative to the Fourth
Amendment. We need to do that. We need to be smart enough to
balance security and privacy, and I am with you 100 percent, sir.
I did that for 35 years in the United States Marine Corps and am
very proud of it.

The other business that I alluded to earlier, and if I used the
word or expression “legislative package,” or that I misspoke, what
I was saying—we all heard the President talk about the 9/11 Com-
mission, what his intent was, and what I was suggesting, and don’t
have specific information about, is that I am sure that the folks
and staff over at the White House, in concert with other members
and the other agency led by our boss, will have specific actions that
they would like people to consider.

And that is the point I was trying to make, Mr. Chairman.

The CHAIRMAN. The gentleman from Texas, Mr. Hinojosa.

Mr. HINOJOSA. Thank you, Mr. Chairman.

Before asking my questions, I would ask, Mr. Chairman, for
unanimous consent to submit for the record this document showing
the security features of the current matricular consular card. This
document is part of the integral program for the improvement of
the consular services on March 6, 2002. The Mexican Ministry of
Foreign Affairs informed us that they have started issuing a new,
higher security consular identification card called Matricula Con-
sular, Alta Seguridad, or MCAS is the acronym. They began
issuing the card in 2002.

The CHAIRMAN. Without objection.

[The following information can be found on page 182 in the ap-
pendix.]

Mr. HiINOJOSA. Thank you.

Mr. Libutti, it is my understanding that the majority, if not all,
of the financial institutions for which Homeland Security raised the
threat level to Orange on Sunday, August 1st, already considered
themselves as prepared as possible for potential terrorist threats
and likely were unable to take additional precautions. It is also my
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understanding that New York City and Washington D.C., have
been at threat level Orange since 9/11.

I assumed this meant that all the businesses and other persons
and entities located in these two cities should also consider them-
selves at the Orange threat level. So why did Homeland Security
and the administration make what appears to be a nonannounce-
ment? The financial institutions could not take any additional pre-
cautions.

Can you answer that?

Mr. LIBUTTI. Sir, you made a comment relative to additional pre-
cautions not being taken, if I understood you correctly.

Mr. HiNnoJosA. Well, they said that they were as prepared as
they could be.

Mr. LiBuTTI. Sir, I understand now. I spent a year and a half
with NYPD and set up the Counterterrorist Bureau in the city.
And again, as I said earlier, I have been in this job for a year.

I have also reviewed the casing reports in detail, and I have
talked to Assistant Secretary Liscouski and Assistant Secretary
Hughes. One is in charge of intelligence for the Department of
Homeland Security and the other is in charge of critical infrastruc-
ture.

I have also had conversations with the leadership in the private
sector in New York, as have my two assistant secretaries. And the
bottom line is, there were lots of other things that could be done
both in terms of those sites and improving security, or said another
way, reducing vulnerabilities, as well as across the financial sector.

So, my folks, my leadership, not only looked at the sites identi-
fied in New Jersey, New York and Washington, but across the en-
tire financial sector, and provided bulletins and information in
terms of best practices and lessons learned. So there was, in my
humble view, lots of work that needed to be done. Lots of it has
been done, and we feel good about that, but as you might suspect,
there is plenty of work to continue.

And once you get it in place, once you get a grade during an in-
spection or review of A-plus, that doesn’t mean that you stop pro-
tecting that asset. And we have learned that sometimes the hard
way.

Mr. HiNOJOSA. 1 just want to note that I supported Ranking
Member Sanders’ amendment that would have prohibited the U.S.
Government from having even more access to private information
than it already does. We need to ensure that we protect our citi-
zens’ civil rights to as great a degree as possible as we implement
the 9/11 Commission report’s recommendations.

After listening to all of the questions and the dialogue that oc-
curred this morning through 2:00, I feel like there is a great deal
more that we can do, and the recommendations that are in that re-
port are certainly the things that we, as a Committee on Financial
Services, are going to try to implement as best—as soon as pos-
sible. So, I thank you.

And with that, I yield back the balance of my time.

The CHAIRMAN. The gentleman yields back.

Well, I will let Mr. Bell describe the fact that he is the last ques-
tioner as he did the last witness.

Mr. BELL. Thank you, Mr. Chairman.
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I think some very interesting questions have been laid on the
table today. And I think we are all concerned about civil liberties,
but also recognize that we live in an era where we are constantly
under the threat of terrorism. And after the bomb goes off or after
the plane crashes, it is a little late. And the best way to stop terror-
istic activity is to stop it before it starts and to foil the plot, if you
will. And probably one of the best trails to accomplishing that goal
is the money trail.

But I have to say, Mr. Levey, in looking at your written state-
ment, where you raise the question, the key question before us is
whether the systems we have implemented to ensure financial
transparency, most of which were aimed at money laundering, are
sufficient to provide the Federal Government with the information
it needs to vigorously track terrorist financing.

You seem to infer that they are not—and I want to be perfectly
clear on this—and when you are talking about money laundering,
I assume that a lot of the systems and tools that are in place are
designed to capture large transactions, and that is when the alarm
initially goes off. Is that fair?

Mr. LEVEY. Yes.

Mr. BELL. And what you are saying is that when it comes to fi-
nancing some type of terroristic-type of activity, the size of the
transaction may not be there. The alarm may never go off, as we
have seen. Is that also fair?

Mr. LEVEY. There are two different things.

Mr. BELL. Will you turn on your mike?

Mr. LEVEY. No, I think it is on.

Mr. BELL. All right. I couldn’t hear you.

Is that the problem, that when you are talking about financing
terroristic activity, the size of the transaction may not set off any
alarm?

Mr. LEVEY. That is one of the issues. That is one of the issues
involved with it.

What I am saying is, we have a very robust system to detect
money laundering, and that system is probably the best in the
world. It provides great financial transparency in our system. And
we need to build on that further and use that groundwork, too, to
also look for terrorist financing.

But what I am saying is—it is sort of getting back to what Chair-
man Hamilton was saying about not relaxing and continue to in-
volve—we can’t continue to say we have a system in place and then
hope it is going to help us detect terrorist financing. We have to
continue to work to build it to do a better job.

Mr. BELL. But when you are talking about building upon that
system, and if you are going to move outside the size of the trans-
action, then what other types of red flags are you going to be look-
ing for, and when does it really start encroaching on people’s civil
liberties?

Are you going to be looking at transactions or numerous trans-
actions made by people with Arab-sounding names? Is that the
kind of tool and system that we are looking at implementing?

Mr. LEVEY. No. What I—I don’t purport to have all the ideas that
we are going to need on this. But the principal thing we need to
do is figure out a better way to share information that the govern-
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ment already has with the private sector and vice versa. To build
on what we have got in Section 314 of the PATRIOT Act, which
allows that information sharing in a more robust way than has
ever occurred before, so that we can provide them with better guid-
ance as to what they should be looking for and vice versa.

Mr. BELL. I don’t think anybody has a problem with the informa-
tion sharing per se, but what triggers the information sharing, and
that is what I am trying to get at, what kind of factor outside the
typical red flags you look for in a money laundering case, what
kind of new factors would you be implementing to perhaps trigger
the sharing of information?

Mr. LEVEY. I think that is exactly the dialogue we need to start.

Mr. BELL. We are not there yet?

Mr. LEVEY. No, we are not there.

Mr. BELL. Also, before my time runs out, you are familiar with
the Culberson amendment to the Treasury appropriations, trans-
portation bill, are you not?

Mr. LEVEY. Is this the matricula?

Mr. BELL. Yes. Could you comment on that? My understanding
is that Treasury strongly opposes the amendment. And if you could
explain, perhaps, what that—the impact might be if that amend-
ment were to be passed?

Mr. LEVEY. Well, as a matter of fact, the Secretary of the Treas-
ury wrote a letter to Chairman Young and also to Mr. Obey on this
very issue. We do oppose the amendment. The amendment, as it
is currently written, would prevent us from enforcing any of our
regulations under Section 326 of the PATRIOT Act, and we have—
the Secretary has written a letter requesting that the provision be
removed from the bill during the consideration by the full Appro-
priations Committee.

Mr. BELL. All right. Thank you very much for your testimony
today.

Thank you, Mr. Chairman. I will yield back.

The CHAIRMAN. The gentleman yields back.

The Chair would indicate that he is going to use the prerogative
of the Chair to ask one last question, Mr. Levey. Since you are
from Summit County, at least we ought to let you have the last
one.

Among other things, as you know, section 314 of the USA PA-
TRIOT Act mandates the government share information relevant to
money laundering and terrorist financing with the financial indus-
try, and we are in the process that FinCEN has begun under this
section to gather information on an urgent basis about suspected
terrorists. But inherent in the spirit of 314 and the line of 314 was
the proverbial two-way street of information sharing.

Can you tell the committee what plans you have to fulfill this
mandate?

Mr. LEVEY. Well, we have the Bank Secrecy Act Advisory Group
that is set up, and we are going to continue to work within that
context to maximize our information sharing with the private sec-
tor. As you know, that is statutorily mandated to be exempt from
the requirements of the FACA and therefore gives us a great op-
portunity for a real robust exchange of views with the private sec-
tor.
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One thing we are looking at, and we are trying to figure out how
best to do it, is to bring law enforcement into that process and
share information through that mechanism with the private sector.
And we look forward to working with the private sector and fig-
uring out exactly how that is going to work.

There are a lot of complications there with respect to law en-
forcement, sensitive information, et cetera. But we think that that
is a mechanism that we should be pursuing.

The CHAIRMAN. Thank you. Please feel free to work with our
committee, as well, since we wrote the language and are obviously
sensitive to that issue. We appreciate all of you gentlemen testi-
fying today.

The Chair notes that some members may have additional ques-
tions for this panel which they may wish to submit in writing.
Without objection, the hearing record will remain open for 30 days
for members to submit written questions to these witnesses and to
place their responses in the record.

The CHAIRMAN. There being no further business before the com-
mittee, the committee stands adjourned.

[Whereupon, at 3:20 p.m., the committee was adjourned.]
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Opening Statement

Chairman Michael G. Oxley

Committee on Financial Services

“The 9/11 Commission Report: Identifying and Preventing Terrorist
Financing”

August 23, 2004

Good morning to our witnesses and members. The Financial Services Committee
meets today for an unusual August recess hearing to consider the findings and
recommendations of the National Commission on Terrorist Attacks upon the United
States. Evaluating and acting upon these recommendations is, in my view, a top
priority for Congress to address this fall.

I want to welcome Lee Hamilton and thank you for your service on the 9/11
Commission and for taking the time to give us your views today.

The 9/11 Commission, chaired by former New Jersey Governor Tom Kean and the
aforementioned Mr. Hamilton, has performed a valuable service to our nation by
providing an exhaustive and compelling account of the terrorist threat that
confronts us and by developing serious policy recommendations to help meet the
threat.

As the House Committee that took the lead after September 11th in crafting the
anti-terrorist finance provisions of the USA PATRIOT Act and in overseeing the
government’s efforts to shut off al Qaeda’s funding sources, we have a particular
interest in the Commission’s work related to those subjects. More broadly, as the
third anniversary of the 9/11 attacks approaches — and as intelligence reports
suggest the possibility of another major attack — it is appropriate for this
Committee to take stock of how far we have come in dismantling and disrupting the
terrorists’ financial networks.

While our troops and some American citizens abroad have been subjected to
terrorism, we have been terror-free on U.S. land since 9/11. That is both an
accomplishment and a challenge.

It’s important to note that the most recent report issued on the 9/11 Commission’s
web site on Saturday actually gives predominantly positive reviews to both the
PATRIOT Act and recent intelligence efforts. Quoting from the report, “While
definitive intelligence is lacking, these efforts have had a significant impact on al
Qaeda’s ability to raise and move funds, on the willingness of donors to give money
indiscriminately, and on the international community’s understanding of and
sensitivity to the issue. Moreover, the U.S. government has used the intelligence
revealed through financial information to understand terrorist networks, search
them out and disrupt their operations.”
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We at the Financial Services Committee are of course concerned about the recent
heightened terror alert for the financial services sector. It serves as a stark
reminder that this nation’s financial institutions and the international financial
institutions are part of the front line in the war against terrorists. We have made
significant progress by discovering and exposing al Qaeda’s interest in these targets,
thus making their operations more difficult.

In its final report, the 9/11 Commission was complimentary of the PATRIOT Act and
its effects on terrorist financing, recognizing the extraordinary cooperation that
financial institutions have given to law enforcement. The government needs to
reward and encourage those efforts by more effectively implementing those
provisions of the PATRIOT Act, including section 314, that seek to create a two-way
street for information-sharing between the public and private sectors. In this
regard, I want to stress the importance of fully funding the Treasury’s Financial
Crimes Enforcement Network (FinCEN) so that it can carry out the critical
responsibilities Congress gave it in the PATRIOT Act to identify terrorist money
trails in “real time” and to provide law enforcement and the financial services
industry with immediate feedback on suspicious financial activity.

The two major al Qaeda funding techniques emphasized in the 9/11 Commission
report are Islamic charities and informal value transfer systems, such as hawala.
Although no one is under any illusion that these avenues have been completely shut
off to the terrorists, the government can boast of many recent successes in
combating these forms of terrorist finance. Last month, for example, the Justice
Department obtained money laundering indictments of five former leaders of the
Holy Land Foundation, a Texas-based charity alleged to have funneled over $12
million to Hamas. The government has also made extensive use of section 373 of the
PATRIOT Act to shut down unlicensed money transmitting businesses suspected of
funding terrorism.

In addition, the government has created a great deal of international consensus on
how best to create and tighten standards for fighting terrorist financing at both the
multilateral and bilateral levels. While more needs to be done by key allies, the
Organization for Economic Cooperation and Development (OECD) through the
Financial Action Task Force has created strong international standards which are
being implemented across the world. As a result, since 9/11, the number of
Financial Intelligence Units has nearly doubled and the amount of information
crossing borders in the fight against terror has expanded significantly. The
International Monetary Fund and the World Bank are including these international
standards in the infrastructure assessment processes within the financial sector.
The regional development banks are establishing special facilities to channel
development assistance in this area as well. Bilaterally, the number of countries
where enhanced information-sharing arrangements exists is growing.

So, we have come a very long way since 9/11. We are committed to winning the war
against global terrorism, a task which will require time, patience, courage, and
perseverance.
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REPRESENTATIVE SPENCER BACHUS

Statement for the Record on U.S. Government’s Post-9/11 Efforts to
Combat Terrorist Financing

August 23, 2004

Since the September 11th attacks, the Bush administration has succeeded in
freezing roughly $140 million in terrorist-related assets worldwide, and has
designated some 383 individuals and entities as terrorists or facilitators of
terrorism. Much of the administration’s efforts have been focused on attacking two
mechanisms that the 9-11 Commission’s report identifies as central to the funding of
al Qaeda and other terrorist organizations: Islamic charitable organizations, and
alternative remittance systems such as hawala. Last month, for example, the
government announced the arrests and indictments of five former leaders of the
Holy Land Foundation, once the largest Islamic charity in the U.S,, on charges of
sending over $12.4 million to the Palestinian terrorist group Hamas.

Barlier this year, acting pursuant to congressional directive, the administration
created within the Treasury Department an Office of Terrorism and Financial
Intelligence (TFI), consolidating in one structure all of Treasury’s intelligence,
enforcement, diplomatic, policy, and regulatory assets, including the Financial
Crimes Enforcement (FinCEN), which serves as the U.S. government’s Financial
Intelligence Unit (FIU), and the Office of Foreign Assets Control (OFAC), which
administers economic sanctions programs. On July 21, 2004, the Senate confirmed
Stuart Levey to head up the new office.

To address the international scope of terrorist financing networks, the
administration has worked to enhance cross-border information-sharing
arrangements and to promote stronger anti-terrorist financing regimes in specific
countries, including by offering technical assistance. Following the 9/11 attacks, the
administration worked within the Financial Action Task Force (FATF), an
intergovernmental policymaking body comprised of 31 member countries and
territories, to develop “best practice” standards for combating terror finance, which
have been widely adopted around the world. At the same time, the number of FIUs
qualifying for membership in the Egmont Group, an international forum for
coordinating global anti-terrorist financing and anti-money laundering efforts, has
grown from 58 in 2001 to 94 today. Finally, the FATF standards are now a
permanent part of the Financial Sector Assessment Program (FSAP) reviews
undertaken by the International Monetary Fund (IMF).
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First, I would like to thank our distinguished guests for taking time to testify before the
Committee on such an important topic. Our duty today is to open our eyes to the past so we may
better recognize and stop future terrorist funding sources.

Terrorists financing played a key role in the events leading up to September 11, 2001,
According to the Commission’s findings, Al Qaeda used many sources to create an estimated
pre-9/11 budget of $30 million. Our financial institutions were not immune to being infected
with Al Qaeda funds. In fact, over 2/3 of the money used for 9/11 passed through our own
financial institutions. This fact alone teaches us the importance of using their financial
transactions to serve as our guide to illuminate the dark comers of the world in which they hide.

1 am proud of the Bush Administration for taking steps to use information about terrorist
financing to better understand our enemies organizational structure so we may locate and disrupt
their operations, Indeed, this strategy has reaped great rewards in the short-run because the death
or capture of several key financial supporters has lead to key intelligence of their future plans,
and it has increased the terrorists cost of doing business.

Although our efforts to increase transparency of their financial transactions through tools
such as the Bank Secrecy Act and the USA PATRIOT Act have yielded positive results, we can
do better. Today will be a great opportunity to learn how we can use our financial services
industry as a great asset in the War Against Terrorism. I look forward to the comments from
both panels as they help us identify and prevent terrorist financing.

Sincepdly,

J. Gfesham Barrett
Member of Congress
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Committee on Financial Services
Hearing
The 9/11 Commission Report: Identifying and Preventing Terrorist Financing
Opening Statement of Shelley Moore Capito
August 23, 2004

Thank you Mr. Chairman,

Mr. Chairman, I appreciate your calling this special session of the Financial Services Committee.
Even though Congress is not scheduled to re-convene for another two weeks, having studied the
September 11" Commission’s report over the last month, I believe that it is vital that we
immediately begin the process of examining and deliberating the various recommendations of
the panel.

First, let me commend the Commission for the incredible work they have done. All of the
emotions I felt on that cool September day came rushing back as [ turned the pages of the 9/11
Report. Upon finishing the first chapter, I half expected to look out my window in the
Longworth Building and see the smoke from the Pentagon still rising toward the sky. While
emotionally charged, I strongly believe that the report is something that every American should
read. We must never forget the lengths that those who hate the freedoms we enjoy will go to in
order to move their cause forward.

Many of the recommendations in the Report have great merit and I am looking forward to
hearing the various proposals discussed today. Iam especially interested to learn the panel’s
views on Title Il of the USA Patriot Act, which this committee passed within weeks of the
attack.

Under Chairman Oxley’s leadership, this committee early on recognized that the ability to track
and eventually choke off the flow of money to terrorist organizations would become one of our
most effective weapons in the war on terror. Signed into law just six weeks after September ",
Title I gave our law enforcement agencies the tools they needed to disrupt our enemy’s ability
to finance their war of destruction and hate. To date, we have successfully frozen almost $200
million in terror-related assets.

Title 111 also provided these law enforcement agencies with enhanced authority to share
information and better coordinate their investigations with the intelligence community and the
nation’s financial institutions.

While we have accomplished much, recent revelations of Al Queda’s detailed surveillance of
U.S. financial institutions indicate that more may need to be done. The dilemma we face
however is making sure that we do not tip the scales with respect to balancing our need to disrupt
terrorist financing with further restrictions on our personal liberties. A fine line to be sure but an
important one.

Again, I want to thank the Commissioners for appearing before us today and am looking forward
to their testimony. And I thank the chair.
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Statement of Congressman Michael N. Castle

Financial Services Committee Hearing on
"The 9/11 Commission Report: Identifying and Preventing Terrorist Financing"

August 23, 2004

Thank you Chairman Oxley and Ranking Member Frank for holding this important and
timely hearing before the full Financial Services Committee today. I would also like to thank all
of our distinguished witnesses for appearing before us, especially Lee Hamilton, not only for his
appearance today, but also for his hard work in putting together this excellent, bipartisan report.
You, Chairman Kean and all of the Commissioners deserve to be commended by Congress and
the nation. The Commission’s integrity has been maintained because you sought answers and
found solutions, while avoiding the temptations of partisanship.

Although “chilling,” the 9/11 report contains critical recommendations that must demand
our close examination. Among the most basic of these recommendations is a reevaluation of
how our intelligence community responds to the way terrorist organizations raise and spend the
money used to fund their activities. Preventing future attacks is the challenge that we face. One
thing I think we have learned since September 11" is that there is not one method we can use to
prevent attacks. Instead, we are forced to spread a wide net, and investigate every possibility,
before they do.

In order to break these groups down and destroy their ability to harm us, this committee
has worked actively to block terrorist financing. Afier a number of hearings, provisions were
included in the USA PATRIOT Act, which expanded our law enforcement agencies” ability to
enforce anti-money laundering laws as a means of zeroing in on terrorist funding chains. In
addition, international policy making bodies, such as the Financial Action Task Force, have made
strides to encourage global compliance with counter-terrorism financing standards.

However, as the 9/11 report highlights, domestic enforcement policies and gathering
effective international support for global money-laundering provisions - particularly in nations
with less structured banking systems, will be an ever-evolving process. The 9/11 report states
that the terrorists were able to work within the U.S. banking system by opening accounts and
using their own names. This directly highlights the need for better and more secure banking
procedures, which would limit terrorists’ access to fraudulent accounts as well as combat their
ability to travel.

According to the report, of the known terrorist funding frozen worldwide since September
11", a great deal was blocked in the first three months. The stark reality is that since the
beginning of 2002, we have been unable to secure substantial assets. 1 tend to agree with the
Commission’s belief that these groups have reacted to our initial success and have altered the
way they earn and move money. Al Qaeda increasingly relies on informal methods of generating
and using funds, which our intelligence community has been unable to effectively track.
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Maybe we can learn today that this trend is turning. Iam very interested to hear about the
factors that affect the intelligence community’s decisions to “freeze” or “follow” the accounts.
Although T understand there are pros and cons to both choices, it is clear to me that we must
reconsider our strategy in order to root out terrorist networks.

Amidst the discussion of broad reform within the intelligence community - specific
reevaluation of what we have learned since September 11" is essential. One focus is to identify
and disrupt terrorist sanctuaries. Tracking or stopping the funding streams can be one of our best
defenses in preventing the spread of terrorism. The American intelligence community, in
conjunction with other nations, can develop compromises for enforcing effective banking
standards, including strategies to track terrorist funding - rather than focusing solely on seizing
assets.

There are a number of important matters that Congress must continuously examine to
improve our nation's homeland security and root out terrorists around the world. The
Commission has identified the flow of terrorist assets as a priority and so will this committee. 1
would like to leave this hearing with a clear interpretation of these recommendations to further
strengthen the prevention tactics within our intelligence community. I look forward to hearing
from each of our distinguished witnesses. Thank you Mr. Chairman, I yield back my time.
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Representative Jeb Hensarling
Opening Statement for Financial Services Hearing
“The 9/11 Commission Report: Identifying and Preventing Terrorist
Financing”
Monday, August 23, 2004

Mr. Chairman, in a few weeks it will have been three years since terrorists attacked
our nation.

During this time, we have had to dramatically adapt and change our way of
thinking to meet the new threat.

We have been compelled to redefine the concept of national security.

For example, we are here today to discuss something that only became an
immediate national security issue post-9/11 —~ that is tracking down the finances of
terrorists and terrorist organizations.

The 9/11 commission estimates that the attacks on our country three years ago cost
less than $500,000 to execute, so we know that it does not take huge sums of
money to successfully wage terrorist warfare.

The challenge, therefore, is to track and freeze these funds, hidden in the billions
and billions of dollars that circulate around the world every day. This is no easy
task.

We are fortunate that the Bush administration has answered the call to do
everything possible to protect Americans by choking off the funding sources of
terrorists.

Although there is clearly a lot of work for us ahead, I believe this administration
should be applauded for its diligent and tireless efforts over the past three years to
disrupt the funding of terrorists, and prevent these groups from operating
effectively.

Since 9/11 we have frozen approximately $200 million in terrorist finances — no
small feat.
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The Department of Treasury has identified more than 380 individuals and entities
involved in financing terrorists. Treasury has also used its new authority under the
PATRIOT Act to identify individuals and institutions that are facilitating money
laundering or other acts of fraud often used to fund terrorists.

Treasury continues to work and coordinate their efforts with the efforts of the
Department of Justice and the Department of Homeland Security.

Importantly, these agencies have worked hand in hand with private financial
institutions to track down those terrorists who use our financial system.

The private sector’s ability to improve their detection of potential terrorist
financing is vital to the success of tracing and zeroing out the funds used for terror.

The Bush Administration should also be commended for expanding the use of the
Financial Action Task Force (FATF) to improve international information sharing
and help other countries develop their own terrorist financing detection
infrastructures.

As the 9/11 Commission Report recommends, we must also be as proactive as
possible, using our intelligence resources to follow terrorist money as it changes
hands. We must be able to anticipate new methods these groups will employ to
fund their deadly activities.

No one can doubt that Americans have had to accept many new frightening
realities in our daily lives since 9/11. And no one would doubt that we will

continue to face new challenges as we fight this War on Terror.

I thank the Chairman for his continued outstanding leadership on this issue, and
look forward to hearing more about the Commission’s recommendations.

I yield back the balance of my time.



99

Page 1 of 2

OPENING REMARKS OF THE HONORABLE RUBEN HINOJOSA
HOUSE FINANCIAL SERVICES COMMITTEE
“THE 9/11 COMMISSION REPORT: IDENTIFYING AND PREVENTING
TERRORIST FINANCING”
AUGUST 20, 2004

Chairman Oxley and Ranking Member Frank, you are holding an extremely important
and essential hearing today on the bipartisan 9/11 Commission report. This report, if
implemented, will completely revamp certain Congressional Committees as well as
intelligence agencies and hopefully help identify and prevent terrorist financing.

Today, we are addressing one of the most important sections of the 9/11 Commission
Report - the recommendation that Congress combine terrorist travel intelligence,
operations, and law enforcement in a strategy to identify terrorist financing and have the
U.S. government, particularly the Department of Treasury, focus more on following the
terrorist money trail, instead of just freezing terrorist assets. Preventing terrorist
financing, finding terrorist travel facilitators, and constraining terrorist mobility are
definitely the goals the Executive Branch and Congress should seek to achieve.

Before T go on, I want to say something about my visit to the World Towers following
9/11: The sight of the decimated towers. The sight of some people still walking around
in a daze several days after the disaster trying to find a sound footing again after their
lives had been turned upside down. The sights and sounds of the rescue workers and
those attempting to put out all the remaining fires and remove the rubble. The strange
odor combined of burning metal, gas and plastic. I will never forget these sights, sounds
and smells when I first visited ground zero. They will forever be embedded in my mind
to remind me that I, Congress and the Executive Branch must insure that the Treasury
Department’s approach to ending terrorist financing is the most effective one. Thisisa
very important issue of national security. It is a matter of protecting my constituents
from harm. This is a matter of protecting my two young daughters and my wife here in
Washington from harm as well as my family and friends in Texas. This issue isnowa
personal one that each and every American must face each and every day.

I question why Treasury has continued to solely freeze alleged terrorist assets, many
times without the cooperation of their overseas counterparts, in an attempt to thwart
terrorist attacks. It would seem that common sense would dictate following the money
trail to find the terrorists and eliminate the threat. The 9/11 Commission Report
recommends this strategy, and the FBI and other agencies have used a similar strategy in
the past to track down criminals. The USA PATRIOT Act gave Treasury and other
federal agencies incredible powers too numerous to mention to track terrorist financing.
Why has it taken them so long to consider the common sense “follow the money trail”
approach that several other agencies have employed in the past? Had they employed this
approach, Treasury might have helped find the terrorists, thus preventing them from
funneling funds through any mainstream financial system or through financial systems as
informal as payment systems such as Hawalas.
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Mr. Chairman, I want to thank you again for holding this extremely important hearing. |
hope that, as we implement the recommendations of the 9/11 Commission report, we do
not create legislation as awkward, and at times counterproductive, as the USA PATRIOT
Act.

[ yield back the remainder of my time.
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OPENING STATEMENT OF CONGRESSMAN PAUL E. KANJORSKI
COMMITTEE ON FINANCIAL SERVICES

HEARING ON THE 9/11 COMMISSION REPORT:
IDENTIFYING AND PREVENTING TERRORIST FINANCING

MONDAY, AUGUST 23, 2004

Mr. Chairman, we meet today to examine the issues related to terrorist financing
identified in the Final Report of the National Commission on Terrorist Attacks upon the United
States. As you know, our panel has worked diligently in recent years to address these matters.
In order to protect all Americans, we must continue to make every reasonable effort to identify,
discourage and stop terrorist financing.

Late last month, the 9-11 Commission released its much-anticipated final report, which
examines the circumstances surrounding the terrorist attacks on the World Trade Center and the
Pentagon. This report provides many thoughtful recommendations for preventing future strikes.

While the majority of the report addresses intelligence issues, to a limited degree it also
studies the issue of terrorist financing. I was pleased that the 9-11 Commission concluded that
we have fixed the obvious vulnerabilities in the U.S. financial system regarding terrorist
financing. The panel also recommends that vigorous efforts to track terrorist financing must
remain “front and center” in ongoing counterterrorism efforts by the U.S. government. I
wholeheartedly agree with this wise counsel.

Although we have made steady progress in combating terrorist financing, the 9-11
Commission has determined that terrorists have shown considerable creativity in altering their
financing methods. It further suggests that if a decentralized system of terrorist cells evolves, we
may then need to alter the tactics used to identify and prevent terrorist financing. On this point,
the Wall Street Journal reported just last week that al Qaeda is forming smaller terrorist cells. It
is therefore my hope that our witnesses will offer us their ideas as to how we can maintain a
dynamic anti-terrorist financing enforcement system in light of this development.

While we must diligently work to obstruct terrorist financing, we must also protect the
constitutional rights of law-abiding citizens. The Fourth Amendment protects individuals against
unreasonable searches and seizures, and requires the government to support its warrants with
probable cause. I consider these protections among our most important constitutional defenses.

Mr. Chairman, I would be remiss if I did not point out that the historical origins of the
Fourth Amendment also affected the naming of at least one city in Pennsylvania. Specifically,
the amendment’s drafters knew of the famous cases involving John Wilkes taking place in
England during the 1760s, and they sought to strike a fair balance between society’s demand for
public safety and the individual’s need for privacy. The City of Wilkes-Barre in the heart of my
congressional district derives its name in part from John Wilkes. I want to protect this legacy.

In closing, Mr. Chairman, it is important that we carefully examine the recommendations
of the 9-11 Commission, and work in a bipartisan, deliberative and balanced manner to continue
to monitor our government’s efforts to fight terrorist financing and, if necessary, adopt further
reforms to enhance current enforcement capabilities. I look forward to hearing from our
distinguished witnesses regarding these important matters and yield back my remaining time.
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Opening Statement of Vice Chair Sue Kelly
House Financial Services Committee
“The 9/11 Commission Report: Identifying and Preventing Terrorist Financing”
August 23, 2004

I want to thank Vice Chairman Hamilton for joining us here today to discuss the important contribution
that the Commission has made to our efforts to protect our nation from further attacks.

I would also like to thank Mr. Levey, Mr. Libutti, and Mr. Sabin for their daily dedication to this
critically important aspect of the fight against terrorism.

Under Chairman Oxley’s leadership, this committee has held many hearings on this matter, and has
contributed to the considerable progress we have made in the last three years.

Today’s hearing holds great value for us as we consider the broader intelligence reforms proposed by
President Bush, the 9/11 Commission and, most recently, the Chairman of the Senate Intelligence
Committee. Improving our methods for fighting and tracking terror financing is certainly something
that must be considered as a part of these reform efforts.

In fact, I believe that any comprehensive intelligence reform will be incomplete if it does not include
measures that substantively improve our fragmented anti-money laundering system.

As we have learned, the fight against terror finance is a wide-ranging, often amorphous task that
compels us to contemplate many possibilities:
* Things as blatantly remarkable as the smuggling of bulk shipments of cash, drugs and precious
stones.
o Things as mundane as low-level scams involving coupons, cigarettes, baby formula, and
counterfeit t-shirts.
* And things as wicked as the use of religious charities as cloaks for terrorist finances.

It is because of this broad diversity that I recently created, with some of my colleagues on the House
side and with Senator Grassley in the Senate, a bipartisan Congressional Anti-Terrorist Financing Task
Force to provide a forum for members of Congress to discuss and learn more about the many issues
relevant to this matter.

But money laundering rightly remains a vital focus of our efforts.

As Treasury Secretary Snow recently wrote, “Our ability to combat terrorist financing is linked with
our ability to combat money laundering.” And in his written testimony today, Vice Chairman Hamilton
recommends BSA enforcement as a top focus for the Committee as we move forward.

1 read with interest recently an article that included a comment by a representative of the banking
industry who stated: “Terrorist financing is not money laundering. Terrorist financing is impossible to
detect on your own.”
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1t is true that our work continues to require better intelligence and greater collaboration between the
financial institutions and our government. It also is true that terrorists engage in routine financial
activity that in-and-of-itself is not remarkable.

But it is comments such as these which seem to evoke an attitude still held by elements within the
financial aristocracy that inadvertently but implicitly seeks to mitigate the responsibility of financial
institutions and regulators in fighting terror finance. This is an outdated mindset that leads regulators
and financial institutions to conclude that a strong anti-money laundering system is really not all that
important.

This mindset has not been well-hidden. This committee has heard from the Treasury Inspector General
and others who have presented a picture of an anti-money laundering system that is fraught with
weaknesses.

We have been told that regulators have struggled consistently to meet the standards set out by the Bank
Secrecy Act.

1G reports cite regulators for, among other things:
o Performing incomplete BSA examinations.
» Failing to follow-up on the suspicious activities they did identify.
* Slowness in taking enforcement actions against BSA violations.
e A glaring disinterest in notifying FinCEN of such violations.

And unfortunately, this Committee has had to examine some well-known regulatory failures that have
clearly illuminated our vulnerabilities to the world.

1 remain seriously concerned that our efforts to ensure an effective BSA compliance system are:
e Structurally hindered by a fragmented, center-less system created at a time when illicit money
transactions were of less interest to the national security.
» Motivationally impaired by the long-standing culture among financial institutions and regulators
that has traditionally viewed money laundering as a second-tier concern.

1 firmly believe that a strong, centralizing force dedicated to BSA compliance is needed to overcome
these impediments, and I sincerely hope that as we move forward with this deliberation in Congress,
that there is an appropriate recognition of this need in any legislative proposals that are erafted.

1 also believe that strong consideration should be given to other proposals, such as establishing a
criminal enforcement program within Treasury, and to giving FinCEN the authority to receive
international wire transfer data electronically, something that other countries are already doing.

Again, many thanks to Chairman Oxley and to our witnesses. I look forward 1o today’s discussion and
our ensuing efforts on this matter.
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HOUSE COMMITTEE ON FINANCIAL SERVICES

“The 9/ 11 Commission Repori: Identifying and Preventing
Terrorist Financing”

August 23, 2004

Thank you, Chairman Oxley.

T'd also like to thank our distinguished witnesses for taking time out of their busy
schedules to testify today. We are fortunate to have experts from the Departments
of Treasury, Justice and Homeland Security, along with the Vice Chairman of the
9/11 Commission, to share their thoughts on recommendations offered in the 9/11
Commission report regarding terrorist financing.

Since the attacks of September 11, 2001, the United States has worked aggressively
to obstruct terrorist fundraising and money laundering efforts. This hearing builds
upon the continued interest exhibited by this Committee overseeing the efficient
and shared use of enhanced money laundering tools exerted by various executive
agencies. Tools such as enhanced reporting requirements by banks, expanding the
scope of forfeiture law, imposing new due diligence standards upon financial
institutions managing large private accounts for foreign individuals, and measures
for tracking and interrupting the flow of criminal funds through off-shore seerecy
havens are examples of new authority granted by the USA PATRIOT Act. In
addition, the Bush Administration signed an Executive Order shortly after the 9/11
attacks allowing the freezing of terrorist assets. These efforts led to the freezing or
seizing of roughly $200 million in terrorist-related assets worldwide, and
designation of 383 individuals and entities as terrorists or facilitators of terrorism.

Internationally, the U.S. continues to work with the Financial Action Task Force
(FATF) to garner foreign support in the fight against terrorist financing. Although
a difficult task, the U.S. continues to advocate for regulatory changes in foreign
countries allowing for increased transparency of financial transactions to determine
the true identity of various bank accounts. In addition, the Administration has
worked to enhance information sharing arrangements and stronger anti-terrorist
financing initiatives with various countries.

In accordance to its directive, the 9/11 Commission Report describes in detail the
lapses and circumstances which led to the September 11, 2001 attack. It also offers
numerous recommendations to prevent similar attacks. And although I applaud the
work and commitment exhibited by the Commission within the time constraints
imposed upon them, the report does not sufficiently address many of the
international issues associated with combating terrorist finance. Indeed, the
Commission’s report does recommend building stronger international partnerships
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to fight terrorist finance, but it lacks any guidance or insight on the efforts
previously mentioned by the international community and the United States. I look
forward to Vice Chairman Hamilton’s comments on this matter, and whether he
believes actions by the Administration have proven beneficial.

Lastly, the Commission’s report stated the planning and execution of the 9/11
attack cost between $400,000 - $500,000 — most of which originated from
fundraisers. Given the difficulty in spotting this relatively small amount of money,
especially in the manner which it is raised (i.e. charities), and freezing it, the
Commission suggests better success by following the money instead of immediately
freezing the assets. This strategy has proven successful in the past when
infiltrating organized crime, and I am curious to hear comments from our second
panel of witnesses if they believe this strategy can be used successfully to combat
terrorist finance abroad.

Again, I applaud the work accomplished by the 9/11 Commission and the ongoing
efforts by the Departments of Treasury, State and Homeland Security in their
coordinated battle to stop terrorist finance. I look forward to your testimony.

Thank you, Mr. Chairman.
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“The 9/11 Commission Report: Identifying and Preventing
Terrorist Financing”

23 August 2004

Mr. Chairman, thank you for bringing this committee back to work to focus on
such a critical issue on the war on terror. It is important for our enemies and our
friends to know how serious we are about the subject of terror financing.

I would like to thank Lee Hamilton for his service. While the September 11th
Commission did not allocate a significant part of its report to terror finance, it did
recognize that the fight against terror financing is absolutely central to our long-
term safety. I appreciate the Commission's position and I hope it will serve as a
springboard for action.

The financing of terror can mean many things and take various forms. [ think we
must shed any myopic perspectives brought from the past. [ think we should start
with the "epicenter" of terrorism finance -- and that is none other than the Gulf
States on the Arabian Peninsula. It is estimated that since the late 1970's the Guif
States have spent over $75 billion spreading Wahhabism to places like Africa,
South East Asia, Pakistan, Europe, Russia and many of its former Republics, and
the United States and Canada. Some recipients of this funding have been religious
leaders that teach an extreme version of Wahhabi Islam, which advocates a real
hatred of Christians, Jews, Hindus, and others. Let me be clear in saying I do not
believe most Wahhabi religious leaders have spread hatred leading to terrorism,
but it certainly has been a statistically significant number.

We cannot win the war on terror unless the global community works to cut off the
flow of funds terrorists use and receive. Certain terrorist acts do not require vast
amounts of funding; however, the costs of indoctrination, recruitment, and
sustainability are quite high. If these rogue, terror groups have no financial
support, it is difficult for them to continue to operate effectively.

In my view, the question we need to ask as members of this Committee is how can
the financial services community play a lead role in the fight on terror?

We have the best safety and soundness financial regulators. As a part of their job
financial regulators are also tasked to enforce the Bank Secrecy Act and Title 3 of
the Patriot Act. This Committee needs to emphasize the importance of that role to
these regulatory agencies.
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Today, the Fed, the FDIC, the OCC, the OTS, the NCUA, the SEC, the CFTC, and
the IRS are tasked with enforcing compliance with the Patriot Act and the Bank
Secrecy Act. Based on evidence to date, I think it is fair to say that the
aforementioned regulators have room for improvement. The cases at UBS, Riggs
are just two recent problematic examples. Additionally, the $800 billion in hedge
funds and the billions exchanged by money transfer businesses are not even being
looked at today.

Furthermore, 1 think we need to create a new structure, and we may need
legislation to accomplish changes, whereby each safety and soundness regulator
would have a designated group that works hand-in-hand with the newly created
Office of Terrorism and Financial Intelligence in the Treasury Department. My
view is that Congress needs to strongly consider Treasury as the Agency to house
and run our government's centralized Financial Intelligence Unit (FIU).

The Bank Secrecy Act and the Patriot Act give our examiners a number of tools to
fight terror finance. This Committee should lead Congress down the path of
creating an environment where financial intelligence is gathered, shared, analyzed,
and used appropriately and effectively.

1n addition to strengthening Treasury’s domestic role, I believe it is important that
it be strengthened because of the global problem we face. Money moves across
borders faster than people or weapons. With a click of a mouse tens of millions of
dollars can be sent almost anywhere in the world. Treasury, not the National
Security Council, the Department of Homeland Security, the State Department, or
the FBI, has an institutional and historical relationship with the foreign central
banks and ministries of finance responsible for instituting anti-terror finance laws
in their respective countries. Treasury also can apply pressure on nations through
its seats on multilateral institutions like the World Bank and the IMF.

Mr. Chairman, thank you for holding this hearing and I look forward to working
with you and other members of this committee as we work to strengthen the front
lines in the war on terror finance. 1 yield back.
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Prepared Statement of Lee H. Hamilton, Vice Chair
National Commission on Terrorist Attacks
before the Committee on Financial Services

U.S. House of Representatives
August 23, 2004

Chairman Oxley, Ranking Member Frank, distinguished members of the House
Committee on Financial Services, it is an honor to appear before you this morning. This
Committee has been deeply involved in the financial aspect of our country’s war on
terror, and we are grateful to you for the prompt consideration of our recommendations.

Additionally, I am submitting to you today a Commission staff report on terrorist
financing, which I ask to be made part of the record. While Commissioners have not
been asked to review or approve this staff report, we believe the work of the staff on
terrorist finance issues will be helpful to your own consideration of these issues.

After the September 11 attacks, the highest-level U.S. government officials
publicly declared that the fight against al Qaeda financing was as critical as the fight
against al Qaeda itself. It was presented as one of the keys to success in the fight against
terrorism: if we choke off the terrorists’ money, we limit their ability to conduct mass
casualty attacks.

In reality, stopping the flow of funds to al Qaeda and affiliated terrorist groups
has proved to be essentially impossible. At the same time, tracking al Qaeda financing is
an effective way to locate terrorist operatives and supporters and to disrupt terrorist plots.

Our government’s strategy on terrorist financing has changed significantly from
the early post-9/11 days. Choking off the money remains the most visible aspect of our
approach, but it is not our only, or even most important, goal. Making it harder for
terrorists to get money is a necessary, but not sufficient, component of our overall
strategy.

Following the money to identify terrorist operatives and sympathizers provides a
particularly powerful tool in the fight against terrorist groups. Use of this tool almost
always remains invisible to the general public, but it is a critical part of the overall
campaign against al Qaeda. Today, the U.S. government recognizes—appropriately, in
our view—that terrorist-financing measures are simply one of many tools in the fight
against al Qaeda.

Financing of the 9/11 attack

The September 11 hijackers used U.S. and foreign financial institutions to hold,
move, and retrieve their money. The hijackers deposited money into U.S. accounts,
primarily by wire transfers and deposits of cash or travelers checks brought from
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overseas. Additionally, several of them kept funds in foreign accounts, which they
accessed in the United States through ATM and credit card transactions.

The hijackers received funds from facilitators in Germany and the United Arab
Emirates or directly from Khalid Sheikh Mohamed (KSM) as they transited Pakistan
before coming to the United States. The plot cost al Qaeda somewhere in the range of
$400,000--500,000, of which approximately $300,000 passed through the hijackers’ bank
accounts in the United States,

While in the United States, the hijackers spent money primarily for flight training,
travel, and living expenses (such as housing, food, cars, and auto insurance). Extensive
investigation has revealed no substantial source of domestic financial support.

Neither the hijackers nor their financial facilitators were experts in the use of the
international financial system. They created a paper trail linking them to each other and
their facilitators. Still, they were adept enough to blend into the vast international
financial system easily without doing anything to reveal themselves as criminals, let
alone terrorists bent on mass murder.

The money-laundering controls in place at the time were largely focused on drug
trafficking and large-scale financial fraud. They could not have detected the hijackers’
transactions, The controls were never intended to, and could not, detect or disrupt the
routine transactions in which the hijackers engaged.

There is no evidence that any person with advance knowledge of the impending
terrorist attacks used that information to profit by trading securities. Although there has
been consistent speculation that massive al Qaeda—related “insider trading” preceded the
attacks, exhaustive investigation by federal law enforcement and the securities industry
has determined that unusual spikes in the trading of certain securities were based on
factors unrelated to terrorism.

Al Qaeda fand-raising

Al Qaeda and Usama Bin Ladin obtained money from a variety of sources.
Contrary to common belief, Bin Ladin did not have access to any significant amounts of
personal wealth, particularly after his move from Sudan to Afghanistan. He did not
personally fund al Qaeda, either through an inheritance or businesses he was said to have
owned in Sudan.

Al Qaeda’s funds, approximately $30 million per year, came from the diversion of
money from Islamic charities. Al-Qaeda relied on well-placed financial facilitators who
gathered money from both witting and unwitting donors, primarily in the Gulf region.

No persuasive evidence exists that al Qaeda relied on the drug trade as an
important source of revenue, had any substantial involvement with conflict diamonds, or
was financially sponsored by any foreign government. The United States is not, and has
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not been, a substantial source of al Qaeda funding, although some funds raised in the
United States may have made their way to al Qaeda and its affiliated groups.

U.S. government efforts before the 9/11 attacks

Before 9/11, terrorist financing was not a priority for either domestic or foreign
intelligence collection. Intelligence reporting on this issue was episodic, insufficient, and
often inaccurate.

Although the National Security Council considered terrorist financing important
in its campaign to disrupt al Qaeda, other agencies failed to participate to the NSC’s
satisfaction. There was little interagency strategic planning or coordination. Without an
effective interagency mechanism, responsibility for the problem was dispersed among a
myriad of agencies, each working independently.

The FBI gathered intelligence on a significant number of organizations in the
United States suspected of raising funds for al Qaeda or other terrorist groups. The FBI,
however, did not develop an endgame for its work. Agents continued to gather
intelligence, with little hope that they would be able to make a criminal case or otherwise
disrupt the operations of these organizations. The FBI could not turn these investigations
into criminal cases because of:

o insufficient international cooperation;

o a perceived inability to mingle criminal and intelligence investigations due to the
“wall” between intelligence and law enforcement matters;

o sensitivities to overt investigations of Islamic charities and organizations; and

o the sheer difficulty of prosecuting most terrorist-financing cases.

Nonetheless, FBI street agents had gathered significant intelligence on specific groups.

On a national level, the FBI did not systematically gather and analyze the
information its agents developed. It lacked a headquarters unit focusing on terrorist
financing. Its overworked counterterrorism personnel lacked time and resources to focus
specifically on financing.

The FBI as an organization therefore failed to understand the nature and extent of
the jihadist fund-raising problem within the United States or to develop a coherent
strategy for confronting the problem. The FBI did not, and could not, fulfill its role to
provide intelligence on domestic terrorist financing to government policymakers. The
FBI did not contribute to national policy coordination.

The Department of Justice could not develop an effective program for prosecuting
terrorist finance cases. Its prosecutors had no systematic way to learn what evidence of
prosecutable crimes could be found in the FBI’s intelligence files, to which it did not
have access.
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The U.S. intelligence community largely failed to comprehend al Qaeda’s
methods of raising, moving, and storing money. It devoted relatively few resources to
collecting the financial intelligence that policymakers were requesting, or that would
have informed the larger counterterrorism strategy.

The CIA took far too long to grasp basic financial information that was readily
available—such as the knowledge that al Qaeda relied on fund-raising, not Bin Ladin’s
personal fortune.

The CIA’s inability to grasp the true source of Bin Ladin’s funds frustrated
policymakers. The U.S. government was unable to integrate potential covert action or
overt economic disruption into the counterterrorism effort. The lack of specific
intelligence about al Qaeda financing, and intelligence deficiencies, persisted through
9/11. The Office of Foreign Assets Control (OFAC), the Treasury organization charged
by law with searching out, designating, and freezing Bin Ladin assets, did not have
access to much actionable intelligence.

Before 9/11, a number of significant legislative and regulatory initiatives designed
to close vulnerabilities in the U.S. financial system failed to gain traction. They did not
gain the attention of policymakers. Some of these, such as a move to control foreign
banks with accounts in the United States, died as a result of banking industry pressure.
Others, such as a move to regulate money remitters, were mired in bureaucratic inertia
and a general antiregulatory environment.

Where are we now?

It is common to say the world has changed since September 11, 2001. This
conclusion is particularly apt in describing U.S. counterterrorist efforts regarding
financing. The U.S. government focused, for the first time, on terrorist financing and
devoted considerable energy and resources to the problem. As a result, we now have a
far better understanding of the methods by which terrorists raise, move, and use money.
We have employed this knowledge to our advantage.

With a new sense of urgency post 9/11, the intelligence community (including the
FBI) created new entities to focus on, and bring expertise to, the question of terrorist
fund-raising and the clandestine movement of money. The intelligence community uses
money flows to identify and locate otherwise unknown associates of known terrorists,
and has integrated terrorist-financing issues into the larger counterterrorism effort.

Equally important, many of the obstacles hampering investigations have been
stripped away. The current intelligence community approach appropriately focuses on
using financial transactions, in close coordination with other types of intelligence, to
identify and track terrorist groups rather than to starve them of funding.

Still, understanding al Qaeda’s money flows and providing actionable intelligence to
policymakers present ongoing challenges because of:
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o the speed, diversity, and complexity of the means and methods for raising and
moving money;

o the commingling of terrorist money with legitimate funds;

o the many layers and transfers between donors and the ultimate recipients of the
money;

o the existence of unwitting participants (including donors who give to generalized
jihadist struggles rather than specifically to al Qaeda); and

o the U.S. government’s reliance on foreign government reporting for intetligence.

Bringing jihadist fund-raising prosecutions remains difficult in many cases. The inability
to get records from other countries, the complexity of directly linking cash flows to
terrorist operations or groups, and the difficulty of showing what domestic persons knew
about illicit foreign acts or actors all combine to thwart investigations and prosecutions.

The domestic financial community and some international financial institutions have
generally provided law enforcement and intelligence agencies with extraordinary
cooperation. This cooperation includes providing information to support quickly
developing investigations, such as the search for terrorist suspects at times of emergency.
Much of this cooperation is voluntary and based on personal relationships.

It remains to be seen whether such cooperation will continue as the memory of 9/11
fades. Efforts to create financial profiles of terrorist cells and terrorist fund-raisers have
proved unsuccessful, and the ability of financial institutions to detect terrorist financing
remains limited.

Since the September 11 attacks and the defeat of the Taliban, al Qaeda’s budget has
decreased significantly. Although the trend line is clear, the U.S government still has not
determined with any precision how much al Qaeda raises or from whom, or how it spends
its money. It appears that the al Qaeda attacks within Saudi Arabia in May and November
of 2003 have reduced-—some say drastically—al Qaeda’s ability to raise funds from
Saudi sources. There has been both an increase in Saudi enforcement and a more
negative perception of al Qaeda by potential donors in the Gulf.

However, as al Qaeda’s cash flow has decreased, so too have its expenses, generally
owing to the defeat of the Taliban and the dispersal of al Qaeda. Despite our efforts, it
appears that al Qaeda can still find money to fund terrorist operations. Al Qaeda now
relies to an even greater extent on the physical movement of money and other informal
methods of value transfer, which can pose significant challenges for those attempting to
detect and disrupt money flows.

Where do we need io go?

While specific, technical recommendations are beyond the scope of my remarks
today, I would like to stress four themes in relation to this Committee’s work:
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First, continued enforcement of the Bank Secrecy Act rules for financial
institutions, particularly in the area of Suspicious Activity Reporting, is necessary.

The Suspicious Activity Reporting provisions currently in place provide our first
defense in deterring and investigating the financing of terrorist entities and operations.
Financial institutions are in the best position to understand and identify problematic
transactions or accounts.

Although the transactions of the 9/11 hijackers were small and innocuous, and
could probably not be detected today, vigilance in this area is important. Vigilance
assists in preventing open and notorious fundraising. It forces terrorists and their
sympathizers to raise and move money clandestinely, thereby raising the costs and risks
involved. The deterrent value in such activity is significant and, while it cannot be
measured in any meaningful way, ought not to be discounted.

The USA PATRIOT Act expanded the list of financial institutions subject to Bank
Secrecy Act regulation. We believe that this was a necessary step to ensure that other
forms of moving and storing money, particularly less regulated areas such as wire
remitters, are not abused by terrorist financiers and money launderers.

Second, investigators need the right tools to identify customers and trace financial
transactions in fast-moving investigations.

The USA PATRIOT Act gave investigators a number of significant tools to assist in
fast-moving terrorism investigations. Section 314(a) allows investigators to find accounts
or transactions across the country. It has proved successful in tracking financial
transactions and could prove invaluable in tracking down the financial component of
terrorist cells. Section 326 requires specific customer identification requirements for
those opening accounts at financial institutions. We believe both of these provisions are
extremely useful and properly balance customer privacy and the administrative burden,
on the one hand, against investigative utility on the other.

Third, continuous examination of the financial system for vulnerabilities is necessary.

While we have spent significant resources examining the ways al Qaeda raised and
moved money, we are under no illusions that the next attack will use similar methods. As
the government has moved to close financial vulnerabilities and loopholes, al Qaeda
adapts. We must continually examine our system for loopholes that al Qaeda can exploit,
and close them as they are uncovered. This will require constant efforts on the part of
this Committee, working with the financial industry, their regulators and the law
enforcement and intelligence community.

Finally, we need to be mindful of civil liberties in our efforts to shut down terrorist
networks.
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In light of the difficulties in prosecuting some terrorist fund-raising cases, the
government has used administrative blocking and freezing orders under the International
Emergency Economic Powers Act (IEEPA) against U.S. persons (individuals or entities)
suspected of supporting foreign terrorist organizations. It may well be effective, and
perhaps necessary, to disrupt fund-raising operations through an administrative blocking
order when no other good options exist.

The use of IEEPA authorities against domestic organizations run by U.S. citizens,
however, raises significant civil liberty concerns. IEEPA authorities allow the
government to shut down an organization on the basis of classified evidence, subject only
to a deferential after-the-fact judicial review. The provision of the IEEPA that allows the
blocking of assets “during the pendency of an investigation” also raises particular
concern in that it can shut down a U.S. entity indefinitely without the more fully
developed administrative record necessary for a permanent IEEPA designation.

Conclusions

Vigorous efforts to track terrorist financing must remain front and center in U.S.
counterterrorism efforts. The government has recognized that information about terrorist
money helps us to understand their networks, search them out, and disrupt their
operations.

These intelligence and law enforcement efforts have worked. The death or
capture of several important facilitators has decreased the amount of money available to
al Qaeda, and increased its costs and difficulties in moving money. Captures have
produced a windfall of intelligence.

Raising the costs and risks of gathering and moving money are necessary to limit
al Qaeda’s ability to plan and mount significant mass casualty attacks. We should
understand, however, that success in these efforts will not of itself immunize us from
future terrorist attacks.

1 would be pleased to respond to your questions.
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Chairman Oxley, Congressman Frank and Members of the Committee, thank you for inviting me
to testify before you today about our efforts to combat terrorist financing. I am pleased that my
first time testifying as Under Secretary for the new Office of Terrorism and Financial
Intelligence is on this important subject.

There is little need to underscore the importance of our campaign against terrorist financing,
especially before this audience. This Committee has demonstrated its commitment to fighting
the financial war against terror and 1 think would certainly agree, as I do, with the 9/11
Commission’s recommendation that “vigorous efforts to track terrorist financing must remain
front and center in U.S. counterterrorism efforts.” As this statement implies, combating terrorist
financing is part of a broader counterterrorism mission. I would therefore first like to describe
the U.S. government’s overall terrorist financing campaign and how it supports the broader war
on terror. I will then describe the vital contribution that the Treasury Department makes to this
campaign and how the creation of the Office of Terrorism and Financial Intelligence (TFI) at the
Treasury Department will improve our overall performance.

In the course of my testimony, I will address what 1 believe are the central issues raised by the
9/11 Commission regarding our efforts to combat terrorist financing. Let me say at the outset
that [ agree with most of the Commission’s report as it relates to terrorist financing, and |
commend the Commission and its staff for a truly outstanding job analyzing this issue. Most
important, I believe the report will us improve our efforts to combat terrorist financing.
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A. Terrorist Financing: A Key Front in a Global War on Terror

As the Commission recognized, our terrorist financing campaign must be viewed as one front in
a global war on terror. Rather than an end in itself, our attack on terrorist financing is but one
means of achieving our broader goal. In the end, the goal is not to stop the money, but to stop
the killing. To achieve this goal, we must bring to bear every power available to all relevant
government agencies.

Similarly, in attacking terrorist financing, we need 1o keep open all of our options and choose the
course that is most effective in each case. For example, if the most effective strategy with
respect to a known financier is to observe him covertly so as to identify and possibly capture the
next link in the chain, then we must do that. If the most effective course of action is to designate
a financier in order to freeze terrorist-related assets and shut down a source or conduit of terrorist
financing, we must pursue that option. As I will discuss, sometimes the different types of actions
are complementary. Sometimes they are not and, in those cases, a choice must be made. Our
options, however, must be weighed based on the facts of the case. We have an interagency
process in place to do just this, where these different options are coordinated to inflict maximum
damage to terrorist capabilities. Our goal is not to maximize the number of times that we
exercise the tools of a particular agency, but to take the action as a government that will do the
most to cripple terrorist organizations.

There are some who question the effectiveness of our strategy to prevent terrorism by attacking
the financing that supports it. They note that terrorist attacks themselves cost very little money
to carry out — the trivial cost of a suicide belt or similar device — and then leap to the conclusion
that our efforts to combat terrorism by attacking terrorist resources are wasted or futile.

The 9/11 Commission wisely rejected this point of view. In the first place, the cost of financing
terrorist activity cannot be measured by the cost of a primitive destructive act. The maintenance
of those terrorist networks, like al Qaeda, which threaten our national security, is expensive
even if a particular attack does not cost much to carry out. As the 9/11 Commission explained,
groups like al Qaeda must spend money for many purposes ~ to recruit, train, travel, plan
operations, and bribe corrupt officials, for example. If we can eliminate or even reduce their
sources and conduits of money, we can degrade their ability to do all of these things, and thus
can make them less dangerous.

Of course, our attempts to prevent terrorist financing cannot possibly stop all terrorist attacks.
Yet the financial networks of terrorist organizations represent vulnerabilities that we can exploit.
For example, in appropriate cases, we can immediately strike at the finances of terrorists and
their supporters through public designation and the corresponding freezing of terrorist-related
assets. We can also quietly investigate and follow money trails to identify and unravel terrorist
financing networks. When successful, this method allows us to trace funds “upstream” - to
identify terrorist donors and facilitators - and “downstream” - to target terrorist operatives and
cells. In addition to these strategies, we can also simultaneously increase transparency and
accountability measures that force terrorists to raise, move and store money in riskier and costlier
ways, thereby improving our ability to disrupt them.
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B. The Interagency Character of Our Campaign Against Terrorist Financing

Qur campaign against terrorist financing is, and must continue to be, an interagency effort,
relying on cooperation across the U.S. government. The resources, authorities and expertise of
all the relevant agencies cannot and should not be amalgamated in one Department. We need to
draw on the full range of weapons in our arsenal - from intelligence activities to diplomatic
pressure, from regulatory actions and administrative sanctions to criminal prosecutions - without
concern for “turf” or the reputation of a particular agency.

The interagency team that has applied itself to this issue since 9/11 is truly extraordinary. My
former home, the Department of Justice (DOJ) and the FBI, for example, have done heroic work
to transform themselves to best tackle the terrorist financing problem. Law enforcement is a
primary weapon on the domestic front, and the powerful, public effect of successful prosecutions
is simply unrivaled. The FBI's financial investigators, coordinated out of the Terrorism
Financing Operations Section (TFOS) created by Director Mueller afier 9/11 here in
Washington, have shown dedication and resourcefulness, marshaling the shared resources of law
enforcement through Joint Terrorism Task Forces (JTTF’s) across the country, integrating
intelligence through unprecedented cooperation with the CIA, and building successful cases that
would not have been thought viable a mere four years ago. Bringing these cases to court are
talented assistant U.S. attorneys across the country, working under the guidance of a small group
of experienced prosecutors at DOJ’s Counter-Terrorism Section (CTS) under the leadership of
my co-panelist here today, Barry Sabin. Over the past two months, the public has received
dramatic reminders of this group’s effectiveness, with the indictments of the Holy Land
Foundation’s leadership echelon and the convictions of Abdulrahman Alamoudi and the Elashi
brothers.

The Civil Division of the Department of Justice also plays a key but often unnoticed role in the
overall effort. A team of premier lawyers from the Civil Division and the Department of the
Treasury has successfully defended every administrative action that Treasury has taken in the
terrorist financing campaign against a wide range of constitutional challenges. Congress has
given the Treasury Department some very robust powers, such as the ability to block suspected
terrorist-related assets, even pending investigation. We have used these powers judiciously, as
the courts have affirmed in rejecting legal challenges to these authorities and our use of them.
Working together with the Civil Division, the Treasury Department has prevailed in the defense
of lawsuits brought by three U.S.-based charities challenging their designation as Specially
Designated Global Terrorists pursuant to E.O. 13224. The charities asserted that the Treasury
Department, including the Office of Foreign Assets Control (OFAC), had exceeded its authority
under the International Emergency Economic Powers Act and violated various constitutional
guarantees. In addition, the charities brought an Administrative Procedure Act challenge to the
type and quantum of evidence on which Treasury relied in making the designations. Courts of
Appeals in the District of Columbia and the Seventh Circuit upheld the legality of Treasury’s
actions. Holy Land Foundation for Relief & Development v. Asheroft, No. 02-5307, 2003 WL
21414301 (D.C. June 20, 2003); Global Relief Foundation, Inc. v. O’Neill, 315 F.3d 748 (7“‘ Cir.
2002); Benevolence Intern. Foundation, Inc. v. Ashcroft, 200 F. Supp. 2d 935 (N.D. Ill. 2002).
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Other law enforcement agencies, including Treasury’s premier financial investigators in the
Criminal Investigation Division of the IRS, have contributed to these efforts, untangling intricate
money laundering and tax evasion schemes implicated in terrorist financing investigations to
build cases for prosecution. U.S. Immigration and Customs Enforcement (ICE) at the
Department of Homeland Security also plays a critical role in terrorist financing cases, working
in close collaboration with the FBI. In an excellent example of information sharing between
federal law enforcement agencies, ICE vets all of its terrorist financing leads through the FBI
pursuant to a Memorandum of Agreement between DOJ and DHS. When an ICE investigation
has a nexus to terrorism or terrorist financing, the investigating ICE field office is instructed to
contact the appropriate FBI field office to arrange for a smooth transition of the investigation to
the FBI-led JTTF. ICE special agents enhance many JTTF investigations by providing
information and intelligence, language capabilities, and legal and investigative expertise. ICE
and the FBI also established a Joint Vetting Unit staffed by senior personnel from each agency to
identify investigations with a potential nexus to terrorist financing. Thus, the FBI and DOJ are
immediately aware of all ICE cases that relate to terrorist financing. ICE also does important
investigative work in such areas as bulk cash smuggling, unlicensed money remitters, and money
laundering through insurance and other non-traditional financial mechanisms.

Other departments and agencies bring expertise, authorities and resources to the campaign
against terrorist financing. When it comes to diplomatic efforts, the State Department is of
course at the forefront. Since 9/11, the State Department has built a worldwide coalition against
terrorist financing — a monumental achievement — and endeavors every day to strengthen it.

And, in the overseas intelligence arena, the CIA and its intelligence partners have also
reconstituted themselves since 9/11 in ways that are critical to the overall effort but which, in
many respects, cannot be discussed in this setting. Our greatest accomplishments to date have all
been collaborative efforts, and our success in the future will depend on the strength of our
interagency communication, cooperation and collaboration.

C. The Office of Terrorism and Financial Intelligence -- Enhancing Treasury’s
Contribution

The Congress and the President have given the Treasury Department the responsibility to
safeguard the integrity of the U.S. and international financial systems from abuse by terrorists,
rogue states, money launderers, and criminals. Treasury — as the United States’ Finance Ministry
— is well situated to accomplish this mission given its role in both the domestic and international
financial systems. Treasury has unique relationships in the international community, including
with Finance Ministries, Central Banks, financial intelligence units, and international financial
institutions, as well as with the private sector.

To safeguard the financial systems both at home and abroad, the Treasury Department draws
upon several capabilities:

e Sanctions and Administrative Powers: Treasury wields a broad range of powerful
economic sanctions and administrative powers to attack various forms of illicit
finance, including E.O. 13224 issued under the International Economic Emergency
Powers Act (IEEPA). Treasury’s OFAC administers and enforces the various
economic sanctions and restrictions imposed under the Secretary’s IEEPA authority.
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o Financial Regulation and Supervision: Treasury, through the Financial Crimes
Enforcement Network (FinCEN), administers the Bank Secrecy Act (BSA) and issues
and enforces anti-money laundering /counter-terrorist financing regulations. Treasury
further maintains close contact with the federal financial supervisors ~ including the
Treasury Department’s Office of the Comptroller of the Currency and Office of Thrift
Supervision — with the goal of ensuring that these regulations are being implemented
consistently throughout the financial sectors.

o International Initigtives: Treasury is part of and has access to an extensive
international network of Finance Ministries and Finance Ministry-related bodies such
as the Financial Action Task Force (FATF) and various FATF-Style Regional Bodies,
the International Monetary Fund (IMF), the World Bank, the G7, and various regional
multilateral development banks. In addition, FinCEN is the critical facilitator for the
international relationships among financial intelligence units organized through the
Egmont Group.

e Private Sector Qutreach: As aresult of our traditional role in safeguarding the
financial system, Treasury has developed a unique partnership with the private sector.
Through such outreach programs as the BSA Advisory Group (BSAAG) and other
regulatory and educational seminars and programs, Treasury maintains a close
relationship with U.S. financial institutions to ensure a smooth exchange of
information related to money laundering and terrorist financing. FinCEN administers
Section 314 of the U.S.A. PATRIOT Act (Patriot Act), which mandates enhanced
information sharing between the government and the financial sector.

o Law Enforcement and Law Enforcement Support: Treasury combats various forms of
financial crime through the direct law enforcement actions of IRS-CI and the law
enforcement support provided by FinCEN and Treasury’s regulatory authorities.

These assets place the Treasury De;gartmem at the epicenter of the forces arrayed against terrorist
financing. Since the September 11" attacks, Treasury has diligently applied these assets as part
of a comprehensive campaign against terrorist financing. However, until just recently,
Treasury’s structure did not match its mission in combating terrorist financing as a distinct
priority. At the same time that the Commission was preparing the release of its final report, the
Treasury Department was preparing a new office structure to improve its ability to combat
terrorist financing. The creation of the Office of Terrorism and Financial Intelligence (TFI) at
the Treasury Department will enable the Department to bring all of its assets to bear more
effectively than it ever has before and to play the leadership role that it should play in battling
terrorist financing. The fight against terrorism financing will be a long one, and TFI is structured
to manage all of Treasury’s resources, authorities and expertise to attack terrorist financing over
the long term.

One key function of TFI is to assemble, integrate and analyze intelligence. The war on terror
remains a war of information, and TFI’s Office of Intelligence and Analysis (OIA) is helping us
meet this challenge. OlA will integrate, for the first time, all of the Department’s information
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and intelligence streams, including BSA data at FinCEN, OFAC targeting analysis and sanctions
enforcement data, and all intelligence flowing into the Department from the intelligence
community. Frankly, this is an area where significant improvement is needed because, prior to
the creation of OIA, these data were generally kept in separate “stovepiped” channels. OIA
ensures that appropriate security and privacy protections are implemented to safeguard data and
that these data streams are reviewed, synthesized, and presented to policymakers for appropriate
action.

TFI also includes the Office of Terrorist Financing and Financial Crimes (OTF), which is the
policy and enforcement apparatus for the Department on terrorist financing, money laundering,
financial crime, and sanctions issues. Building on earlier Treasury efforts, OTF integrates the
important functions of OFAC and FinCEN with other components of the Department. OTF
represents the United States at international bodies dedicated to fighting terrorist financing and
financial crime, such as the FATF, and will increase our other international efforts in this field.
Domestically, OTF will continue to develop and implement strategies against money laundering
and other financial crimes. For example, OTF is working closely with FinCEN, which has the
responsibility to effectively enforce the BSA and related provisions of the Patriot Act. OTF is
also increasing our interaction with federal law enforcement and works closely with the criminal
investigators at the IRS to deal with emerging domestic and international financial crimes of
concern.

Both the intelligence and operational functions are under my direction, and it is my responsibility
to ensure that they complement and support each other’s missions. I believe that, if 1 do my job
well, TFI will significantly enhance Treasury’s contribution to our government’s campaign
against terrorist financing. Ilook forward to working with this Committee to achieve that goal.

D. Our Anti-Money Laundering Regime is Critically Important, but Cannot Alone Stop or
Defeat Terrorist Financing

As Iindicated earlier, I agree with the Commission’s key recommendation that “[v]igorous
efforts to track terrorist financing must remain front and center in U.S. counterterrorism efforts.”
The simple fact remains that the money trail generally does not lie. As we have developed,
analyzed, and shared financial intelligence throughout the government, we have refined the way
in which we can use money trails to identify, locate, and arrest or capture terrorists and their
networks. Studying money trails can also help us understand how terrorists exploit
vulnerabilities in our financial systems and take advantage of regulatory weaknesses. This, in
turn, permits us to address these vulnerabilities through improved regulatory guidance and by
informing private sector institutions of vulnerabilities in their systems.

In order to track money trails of any kind, you need financial information. Much of this
information is obtained overtly, through laws promoting financial transparency like the BSA.
The key question before us is whether the systems we have implemented to ensure financial
transparency — most of which were aimed at money laundering — are sufficient to provide the
federal government with the information it needs to “vigorously track terrorist financing.”
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Our approach to obtaining the necessary financial information to combat terrorist financing has
been forged by nearly twenty years of experience in combating money laundering. But there are
important and fundamental differences between the financing of terrorism and money
laundering, and by relying exclusively on the same methods and tools, we may inhibit our ability
to succeed. Treasury, through FinCEN, administers the BSA, which is principally aimed at
achieving the appropriate level of financial transparency to detect and prevent money laundering.
With money laundering, investigators look through a telescope trying to detect the movement of
large amounts of cash. With terrorist financing, investigators need a microscope in order to
identify and track the movement of relatively small amounts of often “clean™ money supporting
an evil purpose.

We have begun the effort to study whether we can devise tools or systems aimed more
particularly at terrorist financing. Ilook forward to working together with this Committee on
this important issue. As this Committee knows well, one critically important tool against both
money laundering and terrorist financing was provided by Section 314 of the Patriot Act, which
mandates the sharing of information with and among the financial sector, that is, both vertically
(between the government and the industry) and horizontally (providing a safe harbor that allows
industry members to share with each other). Treasury has implemented this section by creating a
“pointer” system for law enforcement. This system gives law enforcement, in the right case, the
ability to work with FinCEN to transmit names of persons of interest to the financial sector to
determine whether those institutions have any relevant transaction or account information. The
industry reports back only when it has information, and then law enforcement follows up with
the institution with appropriate process. The system implemented by FinCEN has been
successful, and law enforcement has advised that it has been a valuable tool. But this system is
only a first step when it comes to information sharing.

We should endeavor to develop better processes for sharing information with the financial sector.
The financial industry is eager to help — indeed, it has been very helpful already. We must figure
out ways to effectively and appropriately share relevant information with the financial sector to
better equip it to generate financial information that will help us identify terrorist financing. This
will not be an easy task. Much of the information relevant to terrorist financing is classified.
Moreover, law enforcement is correctly reticent about sharing information that could
compromise an investigation. Finally, we need to be sensitive to the privacy and reputational
interests of our citizens and ensure that appropriate controls are in place to safeguard
information.

1t is also important to remember that the movement of money in the 21% century knows no
borders. Terrorism — particularly the type of terrorism we are dealing with since 9/11 - has
global reach. The United States is leading the global effort to increase financial transparency,
and rules guaranteeing a certain level of transparency are absolutely required if we are to be
effective at tracking terrorist financing. Section 311 of the Patriot Act allows us to protect our
financial systems from illicit funds emanating from jurisdictions that do not have such rules.
This provision provides the authority to prevent jurisdictions and foreign financial institutions
found to be of “primary money laundering concern™ from doing business with the United States.
Just this past May, the Treasury Department designated the Commercial Bank of Syria (CBS),
based on concerns relating to financial transparency, and problems we observed with that
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institution, including terrorist financing. Pursuant to this designation, we have issued a proposed
rule that, when issued in final form, will oblige U.S. financial institutions to sever all
correspondent relations with CBS. The Commercial Bank of Syria will either take effective
steps to address our concerns, or we will cut it off from our financial system. Actions of this
type will help cause jurisdictions and institutions to adopt real reforms that impose an acceptable
degree of financial transparency, and will help protect the integrity of our financial system in the
meantime. As Under Secretary of TF1, T will aggressively apply Section 311 when we have
reason to believe that our financial system is being threatened by terrorist financing or other
criminal networks.

E. Using Designations More Effectively

I think I have made clear my view that those of us engaged in the financial war against terrorism
should, in every instance, wield whatever tool is best able to advance the overall mission to stop
terrorism. Acting in accordance with that principle, however, requires an accurate understanding
of the power of each of the relevant tools. In that regard, I would like to discuss the value of the
public actions the Treasury Department can take ~ particularly public designations. The 9/11
Commission states that “public designation of terrorist financiers and organizations is still part of
the fight, but it is not the primary weapon. Designations are instead a form of diplomacy, as
governments join together to identify named individuals and groups as terrorists. They also
prevent open fundraising.” While I agree with the first quoted sentence, I think in this particular
passage, the 9/11 Commission does not give enough credit to the potential power of public
designations. In addition to being a form of diplomacy and stopping open fundraising, if used
properly, designations can be valuable by:
(1) shutting down the pipeline through which designated parties raise and move money;
(2) informing third parties, who may be unwittingly financing terrorist activity, of their
association with supporters of terrorism;
(3) deterring non-designated parties, who might otherwise be willing to finance terrorist
activity; and
(4) forcing terrorists to use potentially more costly, less efficient and/or less reliable means
of financing.

These benefits of designation cannot be measured by simply totaling the amount of terrorist-
related assets frozen. Terrorist-related accounts are not pools of water awaiting discovery as
much as they are rivers, with funds constantly flowing in and out. By freezing accounts, we dam
that river, thus not only capturing whatever water happens to be in the river at that moment but,
more importantly, also ensuring that this individual or organization can never in the future act as
a conduit of funds to terrorists. .Indeed, if fully implemented, a designation excommunicates
supporters of terrorism from the formal financial system, incapacitating them or driving them to
more expensive, more cumbersome, and riskier channels.

I'say “if fully implemented” because, as the 9/11 Commission recognized, implementation is
vital in this context, but not at all assured. The great majority of terrorist financiers and
facilitators operate and store their money overseas. For designations to have a maximum impact,
we must persuade other nations to take action alongside us. This is not a simple task. In some
cases there is a failure of will, and in others there are insufficient means to take administrative
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action. In either case, we must continue to persuade, cajole, or provide needed technical
assistance to make sure that our designations are more than just words on paper. Over the past
three years, the State Department has labored tirelessly in this cause, and its persistent work has
yielded results: dozens of countries have joined us in submitting over 285 al Qaeda-linked
targets for designation under the United Nations; 87 countries in every region of the world have
either adopted new laws and regulations to fight terrorist financing or are in the process of doing
so; and 20 different U.S. government offices and agencies have provided technical assistance and
training to help front-line states develop counter-terrorist financing and anti-money laundering
regimes. TF1is currently assisting foreign states to make designations more effective through
the development of: intelligence-driven designation protocols; notification, freezing, seizing and
reporting protocols for the private sector; and investigative protocols for following leads
stemming from frozen accounts and transactions.

We can also improve the effectiveness of designations by focusing on key financial targets. We
cannot afford to expend valuable resources and political capital on designations that have litile or
no practical effect in interdicting terrorist funding or deterring those who would otherwise
support terrorism. In this sense, the number of designations issued, like the amount of terrorist-
related assets frozen, is a potentially misleading metric, because that number says nothing about
whether a designation has any real impact. Designations are most disruptive and effective when
applied against terrorist financiers, facilitators, and donors whose financial support is critical to
terrorist operations. Such designations also have the greatest deterrent effect among other
potential terrorist supporters.

In assessing the potential value of designations, it is also important to realize that designations
are also not necessarily applied at the expense of other actions. The administrative nature of
designations and the congressionally-authorized use of classified information to support them
allow us to shut down terrorist financing sources and conduits quickly when other options may
not be ripe for action. In these instances, we can continue to pursue parallel criminal
investigations and prosecutions.

For example, just two months after the President signed Executive Order 13224, the Treasury
Department froze the assets of three large Islamic charities associated with terrorist financing
activity in the U.S.: the Holy Land Foundation (HLF), the Global Relief Foundation (GRF), and
the Benevolence International Foundation (BIF). These actions ensured that no more money
would flow from these organizations to al Qaeda or other terrorist groups. The assets of these
organizations were instantly locked in place. Thereafter, the Department of Justice successfully
prosecuted BIF’s chief executive officer, Enaam Aranout. In the case of HLF, the Department of
Justice has also indicted the organization and its leadership on terrorist financing-related charges
and is now seeking to forfeit the assets that Treasury blocked pursuant to designation. This
combination of designation and law enforcement action created an optimal outcome. First, the
more nimble administrative standard for designations allowed Treasury to intercede swiftly and
shut down terrorist financing that was occurring through HLF accounts, thereby potentially
preventing future terrorist acts. Second, the Justice Department was able to continue its criminal
investigations of terrorist financing activity and carefully build its cases for criminal prosecution
under the more restrictive processes and evidentiary standard that attend our criminal justice
system. Third, Treasury’s designation prevented the flight of terrorist-related assets out of the
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United States, securing these assets for constructive use. These effects demonstrate how terrorist
financing designations can facilitate and complement other actions by the government.

F. The Need for International Cooperation and Engagement

As I have mentioned above, our terrorist financing campaign depends on international
cooperation. The terrorist threats that we face and the capital provided to fuel terrorist activity
emanate principally from abroad. Attacking, preventing and protecting against these threats
require international action. Treasury has worked together with the State Department and others
in the interagency community to enlist international support in a global campaign against
terrorist financing.

Building on Treasury’s relationships with Finance Ministries around the world, we have
developed a strategy to globalize this campaign that includes: (i) establishing or improving
international standards to address identified vulnerabilities; (ii) ensuring global compliance with
these standards; (iii) improving global capabilities to identify, freeze and investigate terrorist-
related assets and accounts; (iv) addressing financing mechanisms of particular concern, and (v)
facilitating the sharing of information.

Together with our counterparts in the FATF, Treasury has covered tremendous ground since 9/11
in developing international standards to combat terrorist financing, building from the
international community’s experience in combating money laundering. These standards have
mobilized the international community to take action on important terrorist financing issues such
as: freezing terrorist-related assets; regulating and monitoring alternative remittance systems;
ensuring accurate and meaningful originator information on cross-border wire transfers, and
protecting non-profit organizations from terrorist abuse. Treasury is also engaging the FATF to
pursue the risk of terrorist financing through cash couriers. The recent decision by the IMF and
World Bank to make country compliance with the FATF standards a part of their regular
surveillance of global financial sectors is an important step forward in giving real meaning to
these standards. These efforts have produced considerable results, but more can and should be
done. TFI will continue to engage the international community to target specific issues and
jurisdictions of concern, and to encourage effective implementation of standards to combat
terrorist financing.

Conclusion

In preparing for my new position, | have repeatedly confronted questions about our effectiveness
in the campaign against terrorist financing. Put simply, are we making progress? How can we
know if we are achieving our objectives? How do we measure success?

These are important questions, and difficult ones. Al Qaeda does not release financial
statements, and we will never know precisely how much money is flowing to a terrorist group in
a given year or how much money intended for terrorists never reached their hands due to our
efforts. We therefore often find ourselves discussing proxies for these ultimate questions: how
many donors and facilitators are captured or behind bars; how much money has been frozen or
seized; how many countries are joining us in freezing assets or upgrading their laws to make it

10
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harder to move money illegally. Each of these benchmarks points to only one aspect of the
problem, though, and imperfectly at that.

More revealing, to my mind, is intelligence that reflects the ease or difficulty with which
terrorists are able to raise, move, and store money. If reporting suggests that fewer and fewer
donors are willing to risk sending money to terrorist groups — that is a sign of success. If we see
that a terrorist group is resorting to riskier and more cumbersome ways of moving money - that
is also a sign of success. And if we receive intelligence that terrorist groups like al Qaeda or
HAMAS are desperate for money, that is the best indicator we have that we are making a real
difference.

The information available to us indicates that there are some encouraging answers to these
questions. Not surprisingly, the information also suggests that we still have a lot of work to do.
1 think it is fair to say that, while we must prepare for a long term campaign against terrorist
financing, our policies are beginning to achieve results, and we are headed in the right direction.

1 would be happy to answer any questions that you may have.

-30-
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Statement by
Under Secretary Frank Libutti
Information Analysis and Infrastructure Protection Directorate
Department of Homeland Security
Before the House Financial Services Committee
August 23, 2004

Good moming Chairman Oxley, Congressman Frank and distinguished members of the
Committee. I am pleased to appear before you today to discuss the protection of the financial
services sector, including critical infrastructure protection initiatives. In my testimony today,
will provide an overview of the Information Analysis and Infrastructure Protection Directorate
(1AIP), describe initiatives that the Department of Homeland Security has taken to protect the
financial services critical infrastructure in general, and discuss some of the more specific actions
taken after the recent elevation of the threat level to Code Orange for the financial services sector
in New York City, Northern New Jersey, and Washington, DC.

Established by the Homeland Security Act of 2002, IAIP leads the Nation’s efforts to protect our
critical infrastructure from attack or disruption. The IAIP Directorate was created to analyze and
integrate terrorist threat information, and to map those threats against vulnerabilities—both
physical and cyber—to protect our critical infrastructure and key assets.

IAIP includes the Homeland Security Operations Center (HSOC), the Office of Information
Analysis, the primary analytic center for threat information and intelligence within DHS, and the
Office of Infrastructure Protection (IP). IP’s mission is to lead the coordination of Federal, State,
and local efforts to secure the Nation's infrastructure. I am responsibie for all three.

In today’s highly technical and digital world, we recognize that attacks against us may manifest
themselves in many forms, including both physical and cyber attacks. In addition, we recognize
the potential impacts one attack may have on a variety of other assets. This interconnected and
interdependent nature of our infrastructure makes our physical and cyber assets difficuit to
separate, and it would be irresponsible to address them in isolation.

Recognizing the potentially devastating effects of disruption of services or catastrophic failures
in the banking and financial sector, IAIP works on a daily basis to assess threats and
vulnerabilities; mitigate risk; develop protective measures; and communicate with the sector.
The banking and finance sector not only represents both physical and cyber vulnerabilities, but is
also critically interconnected with every other critical sector within our Nation.

IAIP Coordination and Information Sharing

As directed by Homeland Security Presidential Directive 7, IAIP has focused on monitoring and
assessing threats and vulnerabilities to all sectors, including the Banking and Finance sector.
Sharing this information with the private sector is a vital component of IAIP’s mission. DHS
also acts as a coordinator with other government entities. In the financial field, IAIP partners
with the US Treasury Department to share information with government entities and the private
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sector through three entities: the Financial Services Sector Coordinating Council (FSSCC), a
council of private-sector financial services associations, the Finance and Banking Information
Infrastructure Committee (FBIIC), a body of government agencies, and the Financial Services
Information Sharing and Analysis Center (FS-ISAC).

The FS-ISAC, established in 1999, provides a mechanism for gathering, analyzing, and
appropriately sanitizing and disseminating information to and from infrastructure sectors and the
Federal Government. Every two weeks the FS-ISAC conducts threat intelligence conference
calls at the unclassified level for members, with DHS JAIP providing input. These calls cover
physical and cyber threats, vulnerabilities, incidents that have occurred during the previous two
weeks, and suggestions and guidance on future courses of action. The Financial Services ISAC,
as with all ISACs, is capable of organizing crisis conference calls within an hour of the
notification of a Crisis Alert. In addition, DHS has established close working relationships with
the appropriately cleared senior members of the ISAC to exchange classified information as
appropriate.

IAIP receives and evaluates current threat and incident information, including suspicious activity
reports, submitted directly by the industry or through the ISAC and provides timely feedback on
those issues. As recent events have exemplified, during times of elevated threat, IAIP intensifies
its efforts to coordinate and reach out to the private sector, the entities described above and other
government agencies.

IAIP Initiatives

In preparation for responding to threats and elevated threat levels, IAIP has been building and
coordinating a two-way exchange of information with the public and private sectors. These
efforts have also included building relationships with the private sector and government entities
as well as implementing and integrating technical and information sharing solutions. I would
like to take this opportunity to discuss two of these initiatives with you today.

HSIN-CI

The Homeland Security Information Network (HSIN) - Critical Infrastructure (CI) was launched
earlier this summer and was specially designed to communicate real-time information to critical
infrastructure owners and operators, 85 percent of whom are part of the private sector. HSIN-CI
has the capacity to send alerts and notifications to the private sector at a rate of:

10,000 simultaneous outbound voice calls per minute
30,000 inbound simultaneous calls (hot line scenario)
3,000 outbound simultaneous faxes

5,000 outbound simultaneous Internet e-mail

The Homeland Security Operations Center (HSOC) regularly disseminates domestic terrorism-
related information generated by the Information Analysis and Infrastructure Protection
Directorate, known as “products” to Federal, State, and local governments, as well as private-
sector organizations and international partners. The HSOC communicates in real-time to its
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partners by utilizing HSIN internet-based counterterrorism communications tool, supplying
information to all 50 states, Washington, D.C., and more than 50 major urban areas. Threat
products come in two forms:

e Homeland Security Threat Advisories which are the result of information analysis and
contain actionable information about an incident involving, or a threat targeting, critical
national networks, infrastructures, or key assets. They often relay newly developed
procedures that, when implemented, significantly improve security and protection.
Advisories also often suggest a change in readiness posture, protective actions, or
response, and

e Homeland Security Information Bulletins which are infrastructure protection products that
communicate information of interest to the nation’s critical infrastructures that do not
meet the timeliness, specificity, or significance thresholds of Threat Advisories. Such
information may include statistical reports, periodic summaries, incident response or
reporting guidelines, common vulnerabilities and patches, and configuration standards or
tools.

IAIP Response to Recent Financial Services Sector Threat

Before I address the role of IAIP in protecting our nation’s critical financial infrastructure, I
would be remiss, given this Committee’s leadership in the fight against terrorist finance and
financial crime, if I did not take a moment to highlight for you the other important role of DHS
relative to the financial services industry — that is, our role in the investigation of a wide variety
of financial crimes.

I know this Committee is uniquely positioned to appreciate the depth of financial investigative
expertise and jurisdiction now housed within the Department of Homeland Security. The
investigative functions and personnel of the former U.S. Customs Service, now housed within
Immigration and Customs Enforcement, include some of the most experienced financial
investigators in the U.S. government. In addition, DHS is also home to the United States Secret
Service, which has, as one of its primary missions, the investigation of counterfeiting, credit card
fraud, access device fraud, and cyber crime. Together, they represent a vast and impressive array
of expertise critical to protecting our Nation’s financial systems. ICE’s investigative work in the
areas of bulk cash smuggling, unlicensed money remitters, and other non traditional financial
mechanisms, greatly enhances the U.S. government’s ability to combat financial crime and
detect and address vulnerabilities within the financial systems.

The latest series of events against the U.S. financial institutions was spurred by ongoing concerns
over al-Qaida’s interest in targeting U.S. critical infrastructure as well as recent intelligence
revelations of detailed reconnaissance against several U.S. financial institutions. Based on the
multiple reporting streams and the information contained in these reports, the Intelligence
Community concluded that the information warranted the heightened alert status.
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The level and specificity of information found was alarming, prompting DHS raise the threat
level to ORANGE for the financial services sector in New York, northern New Jersey and
Washington, D.C. on Sunday, August 1. This was the first time the level had been changed for
an individual sector and geographic-specific area.

In response to the heightened threat level, IAIP acted on several fronts to address the threat. In
accordance with established DHS notification protocol for raising the threat level, conference
calls were arranged between DHS, FS-ISAC, FSSCC, FBIIC, state homeland security personnel,
and local law enforcement. The Financial Services Roundtable, a private sector group
representing the electronic commerce interests of the largest bank holding companies in the
United States, was also included along with numerous other financial sector entities. In addition,
senior leadership personally met with CEOs and Security Directors from the financial sector to
better inform them of the evolving conditions and to provide guidance.

Simultaneously, Secretary Ridge activated the Interagency Incident Management Group to
monitor and assess threat conditions. The IIMG is a headquarters-level multi-agency
coordination entity that facilitates Federal domestic incident management activities. The mission
of the IIMG is to provide strategic situational awareness, synthesize key intelligence and
operational information, frame operational courses of action/policy recommendations, anticipate
evolving requirements, and provide decision support to the Secretary of Homeland Security and
other senior officials as requested during select periods of heightened alert and national-level
domestic incidents. To accomplish this mission, the IIMG is task-organized to include
representation from DHS components and staff offices as well as a tailored group of interagency
participants.

Subsequent to providing immediate alerts to the financial sector regarding the threat, IAIP
continued to work with the industry to ensure that all targeted financial institutions were
individually briefed. IAIP coordinated with Federal, State, and local law enforcement entities to
ensure that the appropriate information was exchanged between the government and the private
sector. 1AIP also polled the various financial institutions to determine what additional protective
measures were implemented as a result of the heightened alert. This included the deployment of
IAIP personnel to provide technical assistance to local law enforcement and facility owners and
operators.

IAIP personnel were also immediately deployed to facilities in Washington, DC, New York City,
and northern New Jersey. Teams of IAIP personnel conducted Site Assistance Visits (SAVs), in
collaboration with local law enforcement officials and asset owners and operators, to facilitate
vulnerability identification and discuss protective measure options. A total of 21 visits have
been conducted thus far of facilities in the banking finance sector. Owners, operators, and
security personnel were also given Common Characteristics and Vulnerability (CCV) reports
and Potential Indicators for Terrorist Attack (PITA) reports to help them identify vulnerabilities
and precursors to terrorist attacks.

In addition to SAVs, IAIP personnel have been working with individual facilities and local law
enforcement entities to implement buffer zones around select banking and finance facilities.
Buffer zones are community-based efforts focused on rapidly reducing vulnerabilities “outside
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the fence™ of select critical infrastructure and key resources. To support these efforts, IAIP
provides assistance to local law enforcement officials to develop and implement buffer zones.
To date, six buffer zone implementation plans for the banking and finance sector have been
submitted to IAIP by State homeland security advisors.

Information gathered from SAVs and buffer zone implementation plans, and updates from the
threat data, is being given to the Principal Federal Official (PFO) in New York City. The PFO is
a US Secret Service agent designated by DHS as the lead Federal official to coordinate activities
surrounding the Republican National Convention, a National Special Security Event (NSSE),
and to coordinate department activities in response to the specific threat. 1AIP personnel are
assigned to the PFO staff to provide expert, subject-based knowledge and act as a conduit to
resources held by the rest of the department. IAIP continues to support the New York PFO in
the days leading up to the Republican National Convention with updated information, technical
expertise, and material assistance when appropriate.

At this time, TAIP is continuing to work on assessing the threat posed by the recent surveillance
discovery. IAIP is also studying the interdependencies between the financial sector and other
critical infrastructures. The purpose of this analysis is to determine the level of potential
interdependencies if any of the targeted institutions are attacked, as well as whether attacks on
other critical infrastructure could even more seriously impact the financial sector. The results
will be used to identify whether additional protective measures are required.

As | have discussed with you today, IAIP has taken many actions to secure the financial services
sector. Our job, however, is not done. We will continue to monitor the evolving threat
conditions and communicate even better with the private sector. Together with the Department
of Treasury, we have laid the foundation for a true partnership with the public and private sector.
Based on this foundation, and with continued dedication, we will continue to work to protect our
Nation.

Again, thank you for the opportunity to testify before you today. I would be pleased to answer
any questions you have at this time.
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August 23, 2004
Barry Sabin, Chief
Counterterrorism Section
Criminal Division
United States Department of Justice

Chairman Oxley, Congressman Frank, and Members of the Committee, I am
honored to appear before this Committee. I am also pleased to share the microphone
today with Treasury Undersecretary Stuart Levey, a dedicated and principled former
colleague, as I discuss with you some of the Justice Department’s efforts to investigate
and prosecute terrorist financing matters, and how we are using the legislation Congress
provided to the Executive Branch to protect the American people from future terrorist
attacks.

The recent elevation of the United States terrorism threat level in connection with
the financial services industry remind us that the terrorists continue to plot catastrophic
attacks against us. Working in concert with our foreign partners yielded related terrorist
arrests and charges just last week in the United Kingdom. In recent months, we have
seen the seizures of large quantities of chemicals used to make bombs from a garage near
London’s Heathrow Airport; the bombings in Madrid; a car bombing in Riyadh that
killed five and wounded 147 others; and the defusing of five other bombs in and around
Riyadh. Usama bin Laden has issued yet another call for Al Qaeda and its supporters to
continue their violent terrorist jihad against the United States. These developments,
separately and collectively, indicate that the United States and its allies remain a target of
deadly, worldwide attacks by Al Qaeda and others whose view of the world involves the
indiscriminate killing of innocent people.

Working together, the various components involved in the United States’ efforts
to combat terrorism and its funding have made significant progress and scored key
strategic victories, while continuing to respect human rights and the Constitutionally-
guaranteed civil liberties of those affected by the threat of terrorism. We are extremely
cognizant of the need to protect our nation’s cherished freedoms and liberties during the
struggle to preserve our national security interests. On a daily basis, throughout this
country, indeed throughout the world, Justice Department lawyers selflessly contribute to
this mission. We are sobered and ennobled by the unique opportunity that history has
presented to us to seek justice, both in our words and in our actions.

To be clear, we will be aggressive, as Congress and the American people rightly
expect that of us. Our concerted efforts and reliance on the rule of law have led to the
disruption or demise of terrorist cells in locations such as Buffalo, Charlotte, Portland,
Seattle and Northern Virginia. We continue to dismantle the terrorists’ financial networks
— including those that rely on petty crime or that prey on charities — through, in part, an



132

application of standard white collar investigative techniques. To be sure, criminal
prosecution remains a vital component of the war on terrorism, and we at Justice have
used our law enforcement powers when appropriate to prevent terrorist acts. Much of
our success is due to the wide array of legislative tools made available to us by this
Committee and the Congress, for which we are grateful. We are looking forward to
additional legislative enactments, some of which will be considered by this Committee.

Today, I would like to survey: first, some of what we have done since 9/11 in the
area of terrorist financing criminal enforcement; second, some of the future trends that
we foresee; and lastly, how this work relates to the Treasury Department and the
Department of Homeland Security, and the oversight responsibilities of this Committee,
My goal is to cite some examples and highlight some trends, and I do not intend this
description to be a comprehensive review of all that has been done in this area by the
Justice Department.

A. What We have Seen Since 9/11

I must first stress our main priority since 9/11: preventing terrorist attacks before
they occur. In the United States, we rightly do not criminalize thoughts or speech.
Instead, our criminal laws are crafted to rely on demonstrable acts. A prosecutable crime
occurs when these acts occur in combination with a requisite mental state. This presents
a challenge where we seek to use the prosecutorial function to prevent terrorism, for we
do not want to wait until the terrorists show their hand by taking a significant step
towards a deadly attack in order to assure that we have enough evidence to convict.

Thanks to Congress, we have a legal regime that allows us to avoid this thorny
operational issue. The crimes of providing material support to terrorists and terrorist
organizations ~ 18 U.8.C. § 2339A and 2339B — criminalize conduct several steps
removed from actual terrorist attacks. These crimes are specifically designed to redress
the problem of the terrorist financier, someone whose role in violent plots is not
obviously lethal but involves the act of logistical and financial facilitation. These
offenses, along with the criminal penalty provisions of the International Emergency
Economic Powers Act (IEEPA) - 50 U.S.C. § 1701, et seq — which we frequently use in
material support prosecutions -- contain the offenses of attempt and conspiracy, which
adds to our ability to take down terrorist plots at a very early stage of planning. Quite
simply, we seek to intercept the money that is being transferred to purchase the explosive
components, rather than intercept the terrorist with the bomb on his way to the scene of
the attack.

Stemming from this legal regime, especially since September 11, we may glean
some themes that illustrate important aspects of what Congress has provided us, how we
have used those legislative tools, and what type of additional legislation may be in order.
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(1) The FTO Designation Process and Terrorist Infiltration of Charities

The watershed legislative development of terrorist financing enforcement
occurred in 1996, when Congress passed the Antiterrorism and Effective Death Penalty
Act (AEDPA). This statute created the § 2339B offense, and the concept of “designated
foreign terrorist organizations” (FTOs). In October 1997, the Secretary of State
announced the first round of FTO designations, which included Hamas, Hizballah, and
the Palestinian Islamic Jihad (P1J). Al Qaeda was added in 1999. Today, there are 38
FTOs. This list is intentionally public, designed for all the world to see.

Section 2339B prohibits persons subject to U.S. criminal jurisdiction from
knowingly providing material support to a foreign terrorist organization, irrespective of
the donor’s intent for the donation. Faced with this crime, persons in the U.S. — who
were previously raising funds on behalf of such groups as Hamas, Hizballah and
Palestinian Islamic Jihad — were forced to find another way to continue their activities,

In the 1990s, as Hamas® U.S.-based fundraising began to attract the notice of U.S.
authorities, a Hamas leader named Musa Abu Marzook, who was then living in the
United States, helped an organization known as Holy Land Foundation for Relief and
Development become Hamas’ U.S. beachhead and source of support. In December,
2001, the Holy Land Foundation itself was designated as a terrorist organization under
the President’s emergency economic authority. A few weeks ago, the Holy Land
Foundation and its officers were indicted by a grand jury in Dallas, for, among other
crimes, conspiring to provide material support to Hamas over the last decade.

Another accused U.S.-based terrorist financier, Sami Al-Arian, allegedly used his
University of South Florida office and several non-profit entities he established to
support the Palestinian Islamic Jihad. The trial of Dr. Al-Arian and his seven co-
defendants is scheduled to begin in January 2005.

Leaders of other seemingly-legitimate charities, which went by such names as
Benevolence International Foundation (Chicago) and Help the Needy (Syracuse) have
been charged with criminal offenses based on their financial connections to terrorists and
terrorist regimes. We expect that prosecutorial trend to continue as we work with our
counterparts in the FBI, the Internal Revenue Service(IRS), U.S. Immigration and
Customs Enforcement (ICE), and other agencies of and the Departments of the Treasury
and Homeland Security.

(2) Definition of “Material Support or Resources”

Section 2339B, along with its companion statute, § 2339A (enacted in 1994),
prohibit the act of knowingly providing “material support or resources” to terrorists, a
term of art specifically defined in the statutes. Included in this term are funds and other
forms of tangible items, as well as “personnel.” Since 9/11, we have relied on the
“personnel” prong of the definition to charge persons who sought to donate themselves to
violent jihad causes around the world.
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John Walker Lindh, who was charged under § 2339B, ultimately pleaded guilty to
an JEEPA charge after being captured in Afghanistan fighting on behalf of the Taliban.
He now is serving a 20-year prison term.

We prosecuted and obtained guilty pleas from several men living in Lackawanna,
New York, who had attended an Al Qaeda training camp in Afghanistan. In New York
City, we recently obtained the guilty plea and cooperation of Al Qaeda associate and
military procurer Mohammed Junaid Babar.

In Portland, Oregon, we convicted several members of that community who
attempted to travel to Afghanistan after 9/11 to fight against the U.S. military.

A former community leader in Seattle, Washington named James Ujaama was
charged with helping al Qaeda set up a violent jikad training camp in rural Oregon, and
ultimately pleaded guilty and agreed to cooperate in other terrorism investigations.

Recently in Northern Virginia, our prosecutors convicted several persons of
training in the U.S. to engage in violent jikad activities in the Kashmir region of the
Indian-Pakistani border. Earlier, we obtained in that district the guilty plea of Al Qaeda
operative Ilyman Fares.

Clearly, our ability to redress this conduct through criminal prosecutions would
not have been possible had Congress not provided us with a powerful tool like the
material support statutes.

(3) Penalties

Pursuant to section 810 of the USA PATRIOT Act, violations of the material
support statutes carry a 15 year prison sentence and, in certain cases, the possibility of
life imprisonment. These maximum penalties, combined with the terrorism enhancement
of the U.S. Sentencing Guidelines, allow us to exert significant leverage over terrorist
supporters to gain their cooperation, thereby parlaying the good results of one case into
additional indictments and disruption of further terrorist plots. We are aware of and
support pending legislation (H.R. 3016) that would increase the maximum penalty for
IEEPA violations to 20 years.

This leverage was on display in the Lackawanna and Portland Jihad cases, in
which the defendants all pleaded guilty and most agreed to cooperate. Tough sentences
also played a significant role in the first § 2339B prosecution ever to go to a jury. The
guilty plea of Said Harb in Charlotte, North Carolina provided us critical evidence that
permitted our government to supersede the RICO indictment against other significant
conspirators in a massive multi-state cigarette smuggling and tax evasion operation.
Following a jury trial, Hammoud was convicted under § 2339B and sentenced to a 155-
year prison term in the Hizballah military procurement plot. Prosecutors in other
districts have benefitted from the cooperation of persons who pleaded guilty to terrorist
support crimes in Lackawanna, Portland, and Northern Virginia.
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(4) Serial Prosecutions

The very process of “material support” investigations and prosecutions often
results in the identification of other targets and future prosecutions. For example:

. Following the Charlotte Hizballah case I mentioned, prosecutors in Detroit have
built on these successes to charge other Hizballah-connected individuals linked to
the cigarette smuggling and tax evasion conspiracy. Additionally, we recently
arrested Fawzi Assi, a Hizballah procurer who fled to Lebanon after being
charged under § 2339B.

. The Al-Arian case in Tampa has been supplemented by additional criminal
charges against co-defendant Sameeh Hammoudeh and Hatem Fariz in Tampa
and Chicago, respectively. Another Al-Arian associate, Fawaz Dahmra, was
convicted by a jury in Cleveland of misrepresenting his terrorist associations on
his U.S. naturalization application.

. The Holy Land Foundation case in Dallas was assisted by a FBI raid on
September 7, 2001, of a related computer company known as INFOCOM. Last
month, the brothers that ran INFOCOM were convicted by a jury in Dallas of
illegally shipping computer parts to Libya and Syria.

. The Northern Virginia Jihad case described above was initiated on the basis of
information developed by Chicago agents and prosecutors assigned to the
Benevolence International Foundation investigation.

Simply stated, aggressive law enforcement begets more enforcement and further
disruption of terrorist support mechanisms. Prosecutions generate more leads and
intelligence. Let me underscore the point because I think it is a critical one: increased
penalties yield cooperation by criminal defendants, which yields information -- indeed it
yields actionable intelligence, -- which enables the government to more successfully
prevent terrorist incidents and attack terrorist funding. As our terrorist financing
enforcement program continues -- and assuming Congress agrees to provide us with
additional personnel and resources -- we expect a dramatic growth in our prosecutorial
volume.

(5) Information-Sharing and Coordination

No matter how effective our criminal statutes are in theory, using them depends
on the development of facts. Since 9/11 and with the vital assistance provided by
Congress with the USA PATRIOT Act, criminal investigators and prosecutors now have
access to the full body of information developed by the U.S. intelligence community,
including intelligence gathered through investigative activities authorized by the Foreign
Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801 ez seq. The Attorney General has
declassified and authorized our prosecutors to use in criminal prosecutions, electronic
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intercepts and other intelligence gathering undertaken through FISA.. These cases
include the Holy Land Foundation and Sami Al-Arian cases previously described. The
Chicago indictment of three Hamas operatives, announced by the Attorney General this
past Friday, is another example. The Counterterrorism Section believes that Sections 218
and 504 of the USA PATRIOT Act, which has been vital to bringing these prosecutions,
represent a key Congressional contribution to our counterterrorism efforts, and we are
gratified that this view was shared by the National Terrorism Commission in its report.

Inter-governmental coordination, however, is not enough. Many of our
prosecutions have been aided by cooperation that stretches across international
boundaries. This is not surprising, given the global reach of the terrorist threat. For
example:

. The prosecution that resulted in the recent guilty plea by Abdulrahman Alamoudi
in an Alexandria, Virginia federal courtroom originated with information
provided to us by British law enforcement, which questioned Alamoudi at
Heathrow Airport about a briefcase containing $340,000. These funds, as it turns
out, came from Libya, a country with which U.S. citizens, like Alamoudi, have
been prohibited from financial dealings. Among the charges to which Alamoudi
pleaded guilty was a violation of section 18 U.S.C. § 2332d, which prohibits
financial transactions with the government of a nation that has been designated as
a state sponsor of terrorism.

. Abu Hamza al-Masri and Baber Ahmed, who have been charged with terrorist
support offenses in New York and Connecticut, respectively, are currently in
British custody awaiting extradition to the U.S.

. The Charlotte Hizballah case would not have been successfully prosecuted
without the great assistance of the Canadian Security Intelligence Service (CSIS).

. Mohammed Al-Moayed and Mohammed Zayed, Yemeni nationals allegedly
involved in an Al Qaeda and Hamas fundrasing operation, were arrested in
Germany and extradited to the U.S., where they will stand trial in Brooklyn,

B.  Future Trends

As noted, many of these prosecutions were made possible by information-sharing
rules that were changed with the help of the USA PATRIOT Act. These changes,
combined with other helpful amendments to our criminal statutes and investigative
authorities, have brought us where we are today.

I should also note something that frequently is overlooked in these types of
discussions: our reliance on traditional, time-tested criminal investigative techniques -
like undercover operations and financial analysis. Our enforcement record has benefitted
from Director Mueller’s decision, immediately after 9/11, to create a specialized unit of
financial investigators to focus on the problem of international terrorism. This unit,
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which is now known as the Terrorist Financing Operations Section (TFOS), is a
permanent part of FBI Headquarters” Counterterrorism Division. Like the white-collar
prosecutors we have brought into the Counterterrorism Section, the TFOS agents are
being asked to apply their criminal law expertise to national security. Their analysis and
techniques are, in many ways, not new. They are simply pointed at a different problem.

Undercover operations have resulted in several material support prosecutions. In
San Diego, following an undercover sting that led to Hong Kong, several persons were
charged in a plot to trade drugs for Al Qaeda-destined weaponry, and in Houston, an
undercover operation resulted in the arrest and conviction of several persons who were
plotting to procure military items for the Colombian terrorist group known as the AUC.
FBI undercover operations have resulted in missile-plot arrests in Newark, New Jersey
and, more recently, in Albany, New York as well as material support charges in the
attempt to provide military gear, including night vision goggles, in cases investigated in
Tennessee and New York. Undercover operations represent well-worn law enforcement
techniques.

We will also continue to rely on other crimes that do not depend on proof of
terrorism connections. The Bank Secrecy Act yielded information that resulted in the
terrorist designation of a Somalian financial network known as Al Barakat and our
prosecutors, relying on changes to the crime of operating an unlawful money transmitting
business (18 U.S.C. § 1960) made by the USA PATRIOT Act, obtained the conviction of
an Al Barakat agent in Massachusetts. This crime will remain a valuable part of our
counterterrorism arsenal, and we support pending legislation (FL.R. 3016) that would
make § 1960 a RICO predicate.

We also continue to be concerned about the so-called “lone wolf” international
terrorist. Currently, the definition of “agent of a foreign power” found in FISA includes
individuals with ties to groups that engage in international terrorism. It does not,
however, reach unaffiliated individuals who engage in international terrorism. Therefore,
a terrorist in this country, earmning money through legitimate means, may never trigger
any of the prophylactic measures discussed above and by my colleagues. That is why the
Department strongly supports H.R. 3179, specifically Section 4, which would plug this
dangerous gap in FISA’s coverage by expanding the definition of “agent of a foreign
power” to include a non-United States person who is engaged in international terrorism
or preparing to engage in international terrorism, even if he or she is not known to be
affiliated with an international terrorist group.

The Senate has already acted in a strong bipartisan fashion to amend FISA to cover lone
wolf terrorists. Section 4 of H.R. 3179 was included in S. 113, which passed the Senate
on May 8, 2003, by a vote of 90 to 4. The Department urges the House of
Representatives to follow suit and pass this important proposal to plug this dangerous
gap in the scope of FISA’s coverage to include “lone wolf” terrorists.

As you can see, we have had significant success in investigating and prosecuting
terrorist financing, but we have not done it alone. The private sector, particularly the
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financial services industry, has been helpful in providing the government information in
particular cases in response to judicial process and has been responsive to USA
PATRIOT Act § 314(a) broadcasts requesting information on certain potential customers.
We hope to continue working with the Treasury to improve the utility of Bank Secrecy
Act reports, including suspicious activity reports, to law enforcement, and to provide the
financial services sector with additional feedback on the utility of such data to law
enforcement.

To ensure that we maximize the utility of all information available to the
government, we are assisting the FBI’s efforts to exploit technology in order to identify
appropriate connections. We are increasingly working with the private sector in
providing them with information to allow them to apply similar technologies to the data
they maintain. We are doing this in accordance with the laws designed to protect civil
liberties, and are active in the legal analysis being done by the privacy experts and
technology architects both within the government and in the private sector.

Finally, although we have been successful in prosecutions of persons who
attended violent jihad training camps on the theory that such conduct represents an
attempt to provide support to an FTO, we strongly support pending legislation (H.R.
4942) that would create a new crime of receiving military-type training from an FTO and
would make other valuable amendments to the material support statutes.

C. Partuerships Across Departments

The Department recognizes that the terrorist threats we are facing today and in
foreseeable future, can not be addressed by any single department, bureau or agency.
That is why we would like to acknowledge our strong partnerships with the Departments
of the Treasury and Homeland Security, the FBI, ICE, IRS, the U.S. Secret Service
(USSS), and the Financial Crimes Enforcement Network (FinCen). We are all working
together to fight this war on terrorism.

In particular, we are delighted to have someone we know so well heading the
Treasury office responsible for terrorist financing. We share a common goal of doing all
that the law and the Constitution allow to disrupt the financing of terrorism, both here
and abroad. The addition of Mr. Levey has created an air of positive optimism.

As will be noted by Mr. Levey, both the criminal law enforcement approach to
terrorist financing and the process of designating and freezing the assets of terrorist-
affiliated groups and individuals is inextricably intertwined with other tools available to
the United States. In many cases, such as the Holy Land Foundation and Benevolence
International Foundation, these tools are complementary and significantly add to the
disruption we seek. At the very least, the Treasury designation process, like the FTO
designation system that is so important to those of us responsible for enforcing § 23398,
is important to our investigations. We hope to augment our enforcement efforts relating
to the criminal sanctions of IEEPA in matters where the designated individual or entity is
not an FTO. We are also looking forward to working with Mr. Levey’s office in making
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FinCEN an even more effective source of information both for the government and for
the private sector, facilitated by § 314(a) of the USA PATRIOT Act, that mutually
benefits compliance with legal and regulatory obligations.

Of course I would also take this oppurtunity to recognize the close working
relationship I have seen develop between ICE and FBI agents who work on terrorist
financing cases. The unprecedented exchange of information sharing between these two
agencies ~- pursuant to a Memorandum of Agreement (MOA) between DOJ and DHS --
is indicative of the information sharing that occurs across the board. For example, I am
aware that ICE has detailed senior-level manager to the FBI's Terrorist Financing
Operations Center (TFOS) to act as the Deputy Section Chief. FBI and ICE have worked
out a vetting mechanism to ensure FBI and DOJ are immediately aware of all ICE cases
that relate to terrorist financing and ensure a smooth transition of the investigation to the
Joint Terrorism Task Force (JTTF).

Finally, it should be noted that all of the above cited cases were products of the
JTTFs operating throughout the U.S. The JTTFs bring to bear the broad authorities and
vast expertise within the FBI, ICE, IRS, and the many other participating agencies, to
successfully address the complex and menacing crimes of terrorist financing, material
support, and ferrorism.

Conclusion
Mr, Chairman, that concludes my prepared remarks. I again thank this
Committee for its continued leadership and support. Together, we will continue to make

great strides in the long-term efforts to defeat those who seek to terrorize America.

T am happy to respond to any questions you may have.
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Excerpts from 9-11 Commission Testimony and Staff Report Regarding U.S.
Government Successes in Counter—Terrorist Financing

“It is common to say the world has changed since September 11, 2001. This
conclusion is particularly apt in describing U.S. counterterrorist efforts
regarding financing. The U.S. government focused, for the first time, on
terrorist financing and devoted considerable energy and resources to the
problem. As a result, we now have a far better understanding of the methods
by which terrorists raise, move, and use money. We have employed this
knowledge to our advantage.” (Monograph p. 6-7; Hamilton Testimony p. 4)

“[The Government's] intelligence and law enforcement efforts have worked.
The death or capture of several important facilitators has decreased the
amount of money available to al Qaeda, and increased its costs and difficulties
in moving money. Captures have produced a windfall of intelligence.”
(Hamilton Testimony p. 7)

“With an understanding of the nature of the threat and with a new sense of
urgency, the intelligence community (including the FBI) created new entities to
focus on, and bring expertise to, the area of terrorist fund-raising and the
clandestine movement of money. These entities are led by experienced and
committed individuals, who use financial information to understand terrorist
networks, search them out and disrupt their operations, and who integrate
terrorist-financing issues into the larger counterterrorism efforts at their
respective agencies. Equally important, many of the obstacles hampering
investigations have been stripped away. The current intelligence community
approach appropriately focuses on using financial information, in close
coordination with other types of intelligence, to identify and track terrorist
groups rather than to starve them of funding.” (Monograph p. 7)

“The U.S. intelligence community has attacked the problem with imagination
and vigor, and cooperation among the world’s security services seems to be at
unprecedented levels, but terrorist financing remains a notoriously hard
target.” (Monograph p. 49)

“The FBI's ability to do near real-time financial tracking has enabled it to
locate terrorist operatives in a foreign country and prevent terrorist attacks
there on several occasions. The system also helped crack a major criminal case,
played a role in clearing certain persons wrongly accused of terrorism, and has
proved very valuable in vetting potential threats.” (Monograph p. 60)

“The CIA has devoted considerable resources to the investigation of al Qaeda
financing, and the effort is led by individuals with extensive expertise in the
clandestine movement of money. The CIA appears to be developing an
institutional and long-term expertise in this area, and other intelligence
agencies have made similar improvements.” (Monograph p. 7)
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“The NSC’s interagency Policy Coordinating Committee (PCC) on terrorist
financing has been generally successful in its efforts to marshal government
resources to address terrorist-financing issues in the immediate aftermath of
the attacks...” (Monograph p. 8)

“Since 9/11 the intelligence community (including the FBI) has created
significant specialized entities, led by committed and experienced individuals
and supported by the leadership of their agencies, focused on both limiting the
funds available to al Qaeda and using financial information as a powerful
investigative tool. The FBI and CIA meet regularly to exchange information,
and they have cross-detailed their agents into positions of responsibility.”
(Monograph p. 14)

“The financial provisions enacted after September 11, particularly those
contained in the USA PATRIOT Act and subsequent regulations, have
succeeded in addressing obvious vulnerabilities in our financial system.
Vigilant enforcement is crucial in ensuring that the U.S. financial system is not
a vehicle for the funding of terrorists.” (Monograph p. 15)

“All relevant elements of the U.S. government—intelligence, law enforcement,
diplomatic, and regulatory (often with significant assistance from the U.S. and
international banking community)—have made considerable efforts to identify,
track, and disrupt the raising and movement of al Qaeda funds.” (Monograph
p. 16)

“While definitive intelligence is lacking, these efforts have had a significant
impact on al Qaeda’s ability to raise and move funds, on the willingness of
donors to give money indiscriminately, and on the international community's
understanding of and sensitivity to the issue. Moreover, the U.S. government
has used the intelligence revealed through financial information to understand
terrorist networks, search them out and disrupt their cperations.” (Monograph
p.16)

“The DOJ appears to be committed to aggressive prosecution of terrorist fund-
raisers in the United States, believing that such prosecutions can deter more
fund-raising and disrupt ongoing fund-raising operations.” (Monograph p. 44)

“In addition, the Saudis are participating in a joint task force on terrorist
financing with the United States, in which U.S. law enforcement agents are
working side by side with Saudi security personnel to combat terrorist
financing. To further this effort, the Saudis have accepted substantial—and
much needed-—U.S. training in conducting financial investigations and
identifying suspicious financial transactions, help that the Saudis had long
refused. Although Saudi Arabia likely remains the best and easiest place for al
Qaeda to raise money, the Saudi crackdown appears to have had a real impact
in reducing its funding. In addition, the Saudi population may feel that as a
result of the attacks against their own people, they should be more cautious in
their giving.” (Monograph p. 46)
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“Some entirely corrupt charities are now completely out of business, with many
of their principals killed or captured. Charities that have been identified as
likely avenues for terrorist financing have seen their donations diminish and
their activities come under more scrutiny.” (Monograph p. 48-49)
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SECRETARY OF THE TREASURY July 21,2004

The Honorable C.W. Bill Young
Chairman

Committee on Appropriations
US House of Representatives
Washington, DC 20515

Dear Chairman Young:

I'write to request your assistance concerning a provision changing the Administration’s
policy under the USA PATRIOT Act, which is now pending before the full Committee in the
Transportation and Treasury Appropriations bill.

The provision at issue, which was adopted during Subcommittee consideration of the bill,
would prevent the Treasury Department from spending any funds to issue or enforce regulations
that do not preclude acceptance by financial institutions of the Matricula Consular card as a form
of identification. Matricula Consular cards are identification cards issued by the Mexican
Government to Mexican nationals abroad.

The Admimstration believes as a general matter that Americans are better protected if
consumers of all natienalities are invited into the financial mainstream. Having consumers use
regulated financial services providers offers better protections than leaving sectors of the
population to underground providers, such as unregulated hawalas, where they may be more
exposed to elements involved in money laundering and terrorist financing. Because this
provision could drive large sections of the U.S. population to underground financial services, it
would weaken the Government’s ability to enforce our money laundering and terrorist financing
laws.

In April 2003, the Treasury Department issued regulations under Section 326 of the USA
PATRIOT Act. The regulations became effective in June of 2003 and were issued jointly with
the federal functional regulators. They require financial institutions to develop effective methods
for verifying the identity of their customers and direct the financial supervisors to validate the
effectiveness of those methods. The amendment would prevent Treasury enforcement of these
regulations.

In response to concerns raised on the Matrieula Consular issue after the regulations were
finalized, Treasury sought additional public comment on this issue from those affected by the
regulations. Over 34,000 comments were received, including many from state and local law
enforcement who accept the Matricula Consular card. After carefully considering the facts and
all of the comments, over 80% of which agreed with the original regnlations, we upheld the
original regulations.
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All types of identification documents have both strengths and weaknesses. For this
reason, we have a flexible standard that accommodates local conditions as well as innovation in
verification techniques—not a list of documents or methods that must or must not be used.
Rather, we rely on financial institutions—rigorously supervised by their financial examiners—ito
verify the identity of their customers.

1 respectfully request that this provision be removed from the bill during consideration by
the full Appropriations Committee. I will continue to work with you and your staff on other
matters of interest in the pending legislation.

A corresponding letter has been sent to Mr, Obey.

Sincerely,

Oodee W Soener

John W. Snow
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WASHINGTON, D.C.

SECRETARY OF THE TREASURY

July 21, 2004

The Honorable David R, Obey
Ranking Member

Committee on Appropriations
US House of Representatives
Washington, DC 20515

Dear Mr. Obey:

1 write to request your assistance concerning a provision changing the Administration’s
policy under the USA PATRIOT Act, which is now pending before the full Committee in the
Transportation and Treasury Appropriations bill.

The provision at issue, which was adopted during Subcommittee consideration of the bill,
would prevent the Treasury Department from spending any funds to 1ssue or enforce regulations
that do not preclude acceptance by financial institutions of the Matricula Consular card as a form
of identification. Matricula Consular cards are identification cards issued by the Mexican
Government to Mexican nationals abroad.

The Administration believes as a general matter that Americans are better protected if
consumers of all nationalities are invited into the financial mainstream. Having consumers use
regulated financial services providers offers better protections than leaving sectors of the
population to underground providers, such as unregulated hawalas, where they may be more
exposed to elements involved in money laundering and terrorist financing. Because this
provision could drive large sections of the U.S. population to underground financial services, it
would weaken the Government’s ability to enforce our money laundering and terrorist financing
laws.

In April 2003, the Treasury Department issued regulations under Section 326 of the USA
PATRIOT Act. The regulations became effective in June of 2003 and were issued jointly with
the federal functional regulators. They require financial institutions to develop effective methods
for verifying the identity of their customers and direct the financial supervisors to validate the
effectiveness of those methods. The amendment would prevent Treasury enforcement of these
regulations.

In response to concemns raised on the Matricula Consular issue after the regulations were
finalized, Treasury sought additional public comment on this issue from those affected by the
regulations. Over 34,000 comments were received, including many from state and local law
enforcement who accept the Matricula Consular card. After carefully considering the facts and
all of the comments, over 80% of which agreed with the original regulations, we upheld the
original regulations.
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All types of identification documents have both strengths and weaknesses. For this
reason, we have a flexible standard that accommodates local conditions as well as innovation in
vetification techniques—mnot a list of documents or methods that must or must not be used.
Rather, we rely on financial institutions—rigorously supervised by their financial cxaminers—to
verify the identity of their customers.

1 respectfully request that this provision be removed from the bill during consideration by
the full Appropriations Committee. I will continue to work with you and your staff on other
matters of interest in the pending legislation.

A corresponding letter has been sent to Chairman Young.

Sincerely,

Ot WG

John W, Snow
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Tuly 21,2004

The Honorable C,W. Bill Young The Honorable David Obey
Chairman Ranking Member

Committee on Appropriations Committee on Appropriations
H218 Capitol 1016 Longworth HOB
Washingten, DC 20515 Washington, DC 20515

Dear Chairman Young and Ranking Member Obey:

The Bankers” Association for Finance and Trade is an organization that for more than 83 years has
represented the interests of U.S. banks engaged in international business. We oppose an
amendment that was added to the FY 2005 Transportation, Treasury and Independent Agencies
appropriations bill last week 1n a subcommittee mark-up, The amendment would prohibit the
Secretary of the Treasury from implementing regulations under the USA PATRIOT Act that
would permit financial institutions to accept matricula consular cards as identification of their
customers.

Matricula consular cards are official identification issued by the Mexican government to its
citizens. The cards are accepted by many U.S. banks as a proper form of identification for
Mexican workers who are in this country and otherwise would not have access to necessary
banking services. The cards are accepted as identification by many police departments and other
state and local government bodies and they are accepted by airlines as identification for
passengers.

The U.S. Treasury Department’s regulations permitting banks to accept these cards as
identification were adopted after taking comments from the public and after careful analysis and
stady. We believe that it would be inappropriate for the Congress to adopt a measure designed to
preempt the Treasury Department’s regulations and block use of matricula consular cards before
the appropriate authorizing committee has had an opportunity to consider the merits of the issue
and determine whether further action is needed. Accordingly we urge you to delete the
amendment from the legislation when it comes before your committee.

Sincerely yours,

Cory N. Strupp
General Counsel

o

Cong. Roy Blunt
Cong. Tom DeLay
Cong. David Dreier
Cong. Barney Frank
Cong. Dennis Hastert
Cong. Ernest Istook
Cong. Mike Oxley
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Raul Yzaguirre, President

July 20, 2004

The Honorable C.W. Bill Young
Chairman

Committee on Appropriations
H-218

The Capitol

Washington, DC 20515

The Honorable David R. Obey
Ranking Member

Committee on Appropriations
1016 LHOB

Washington, DC 20515

Dear Chairman Young and Ranking Member Obey:

On behalf of the National Council of La Raza (NCLR), the largest national Hispanic
constituency-based organization in the U.S,, I urge you to oppose legislative language offered by
Congressman Culberson as an amendment to the 2005 appropriations bill for transportation and
treasury agencies approved on July 15, 2004 by the Transportation, Treasury, and Independent
Agencies Subcommittee of the House Appropriations Committee. We are concerned that this
amendment will undermine the final rules adopted by the U.S. Department of Treasury in
accordance with Section 326 of the USA PATRIOT Act, which allow for financial institutions to
accept foreign-issued identification, specifically the Mexican consular ID, commonly referred to
as the matricula consular. We believe that the final Section 326 rules strike a balance between
efforts to intercept the financing of terrorist activities and the ability of financial institutions to
open accounts by accepting certain forms of foreign identification.

Unfortunately, the matricula consular has become entangled in a debate over immigration. A
few members are using the matricula as a means of advancing their immigration agenda by
alleging that the matricula is an unsecure document that it is being used to promote a
surreptitious legalization agenda. The truth is that the matricula consular is simply an
identification card. It does not “legalize” the status of any immigrant, it cannot be used to
obtain any immigration or citizenship benefits such as wark authorization or the right to vote,
and it cannot be used to obtain public benefits. Its continued use and acceptance, however, does
have a positive impact on the communities where immigrants work and reside and fosters greater
transparency, which benefits us all. Therefore, we request that you remove this harmful
language from’the Treasury/Transportation Appropriations bill and allow the continued

Program Offices: Phoenix, Arizona » Los Angeles, California « Sacramento, Califomia
Chicago, llinois » San Juan, Puerio Rico e San Antonio, Texas « Atianta, Georgia
LA RAZA: The Hispanic People of the New World
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acceptance of the matricula consuiar, thereby promoting national security, encouraging
competition in the marketplace, and ensuring the physical and financial security of Latino
communities.

Mexican consular IDs enhance public safety, crime prevention and investigation, and national
security. Matriculas make communities safer because they facilitate easier access to mainstream
financial services, which deters crimes and predatory schemes against immigrants, who are more
vulnerable not only because they are more likely to have a lot of cash on hand to pay for daily
needs, but because they are the least likely of residents to report crimes to local police.
Unbanked individuals often carry large sums of cash making them easier targets for crime —
especially theft or robbery. Because of these safety concemns, more than 1,000 police
departments throughout the country support the use of these IDs along with efforts to link
immigrant workers to mainstream financial institutions as a means of reducing crime and
violence in neighborhoods and communities and as a means of promoting good community
policing. Currently, over 350 financial institutions now accept marriculas and, as a result,
immigrants can open bank accounts, allowing them to deposit their money safely in a bank.

Moreover, having a secure identification system allows the Mexican government to work with
the U.S. to minimize fraud. Preventing individuals from obtaining legal identity documents,
however, increases demand for fraudulent documents. In a security-conscious environment, we
want people who are in this country, whatever their immigration status, to be able to prove their
identity.

The acceptance of the Mexican marricula consular by financial institutions improves national
security and community safety efforts, bolsters competition in the marketplace, and has a
positive financial impact on Latino workers, their families, and the financial institutions which
serve them. Therefore, T urge you to remove the legislative language included in the Culberson
amendment to ensure that the final rules as promulgated under Section 326 of the USA
PATRIOT Act remain unchanged. Should you have any questions, please do not hesitate to
contact me.

Sincerely,

D

Raul Yzaguirre
President/CEO

cc: House Appropriations Committee
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1001 Pennsylvania Avenue, NW
THE FINANCIAL SERVICES ROUNDTABLE SUITE 50 Suth

WASHINGTON, DC 20004

TEL 202-289-4322

FAX 202-289-1903

BE-Mail sbactlend@fsround.org

v fsount
July 20, 2004 e s
Steve Bardert
President and Chiel Executive Officer

The Honorable C.W. Bill Young
Chairman

Committee on Appropriations
H218 Capitol

Washington, DC 20515

The Honorable David Obey
Ranking Member

Committee on Appropriations
H218 Capitol

Washington, DC 20515

Dear Chairman Young and Ranking Member Obey:

1 am writing to express strong opposition to an amendment in the FY ’05 Transportation-
Treasury Appropriations Bill which would eliminate the use of consular identification
cards as legitimate forms of identification for opening a banking account and other
routine purposes. I urge that this amendment be removed from the bill when it is
marked-up by the full committee this week.

Consular identification cards, like the matricula consular, serve legitimate and necessary
purposes. Section 326 of the USA Patriot Act requires that financial institutions
recognize matricula cards as means of ensuring the legitimacy of customers. These cards
do not confer immigration “status™ on the holder; they merely serve as official
identification, and as such, are another line of defense in the continuing efforts to ensure
that terrorists do not have access to our financial institutions,

Treasury’s decision to include matricula cards on the list of recognized forms of
identification was the product of a critical examination of the facts surrounding consular
identification cards. Treasury received over 34,000 comments on the matter, and there is
no data to support the notion that consular cards are less accurate, or more prone to
falsification than a standard state-issued driver’s license.
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The Honorable C.W. Bill Young
The Honorable David Obey
Page 2

Every day, financial institutions must determine how well they know their customers.
Two forms of ID are required to open any account and many Roundtable members
choose to recognize consular-issued ID’s as one of those two. Without the use of
matricula, many immigrants will be shut out of the banking system and confined to
interaction with predatory service providers who charge exorbitant sums to cash
paychecks or facilitate remittances. Restricting matricula cards will seriously hamper the
ability of financial institutions to ensure the legitimacy of customers, comply with anti-
money laundering and anti-terrorist financing statutes, and bring the unbanked into the
formal banking system.

1 strongly encourage that this amendment be removed. Please do not hesitate to contact
me if I may be of assistance on this or other matters,

Best regards,
!
1548

Steve Bartlett
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The Honorable C.W. Bill Young
Chairman

Committee on Appropriations
218 Capitol

Washington, D.C. 20515

The Honorable David R. Obey
Ranking Member

Committee on Appropriations
H218 Capitol

Washington, D.C. 20515

Dear Chairman Young and Ranking Member Obey:

We are writing to express our strong objection to several provisions included in the
FY 2005 Transportation, Treasury and Independent Agencies appropriations measure
scheduled to be marked up next week by your committee. As reported by the
subcoramittee, this bill would undermine the Federal government's efforts to deny
terrorists access to the U.S. financial system; inadequately fund anti-money laundering and
anti-terrorist financing programs; and impede proper impl tation of the historic
Gramm-Leach-Bliley financial modernization legislation.

First, the subcommittee adopted an amendment that prohibits the Secretary of the
Treasury from expending any funds to “publish, implement, administer or enforee
regulations that permit financial institutions to accept the matricula consular identification
card as a form of identification” The regulations in question were promulgated by the
Treasury Department last year pursuant to section 326 of the USA PATRIOT Act, which
was originally drafted in the Financial Services Committee and signed into law by
President Bush in October 2001.

Section 326 was intended to enhance the ability of financial institutions to detect
and prevent money laundering and the financing of terrorism by requiring those
institutions to develop comprehensive procedures for verifying customer identity. The
provision was motivated in part by the apparent ease with which several of the September
11t terrorists were able to gain access to the U.S. banking system in the period leading up
to the attacks. In implementing this provision through regulation, the Treasury
Department sought to give institutions the flexibility to tailor their customer identification
programs to the risks of money laundering or terrorist financing posed by their products,
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The Honorable C.W. Bill Young
Page 2

§ervices an.d customer base. Consistent with this risk-based approach, the final regulations
implementing section 326 afford financial institutions the discretion to determine which

forms of identification issued by a foreign government they will accept, and under what
circumstances.

Treasury’s regulations implementing section 326 were finalized only after a lengthy
period for public comment — which included extensive input from the financial services
industry, law enforcement agencies, and a host of other interested parties — and after
careful analysis and study by the Treasury Department and other regulators. The
regulations became effective on October 1, 2003, and are currently being enforced by
Treasury, and the Federal banking agencies, and implemented by financial institutions
across the country. The amendment adopted by the subcommittee throws into question the
obligation of financial institutions to adhere to the customer identification and verification
procedures outlined in the regulations, and ties Treasury’s hands in enforcing one of the
centerpieces of the post-September 11t congressional response to the terrorist financing
threat.

While the intent of the proponents of the amendment may have been to discourage
the acceptance of a particular form of identification issued by the Mexican government, by
casting doubt on the legitimacy of the entire customer identification and verification regime
established by section 326, the practical effect of the amendment is to strike a serious blow
at the government's efforts to combat ferrorist financing. Moreover, to make such a far-
reaching and fundamental change in the direction of U.S. anti-money laundering policy in
an appropriations rider does a grave disservice to the legislative process.

Second, we believe it is imperative that the full Appropriations Committee restore
the funding level for the Treasury Department’s Financial Crimes Enforcement Network
(FinCEN) to that requested in the President’s budget: $64.5 million. We are well aware of
the significant constraints under which the Subcommittee drafted its product and
understand that any Appropriations bill, whether subcommittee mark or full committee
product, is an extraordinarily difficult balancing act. That said, it is our belief that even the
President’s budget undershot the mark in it's request for the FinCEN account.

As you know, FinCEN administers the Bank Secrecy Act (BSA), the government’s
primary tool for gathering and analyzing information on financial crimes that can lead to
the interruption of funding for terror attacks and to elimination of the financial incentives
for drug dealers and those who traffic in, for example, child prostitution. By administering
a database of information on financial crimes, FinCEN provides law enforcement entities
ranging from the Federal Bureau of Investigation (FBI) to Immigration and Customs
Enforcement (ICE) the means to identify and prosecute such schemes, and prevents both
the needless duplication of such record-keeping at different law-enforcement entities and
an unnecessary multiple-agency reporting system that would overly burden the private
sector,

As terrorists and criminals use increasingly imaginative ways to evade detection of
their dirty money, FinCEN must be adept at helping law enforcement uncover that money,
which means state-of-the-art hardware and software, constantly updated. For those
reasons, the funding level requested by the President is the bare minimum, and we ask that
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The Honorable C.W. Bill Young
Page 3

you take whatever steps necessary at Full Committee at least to restore it, if not increase
the level.

Third, the bill reported by the subcommittee bars the expenditure of any Treasury
Department funds to finalize a regulation jointly proposed by Treasury and the Federal
Reserve more than three years ago to permit financial holding companies and national
bank subsidiaries to engage in real estate brokerage and management activities. The
proposed regulation was intended to implement a key provision of the Gramm-Leach-Bliley
financial modernization law, which directs the Treasury and the Federal Reserve to update
periodically a list of permissible activities for financial holding companies and national
bank subsidiaries.

As we have expressed to you on prior occasions, this spending limitation serves not
only to disrupt the specific rulemaking relating to bank real estate activities, but it also
undermines the overall implementation of the Gramm-Leach-Bliley Act. Until the Federal
Reserve and Treasury promulgate a final rule in this matter, legislative remedies of the
kind included in the subcommittee-reported bill are premature. Moreover, any legislative
proposal purporting to govern the permissible activities of financial holding companies and
national bank subsidiaries should be considered under regular order by the Committee on
Financial Services, which has primary jurisdiction over this matter.

For all of the foregoing reasons, we strongly urge you to strike the two provisions
described above and fund FinCEN at the level requested in the President’s Budget when
the full Appropriations meets to mark up the FY 2005 Transportation, Treasury and
Independent Agencies bill.

Thank you for considering our views in this matter. If you have any further
questions on any of the issues raised in this letter, please contact us or our staffs and we
will be happy to discuss our concerns with you in greater detail.

Yours truly,

ichael G./Oxley
Chairman
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July 19, 2004

The Honorable C.W. Bill Young The Honorable David Obey
Chairman Ranking Member

Committee on Appropriations Committee on Appropriations
H218 Capitol 1016 Longworth HOB
Washington, DC 20515 Washington, DC 20515

Dear Chairman Young and Ranking Member Obey:

America’s Community Bankers and the American Bankers Association are writing to express our
opposition to the amendment to the FY 2005 Transportation, Treasury and Independent Agencies
appropriations bill that would prohibit the Secretary of the Treasury from spending funds to implement
and administer regulations implementing the USA PATRIOT Act. Specifically, the measure would
prohibit Treasury from implementing regulations issued on May 9, 2003, that permit financial
institutions to accept matricula consular identification cards as part of a valid program of
identification.

This amendment does not merely discourage the acceptance of matricula consular cards, it effectively
prohibits Treasury from enforcing the USA PATRIOT Act’s customer identification provisions that are
designed to combat money laundering and terrorist finance. Section 326 of the Act requires
institutions to establish “reasonable procedures” for verifying the identity of customers seeking to open
a new account; retaining the amendment adopted in subcommittee would prevent Treasury from
enforeing these important rules.

Furthermore, America's Community Bankers and the American Bankers Association oppose efforts to
prevent the use of matricula consular cards as identification to open bank accounts. There are over 10
million individuals within the United States who do not have a formal relationship with a regulated
financial institution. Prohibiting these documents would effectively deny access to basic financial
services for these people. It has been a goal of leaders in Congress and the financial services industry
to provide greater access to mainstream financial services for the unbanked. Amendments to ban the
use of matricula consular cards would merely shut the door to the unbanked while providing no
greater security against money laundering. Under current law banks must have in place
comprehensive money laundering programs that are designed to prevent money laundering through
their institutions, and they are examined for compliance with these programs.

We urge you to strike the amendment.

Robert R. Davis Edward L. Yingling

Executive Vice President Executive Vice President
America’s Community Bankers American Bankers Association
cc: The Honorable Michael J. Oxley, Chairman, House Committee on Financial Services

The Honorable Barney Frank, Ranking Member, House Committee on Financial Services
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July 19, 2004

Rep. C.W. Bill Young, Chairman

Rep. David R. Obey, Ranking Member
House Appropriations Committee
Washington, DC

Dear Rep. Young and Rep. Obey:

The National Immigration Law Center (NILC), a national legal advocacy
organization whose mission is to protect and promote the rights and opportunities
of low-income immigrants and their family members, urges you to strike an
amendment to the 2005 appropriations bill for transportation and treasury agencies
approved on July 15, 2004 by the Transportation, Treasury and Independent
Agencies Subcommittee of the House Appropriations Committee. The
amendment, offered by Rep. Culberson (R-TX), provides that “None of the funds
made available in this Act to the Secretary of the Treasury may be used to publish,
implement, administer, or enforce regulations that permit financial institutions to
accept the matricula consular identification card as a form of identification.” The
goal of the Culberson amendment appears to be to prevent financial institutions
from accepting the matricula consular as proof of identity in opening bank
accounts. We believe that result would undermine public safety, crime prevention,
and national security. It would also have a detrimental impact on our economy as
it would once again impose a barrier to bringing the “unbanked” into the financial
mainstream.

BACKGROUND

On May 9, 2003 the U.S. Department of the Treasury issued final regulations
regarding section 326 of the USA PATRIOT Act. Those regulations required
financial institutions such as banks, credit unions, and thrifts to develop a written
customer identification program which is subject to evaluation by regulators, gave
banks flexibility to adopt verification procedures appropriate to their
circumstances, and placed the responsibility squarely on banks to establish
procedures which allow them to form a reasonable belief that they know their
customers’ true identity. As a result, many banks agreed to accept the matricula
consular (literally, "consular registration”), as proof of identity. The Mexican
Consular 1D card has been issued by the government of Mexico to its nationals
overseas since 1871,

On July 1 —not even 2 months after the issuance of the final rules -- the Treasury
Department, in a highly unusual move reportedly responding to Congressional
pressure, asked the public and interested parties to provide additional comments
regarding whether banks should be prohibited from accepting foreign government-
issued documents other than passports as acceptable forms of ID.

Banks and banking associations submitted comments strongly opposing a change
in the rules. They argued that the new comment period undermined the credibility
of the rulemaking process and that acceptance of consular ID cards helps bring the
unbanked into the mainstream financial system. Rejection of consular ID cards
would deprive the government of regulatory oversight, result in retaliatory
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measures against U.S. government-issued IDs in other countries, reduce the ability
of U.S, banks to attract foreign investment, and encourage unregulated remittance
systems.

Lawmakers and advocates for immigrants likewise argued that acceptance of
foreign government-issued identification such as a consular ID card helps bring
immigrants out of the informal and unregulated economy. Without this, many hard
working and taxpaying immigrants cannot open a bank account, get loans, or
establish a credit history. As a result, they are forced to carry and store large
amounts of cash (which makes them vulnerable to crime) and rely on illegal loans.
Because of the role that immigrants play in sending remittances to their families in
their home countries, immigrants will be forced to use money wiring services that
charge exorbitant rates. Their financial transactions are harder to track and to tax;
and they have a smaller financial stake in their communities. The cards help the
police quickly establish the identity of the people with whom they deal, allowing
them to focus resources on crime prevention and community safety. Proof of
identity enables immigrants to report crimes and other suspicious behavior without
fearing that their lack of acceptable ID makes them suspect or puts them at risk.
The acceptance of alternative ID also helps law enforcement combat money
laundering and terrorism.

The official comment period ended July 31, 2003, and commentators
overwhelmingly supported acceptance of foreign identity documents. Of the
23,898 comments submitted, 19,770 (or 83 percent of the total) asked that the rules
remain unchanged. On September 18, 2003 the Treasury Department announced
that the rules allowing banks to accept such documents from persons seeking to
open accounts would not be changed. The department concluded that it had
already considered all relevant information when it issued the rules in the first
place. The Culberson amendment would undo that determination.

WHY THE CULBERSON AMENDMENT SHOULD BE STRICKEN

The amendment is irrational and undermines protection of national security

Of all the identity documents in the United States and the world, only the
matricula consular would be explicitly banned as proof of identity in opening a
bank account in this country. This draconian rejection of a Mexican government-
issued document is not supported by any evidence whatsoever.

Rules which give banks the discretion to accept a Mexican consular 1D are aimed
at stopping, detecting and prosecuting international money laundering and the
financing of terrorism around the globe. Scapegoating Mexicans and preventing
them from opening bank accounts will do nothing to advance those goals.
Moreover, there is no indication that the Treasury Department rules have not
worked.

Pseudo-national security measures such as the Culberson amendment actually
undermine national security because they are completely unrelated to this nation’s
safety and only give the illusion of protecting it. This is the height of folly in these
dangerous times. Effective anti-terrorism measures are targeted and strategic, not
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discriminatory, wholesale measures that single out an entire nation and its official
documents.

Immigrants’ Access to the Banking System Serves the Public Interest

It is counterproductive and contrary to U.S. national interests to prevent Mexicans
from opening bank accounts. Immigrants create wealth for this country and
strengthen the economy by putting their money in financial institutions, because
these funds exponentially make more credit available in the U.S. Acceptance of
consular identity cards helps bring immigrants out of the informal and unregulated
economy and into the financial mainstream. If immigrants cannot open checking
and savings accounts, they are forced to carry and store large amounts of cash and
rely on illegal loans; their financial transactions are harder to track and to tax; and
they have a lesser financial stake in their communities. This is not just a cost for
them, it is also a cost to the U.S. and its economy.

Immigrants’ Access to Bank Accounts Helps Law Enforcement

Enabling immigrants to open bank accounts helps deter robberies and assaults
against taxpaying immigrants and reduces the threat of crime in communities.
Four out of five (82%) unbanked individuals use check-cashing outlets and,
therefore, must often carry large sums of cash making them easier targets for crime
— especially theft or robbery. If immigrants store their money in banks, they are
less tempting targets for criminals seeking cash. For this reason, police
departments across the country support the use of consular identity cards and
efforts to link immigrant workers to mainstream financial institutions, because they
help reduce crime and violence and promote good community policing.

The acceptance of alternative identification also helps law enforcement combat
money laundering and terrorism. Banks and thrifts, in comparison to other
financial providers, are subject to federal regulation, routine examinations, and
more extensive record keeping and reporting requirements. This enhances the
ability of federa! officials to monitor international money transmissions and
distinguish legitimate transfers from those conducted for money laundering or
terrorist financing purposes.

Mexican Consular Identity Cards Have Advanced Security Features

No identity document, including those produced and accepted in the U.S., is 100%
counterfeit-proof or free from fraudulent use. Rejection of a particular identity
document because some instances of abuse have been found would cause the
rejection of every identity document currently accepted by banks in opening
accounts, including documents issued by the United States. This would be an
absurd result.

In contrast with issuers of many U.S. identity documents, the Mexican government
has taken steps to ensure the reliability and security of its identity card. When
issuing a consular ID, the Mexican government requires all applicants to present
the same documents as proof of nationality and identity as when requesting a
passport based on the Law of Nationality and Identity, including an original birth
certificate and an official photo ID card. This may be a passport, Military Service
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Card, Mexican Voter’s Card, Record of Clearance from the Police Department,
Driver License, and/or expired matricula, The Mexican Voter card itself contains
a photograph, thumbprint and eight security features. Consulates have now been
connected to the Consular Information System to ensure that a person cannot
obtain a second consular ID unless it is reported stolen or lost and to prevent theft.

Each matricula bears several security safeguards to prevent falsification and to
ensure that law enforcement officials from Mexico and the U.S. are able to
determine the authenticity of the document including a photo of the applicant taken
at the consulate, a legal address, a signature, and a serial number. Moreover, the
matricula is printed on a green security paper with the Official Mexican Seal and
has a hologram of the Foreign Affairs Ministry (SRE) seal that appears over the
entire front of the card and has an infrared band in the upper corner on the back. A
special decoder is required to view the invisible security marks, and Mexican
consulates have been distributing decoders to law enforcement officials throughout
the U.S.

The Culberson amendment is an unwarranted dismissal of the substantial steps
taken by the Mexican government to enhance the security features of its card.

CONCLUSION

The matricula consular is simply an identification card and does not “legalize” the
status of any immigrant, nor can it be used to obtain any immigration or citizenship
benefits such as work authorization or the right to vote. It has unfortunately
become entangled in an immigration debate, in which advocates of greater
immigration restrictions mask their intentions by providing misinformation about
bank acceptance of the matricula consular. Protection of public safety and
national security demands more than simple-minded solutions such as the
Culberson amendment.

Thank you for your consideration of this important issue.

Sincerely, i
Linton Joaquin Joan Friedland

Executive Director Immigration Policy Attorney
Los Angeles, CA Washington, DC

cc: Members, Appropriations Committee
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INDEPENDENT COMMUNITY
st pos Chaiman
BANKERS of AMERICA
CAMDEN R, FINE
July 19, 2004 President and CEQ

Chairman C. W. Young
United States House of Representatives
Washington, DC 20515

Dear Congressman Young:

The Independent Community Bankers of America urges you to strike language in
the Transportation and Treasury Appropriations bill that would bar the Treasury from
enforcing regulations that currently permit financial institutions to accept matricula
consular cards as a form of identification.

The USA PATRIOT Act imposed additional burdens on the nation’s financial
institutions by requiring them to take steps to verify the identify of their customers, but
ICBA members understand that they are necessary to detect and deter money laundering
and terrorist financing. In a successful attempt to balance these considerations, the
Treasury’s customer identification regulation provided financial institutions the flexibility
to verify the identity of prospective customers using methods that they believe would be
most effective by allowing individual banks to assess and address the particular risks
associated with each account and borrower. Many community bankers believe that the
matricula consular card is one form of identification that they should be permitted to use
to comply with the regulation. The amendment added by the subcommittee would
undermine this option.

More important, the amendment could actually undermine the goals of the USA
PATRIOT Act. Allowing consumers to use the matricula consular as a form of
identification where appropriate is an effective way for those without bank accounts to
qualify for banking services. It is better to encourage non-U.S. citizens to participate in
the banking system since that provides law enforcement with audit trails of transactions.
Precluding banks from accepting certain foreign identification documents and forcing
these individuals to turn to other avenues to meet their financial needs, could help foster
the development of underground financial markets. Transaction information is extremely
difficult to obtain and monitor in these markets, so encouraging their development could
help facilitate terrorist financing and money laundering.

This is also contrary to the repeated urging by Congress, financial regulatory
agencies, and others that banks take greater steps to bring the unbanked into the nation’s
formal financial services structure. Unless the matricula consular can be used as bank

ICBA: The Nation's Voice for Community Banks™

One Thomas Circle, NW Suite 400 Washington, DC 20005 w (800)422-8439 w FAX. (202)659-1413 » Email:info@icha.ory m Web sitewww.icha.org
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customer identification, many unbanked individuals could be relegated to check cashers
and payday lenders.

For these reasons, ICBA recommends that the Appropriations Committee remove
this amendment before sending it to the House floor.

Thank you for considering our views.

Sincerely,

Camden R. Fine
President and CEO

ICBA: The Nation's Leading Voice for Community Banks™

One Thomas Circle, NW Suite 400 Washington, DC 20005 » (800)422-8439 » FAX: (202)659-1413 ® Emailinfo®@icha.org » Web sitewww.icha.org
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July 19, 2004
Dear Appropriations Committee Member:

On behalf of the Credit Union National Association (CUNA) and the nation's nearly 85 million
credit union members, | am writing in strong opposition to an amendment that was included in
the subcommittee mark-up of the FY2005 Transportation, Treasury and Independent Agencies
appropriations measure, and ask for your support to remove this provision when the full
committee meets this week.

Specifically, we oppose the amendment language that the Treasury, Postal Subcommittee
adopted that prohibits the Secretary of the Treasury from expending any funds to "publish,
implement, administer or enforce regulations that permit financial institutions to accept the
matricula consular identification card as a form of identification.”

Many credit unions in the United States already use matricula identification cards to open
financial accounts for non-U.S. citizens, providing a safe alternative for Mexican nationals who
otherwise would be forced to use expensive payday and predatory lenders for check-cashing
and remittance services. It is crucial for credit unions, particularly for those in low-income areas,
to be able to rely on official documents such as the matricula in opening accounts. Recognizing
the legal authority supporting this documentation not only provides financial institutions with a
measure of protection against fraud, but serves a broader purpose of integrating immigrants into
the mainstream of American life.

This amendment also defeats the anti-money laundering intent of Section 326 of the USA
PATRIOT Act, and undermines financial institutions’ abilities to detect and prevent money
laundering and the financing of terrorism. Under the PATRIOT Act, credit unions and financial
institutions are afforded the ability to determine what types of customer identifications wili be
accepted at their own institutions, based upon their member base and products and services
that are offered.

Again, CUNA and its member credit unions strongly support the removal of this provision in the
FY2005 Transportation, Treasury and Independent Agencies appropriations measure scheduled
to be marked up this week by your committee. Your support to strike this provision would be
greatly appreciated.

Thank you,

Daniet A. Mica
President & CEO
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@ongress of the United States
Washington, BE 20515

July 21, 2004
The Honorable C. W. Young The Honorable Ernest J. Istook, Jr.
Chairman . Chairman }
Committee on Appropriations Subcommittee on Transportation, Treasury
H-218 . and Independent Agencies
The Capitol H-218
Washington, D.C. 20515 The Capitol

Washington, D.C. 20515
The Honorable David R. Obey The Honorable John W. Olver
Ranking Member Ranking Member
Committee on Appropriations Subcommiitee on Transportation, Treasury
1016 LHOB and Independent Agencies
Washington, D.C. 20515 1016 LHOB

Washington D.C. 20515
Dear Chairman Young, Chairman Istook, Ranking Member Obey and Ranking Member Olver:

We the undersigned Members of the Congressional Hispanic Caucus are writing to express our
strong opposition to a provision included in the FY 2005 Transportation, Treasury and
Independent Agencies appropriations measure scheduled to be marked up by the full committee
this Thursday, July 22, 2004 and request that the language of that provision be removed from the
bill during the committee markup.

We specifically oppose the amendment language that the Subcommittee adopted that prohibits
the Secretary of the Treasury from expending any funds to “publish, implement, administer or
enforce regulations that permit financial institutions to accept the matricula consular
identification card as a form of identification.”

The House Financial Services Committee drafted Section 326 of the USA PATRIOT Act for the
purpose of ensuring that financial institutions were performing consistently the most basic of
anti-money laundering procedures: verifying the identity of accountholders. On June 9, 2003,
the Treasury Department approved rules implementing Section 326 to establish reasonable
procedures for the identification and verification of new account holders at financial institutions.
On the basis of those rules, United States financial institutions may continue to accept the
matricula consular identification card as a valid form of ID for the purpose of opening a bank
account. The matricula consular identification card is a document that has been issued by
Mexican consular authorities for over 131 years. It was enhanced after March 2002 with a series
of additional security features that make it one of the most secure documents issued in the United
States. The United States State Department issues similar cards to its citizens overseas in certain
circumstances.

PRINTED ON RECYCLED PAPER
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These regulations were finalized only after a lengthy comment period, which included extensive
input from many different sectors, including our Caucus and law enforcement agencies. Law
enforcement agencies from across the country submitted comment letters in support of the
matricula consular identification card. They contended, and argue to this day, that the cards
assist law enforcement and others in identifying and tracking down individuals when they have
valuable information or are otherwise needed. Preventing individuals from using legal consular
identity documents would only increase demand for fraudulent documents as more people would
turn to the illegal market. We and law enforcement officials deem these cards to be a benefit to
public safety, not a liability, The language that the Transportation and Treasury and Independent
Agencies Subcommittee adopted would in effect hinder law enforcement efforts, and it would
call into question financial institutions’ obligation to adhere to the identification and verification
procedures outlined in the Section 326 anti-money laundering regulations.

For these reasons and more, we the undersigned write in strong opposition to the matricula

consular identification card language currently in the Transportation, Treasury Appropriations
bill and request your assistance in removing it during full committee markup.

cc: Members of House Committee on Appropriations
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Most Frequently Asked Questions
Regarding the Matricula Consular (MCAS)

EXECUTIVE SUMMARY

Matricula Consular de Alta Seguridad (or MCAS, for it's initials in Spanish)
means High Security Consular Registration Document. As such, it is the
official record for Mexican individuals living abroad.

The registration of nationals through the consular offices is a practice
recognized by the Vienna Convention on Consular Relations. Mexican
consulates have issued these certificates since 1871.

The purpose of consular registration is to enable consular officers to provide
protection and access to consular services, as well as to help relatives and
authorities of the sending state to locate their nationals overseas. Consular
posts of every country around the world exercise this service.

There are 4 basic requirements that the applicant must fulfill in order to
obtain a MCAS in a Mexican Consulate;

1. Present Proof of Mexican Nationality with any of the following
documents: Birth Certificate, Certificate of Mexican Nationality, Certificate
of Naturalization, or Passport.

2. Present Proof of his/her Identity with documents issued by Mexican or
U.S. authorities: Military Service ldentification Card (Cartilla), Electoral
ID, Passport, expired Matricula Consular, driver's license, green card or
INS permission, school record, police clearance report, U.S. passport or
state ID.

3. Present Proof of Residence within the Consular District with any of the
following documents: A contfract or receipt of payment for services or
utilities such as water, electricity, gas, phone service and rent payments.
In addition, the person may accredit the residence requirement by
presenting a state ID or driver’s license issued by the local authority, if it
contains a local address.

4. Issuance Fee Payment. The applicant must pay a U.5.$26 fee for
issuance of the MCAS.

All the matriculas consulares are issued for a period of 5 years. By 2007 all
the old matriculas consulares will have been replaced by the MCAS. As of
March of 2002, the MCAS incorporate cutting-edge technology, holograms
and other embedded designs to prevent its forgery. The MCAS has 13
security features, such as:

o A visible “Advantage®” seal which is a variable color, tamper proof,
Optical Security Device, used to mark the ID photograph, and is
solely manufactured by a U.S. provider. No one else in the world has
access fo this technology or design, which makes counterfeiting the
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ID highly improbable. This feature is used by the U.S. Government in
several high security documents such as FBI badges.

o "Scrambled Indicia®" is a pixel level security feature which conceals
encoded text or graphics within the visible design. These encoded
features are only visible through special purpose lenses. The
Consular ID card includes two versions of this feature: fixed text and
graphics printed on both sides of the teslin blanks, and variable text
containing biodata of the holder, encoded within a security stripe or
“doc-u-lok®", and over the photograph in two directions. This is also a
proprietary security feature and is used by the U.S. government in its
high value postage stamps and its new High Security Visa, amongst
other uses.

o Other security features include ultraviolet logos on the outer laminate,
micro-text on the teslin blanks signature lines, infrared band over the
ID bar code and high definition bank note type printing on both sides
of the blanks.

The Mexican Government has developed a national database in which the
consulates can verify if there are homonyms and if the applicant has
previously received a MCAS. They also check the applicant’s identity
against a Mexican government “stop list" containing approximately 13,000
records of persons who are not allowed to obtain documents issued by the
Mexican government.

Consular employees are trained to detect the typical mistakes made by
forgerers, and to carefully verify the information during the production of the
MCAS. In addition to the yearly Consular Services training, special training
is conducted for the issuance of the new High Security Consular
Registration Card (MCAS).

With the launch of the new High Security version, from March 6, 2002 to July
18, 2004, the Mexican government issued 2,214,738 MCAS. The Mexican
government estimates that almost 4 million Mexicans in the United States
have matriculas consulares.

Currently, 377 cities, 183 counties and 33 states, as well as 178 financial
institutions and 1180 police departments in the U.S., accept the MCAS as a
valid ID. Additionally, 12 states have accepted the MCAS as one of the
proofs of identity required to obtain a driver's license. The local governments
of 80 cities accept the MCAS for obtaining a library card or business
licenses, entering public buildings, registering children for school, and
accessing some public services. Private companies have begun to accept
the matricula for opening accounts for utilities and insurance. Some airlines
also accept the MCAS as a valid ID.

The MCAS has become an important tool for opening financial institutions to
the un-banked people. The positive impacts of such access go beyond
individuals simply being able to open bank accounts. They also have
positive implications for the day-to-day lives of U.S. communities by
unleashing economic transactions that would not occur otherwise.
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The acceptance of the MCAS by key financial institutions has significantly
reduced the cost of sending remittances. The Mexican government
estimates that, since the MCAS have been accepted by banks and financial
institutions, the increase in use of bank transfers as a means for sending
remittances has led to savings of more than U.S.3700 million for migrants
and their families.

The acceptance of the MCAS by key financial institutions also improves their
ability to track the use of money and prevent criminal activities. The use of
MCAS has contributed to shrink informal channels associated with the
potentially dangerous existence of financial "black markets”.

The MCAS assists law enforcement officials’ communication with migrant
communities by ensuring that people are not afraid to come forward as
witnesses and report crimes. The MCAS make it easier to identify dead or
unconscious people. They save time and resources for the police and
facilitate communication with relatives.

The MCAS reduce the vulnerability of migrants as objects of criminal activity.
Before the MCAS were accepted in financial institutions, undocumented
workers were forced to keep as cash whatever resources they had; thus,
they frequently became prime and repeated targets of crime, including
robberies and break-ins to their homes.

The MCAS has no relation with the sovereign right of the United States to
determine who can or cannot be admitted into its territory, as well as the
conditions for any person to remain there. In no way does the MCAS
constitute a form of “immigration status regularization” which may hinder the
enforcement of immigration laws. MCAS hoiders are aware that this is only
an identification card, which has no bearing upon their immigration or visa
status.
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Most Frequently Asked Questions

Regarding the Matricula Consular (MCAS)
Last updated: July 19", 2004

= General Information:
1. What is a “Matricula Consular’ (MCAS)?

Matricula Consular de Alta Seguridad (or MCAS, for it's initials in Spanish) means High
Security Consular Registration Document. As such, it is the official record for Mexican
individuals living abroad. Consular registration services also include notary, birth,
death, and marriage registration services. In Mexican consular practice a certificate of
each registration service is given to the petitioner as a proof of record.

2. What is the origin of the MCAS?

The registration of nationals through the consular offices is a practice recognized by
the Vienna Convention on Consular Relations. Mexican consulates have issued these
certificates since 1871. This means that Matricufa Consular ID Cards have been issued
for more than 133 years in Mexican consulates around the world.

3. What is the purpose behind the MCAS?

The purpose of consular registration is to enable consular officers to provide protection
and access to consular services, as well as to help relatives and authorities of the
sending state to locate their nationals overseas.

Consular registration of Mexican nationals is a very helpful tool for Mexican consulates
to comply with the functions recognized by the Vienna Convention on Consular
Relations. This registration facilitates the access to protection and consular services,
since the certificate issued accordingly is considered as evidence of Mexican
nationality.

Currently, the MCAS has become an important means of identification for Mexican

nationals living abroad, particularly since these documents became portable
documents with a photograph (similar to driver’s licenses).

» Matriculas Consulares and International Law:

4. Is the use of documents like the MCAS a recognized practice in
international law?

The practice of consular registration has been recognized by international law.
Consular posts of every couniry around the world exercise this service. Consular
Registration Cards are the legal proof of record of such registration.

Essentially, the identity document issued by Mexican consulates to Mexican nationals
is not significantly different in nature from other types of identity documents, such as
passports.

5. Does the United States engage in similar practices abroad?
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The U.S. consular posts also provide these consular registration services for its
nationals who live in other countries. The principal purpose of this service, quoting
Roberta S. Jacobson, Acting Deputy Assistant Secretary of State for the for the Bureau
of Western Hemisphere Affairs, testifying before the U.S. Congress (June 26, 2003), is
“...[to create] an official record of U.S. citizens which will enable consular and
diplomatic officers to furnish promptly and efficiently all services which are the inherent
right and privilege of such citizenship.”

Furthermore, “...the Department [of State] views foreign consular identification cards as
a possible tool for facilitating consular noltification by accountable law enforcement
officials... a foreign consular identification card is a means to identify an individual as a
foreign national...”

Roberta S. Jacobson also stated that, ..."we [the U.S. government] must also carefully
avoid faking action against consular identification cards that foreclose our options to
document or assist American citizens abroad. The Department itself issues
documentation other than a passport for U.S. citizens abroad and at times occasionally
issues similar identity cards or travel documents."

6. Is there any U.S. jurisprudence regarding the MCAS or similar
instruments?

The recognition of consular certificates has precedents in U.S. law: A New York
Federal Court stated that “consular certificates carry greater weight than those of a
notary public in determination of nationality.” (114NYS 2™, 280 (1952), cited in 47 AJIL
152 (1953)). Additionally, the United States District Court in New York, SDNY, in
accepting as sufficient proof a certificate from a foreign Consul-General in New York,
said: “Each country has the undoubted right to determine who are its nationals and it
seems to be general international usage that such a determination will be accepted by
other nations. Since regularity of the procedure of foreign agencies is to be
presumed... the certificate of the Consul-General is sufficient proof of the facts stated
there-in" (133 F.Supp.496 (1955), cited in 50 AJIL 139 (1956)).

» Document Security:

- Proof of Identity and Process of Issuance:

7. What are the requirements for issuance of a MCAS?
There are 4 basic requirements that the applicant must fulfill in order o obtain a MCAS:

e The Applicant must Present Proof of Mexican Nationality. According to the
Mexican Law of Nationality, a person can prove his/her nationality with any of
the following documents: Birth Certificate, Certificate of Mexican Nationality,
Certificate of Naturalization, or Passport.

« The Applicant must Present Proof of his/her Identity. A person can prove histher
identity with any of the following documents issued by Mexican authorities:
Military Service Identification Card (Cartilla), Electoral 1D, Passport, expired
Matricula Consular, or with an official ID issued by the local U.S. authority (e.g.

! Statement of Roberta §. Jacobson, Acting Deputy Assistant Secretary of State for the Bureau of Western
Hemisphere Affairs, “The Federal Government's Response to Consular identification Cards’, Hearing
before the Subcommittee on Immigration, Border Security, and Claims, June 26", 2003.
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driver’s license, green card or INS permission, school record, police clearance
report with a cancelled picture, U.S. passport or state ID).

* The Applicant must Present Proof of Residence within the Consular District. A
person can prove that they reside within the Consular District (the area covered
by the issuing consular office) with any of the following documents: A contract
or receipt of payment for services or utilities such as water, electricity, gas,
phone service and rent payments. In addition, the person may accredit the
residence requirement by presenting a state ID or driver’s license issued by the
local authority, if it contains a local address.

s [ssuance Fee Payment. The applicant must pay a U.S.$26 fee for issuance of
the MCAS.

8. How do Mexican authorities ensure the authenticity of Mexican
documents?

Consular employees are trained regarding the necessary elements in the production of
Mexican birth certificates and all other documents applicants are required o present.
They are trained to detect the typical mistakes made by forgerers, and to carefully
verify the information during the production of the MCAS. In fact, the application form
for a MCAS contains information beyond that of a birth certificate, thus allowing our
officers to look for mistakes or inaccuracies. Additionally, all applicants are personally
interviewed. If any doubt exists, the Consul in charge of documentation will make an
evaluation, and if necessary, will contact Mexican Civil Registry authorities to verify the
authenticity of the document.

In addition to the yearly Consular Services training, special training is conducted for the
issuance of the new High Security Consular Registration Card (MCAS).

9. Are birth certificates being crosschecked against computerized records
in Mexico to determine authenticity?

While there is wide variety of Mexican birth certificate formats (similar to U.S. birth
certificates) our authorities, like American authorities, do not often engage in this
procedure, unless there is suspicion of wrongdoing. One should point out that the
modern version of Mexican birth certificates includes more security features.

in a report to Congress dated October 21, 2002, Treasury noted that "any identity
verification system for foreign nationals will have to rely, at least to some extent, on
foreign documents” and ‘because of the many possible types of identification
documents”, an identity verification system for foreign nationals would not be able to
“list acceptable forms of identification”. As The Financial Services Roundtable
expressed in a letter to the U.S. Department of Treasury on July 31, 2003, “any attempt
to proscribe certain foreign identification documents would be inconsistent with this
acknowledgment”.

10. s the birth certificate the only document needed to obtain a MCAS?

This is not the case. In order to apply for a MCAS, you need to already have another
official picture 1D and proof of address.

11. What mechanisms does Mexico have in place to prevent potential acts
of corruption in the issuance of the MCAS?



172

There are many. The Mexican government has a variety of safeguards and legal
remedies to fight corruption.

» All documents submitted along with the application are copied so that later review
can reveal abnormalities or errors.

* No money is exchanged between the person reviewing the information, the person
inputting the information into the system or the person giving the finished product
and the applicant. That is another reason for breaking the process into several
steps.

» The applicant pays for the service after hisfher documents have been reviewed and
accepted. This payment is made at a cashier's window, which accepts payment for
all consular services.

+ In addition, some consular offices have a closed circuit security system. Consular
Employees are directly supervised by Consuiar Officers.

» Foreign Service Officers have to declare all their income, including all accounts in
and outside of Mexico. Failure to do so is grounds for firing the officer. The Bureau
for Public Function (our Federal Comptroller and primary anti-corruption agency)
reviews this information periodically.

« Both Consular officers and employees are subject to the Federal Penal Code of
Mexico and the Law of Professicnal Responsibility for Public Servants, and can
face penalties depending on the severity of the crime, ranging from fines, losing
their job and prison terms.

- Characteristics of the MCAS:

12. What is the difference between older versions and the “High Security”
version?

Like many other official documents, the MCAS has evolved over the years. Originally it
had the form of a certificate. In the middle of the 20" century these certificates became
smaller, portable documents with photographs. During the last two decades of the 20"
century, it took a form similar to that of driver’s licenses, which included more security
features. The MCAS, issued since March of 2002, has many more security features
than the previous versions. All the matriculas consulares are issued for a period of 5
years. By 2007 all the old matriculas consulares will have been replaced by MCAS.

13. Why is the MCAS preferred over the Mexican Passport?

The principle reasons have {o do with the price and convenience of the MCAS. The
MCAS with a 5-year validity costs U.S.$26, while the 5-year passport costs U.S.$79.
Secondly, the MCAS is a small ID and is easier to carry than the passport.

14. Are there specific assurances being made indicating that the MCAS is
tamper proof and/or duplicate proof?

This updated high-tech MCAS, incorporates cutting-edge technology, holograms and
other embedded designs to prevent its forgery. The following features are significantly
important to mention:

o A visible *Advantage®” seal which is a variable color, tamper proof, Optical Security
Device, used to mark the ID photograph, and is solely manufactured by a U.S.
provider. No one else in the world has access to this technology or design, which
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makes counterfeiting the 1D highly improbable. This feature is used by the U.S.
Government in several high security documents such as FBI badges.

» “Scrambled Indicia®” is a pixel level security feature which conceals encoded text
or graphics within the visible design. These encoded features are only visible
through special purpose lenses. The Consular ID card includes two versions of this
feature: fixed text and graphics printed on both sides of the teslin blanks, and
variable text containing biodata of the holder, encoded within a security stripe or
“doc-u-lok®”, and over the photograph in two directions. This is also a proprietary
security feature and is used by the U.S. government in its high value postage
stamps and its new High Security Visa, amongst other uses.

s Other security features include ultraviolet logos on the outer laminate, micro-text on
the teslin blanks signature lines, infrared band over the D bar code and high
definition bank note type printing on both sides of the blanks.

Through the Mexican consulates 649,000 codifiers were given to banks, the Bureau of
immigration and Customs Enforcement (BICE), police departments, airlines, border
patrol, and other institutions.

It is important to stress the Mexican government’s willingness to listen to any
consideration and recommendation from U.S. Federal, State and local authorities to
work together to improve the security of the Mexican MCAS.

- Control of MCAS issuance:

15. How is Mexico assuring that the MCAS are representative of one
person/one identity?

Since the MCAS was launched, the standard of scrutiny for issuance became much
stricter and thus has gradually minimized our exposure to error or fraud. Our Passport
and our Consular ID have more security features than most U.S. issued driver's
licenses.

The Mexican Government has also developed a national database, which allows the
data entered into the computer to be self-analyzed and inform the authorities if there
are homonyms and if the applicant has previously received a MCAS. The person’s
picture is also stored in the database, thus allowing Mexican authorities to see if it is
the same person, while also facilitating the replacement of lost MCAS. Mexican
passport information also is kept in this system. In addition, consulates can verify the
identity of an applicant who uses a Mexican voter registration card by checking it
electronically against a voter registration database in Mexico. There is a database
within each Consular district and a central database in Mexico City.

Through the database, the consulates can also check the applicant’s identity against a
Mexican government “stop list’—a list containing records of persons who are not
aliowed to obtain documents issued by the Mexican government, including fugitives or
persons who have fried to use fake documents at consulate offices in the past.
Mexican officials estimate this database contains approximately 13,000 records.

Additionally, the Mexican Government is analyzing different alternative systems that
would enable the establishment of biometric features.

- Comparison with U.S. Documents:

16. How secure is the MCAS compared to U.S. documents?
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in many instances, the MCAS is more secure than most locally issued driver's licenses
or State ID’s, as it incorporates more security features. The MCAS has 13 security
features and the requirements for issuance of a MCAS are similar to those of most U.S.
official documents.

Sheila Blair, former Assistant Treasury Secretary for Banks in the current
administration, in declarations made to the Los Angeles Times on July 31, 2003, stated
that critics “are holding the Matriculas to standards that many driver's licenses and
other [U.S.] domestic governmental-issued IDs couldn’t meet”.

» Relevant data:

17. What Information is available about MCAS acceptance by local
authorities in the U.S.?

Currently, 377 cities, 163 counties and 33 states, as well as 178 financial institutions
and 1180 police departments, accept the MCAS as a valid ID. Additionally, 12 states
have accepted the MCAS as one of the proofs of identity required to obtain a driver's
license. The local governments of 80 cities accept the MCAS for obtaining a library
card or business licenses, entering public buildings, registering children for school, and
accessing some public services.

Private companies have begun to accept the matricula for opening accounts for utilities
and insurance. Given that the Transportation Safety Administration allows airlines to
set their own criteria for acceptable identification for passenger check-in, some airlines
accept the MCAS as a valid ID.

18. How many MCAS have been issued thus far?

From March 6, 2002 to July 18, 2004, the Mexican government issued 2,214,738
MCAS. The Mexican government estimates that almost 4 million Mexicans in the
United States have matriculas consulares.

» Security Benefits in the U.S.:
19. How does the MCAS benefit U.S. Security?

Acceptance of the MCAS provides U.S. authorities with a further instrument to comply
with section 312 of the Patriot Act, according to which banking institutions shall
« ..ascertain the identity of the nominal and beneficial owners of, and the source of
funds deposited into, such account as needed to guard against money laundering and
report any suspicious transactions under subsection (g)....”

“Personal accountability. Economic vitality. Financial stability. Homeland Security.
These are just four of the reasons why acceptance of the Matricula Consular is so
important.”

(Statement of lllinois Congressman Luis V. Gutierrez, regarding The Issuance,
Acceptance, and Reliability of Consular ldentification Cards,’ before the House
Judiciary Subcommittee on Immigration, Border Security, and Claims, June 19, 2003).

The following are some of the benefits for U.S. Homeland Security:
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* The acceptance of the MCAS by key financial institutions improves their ability to
track the use of money and prevent criminal activities. The use of MCAS has
contributed to shrink informal channels associated with the potentially dangerous
existence of financial “black markets”.

e The MCAS assists law enforcement officials’ communication with migrant
communities by ensuring that people are not afraid to come forward as witnesses
and report crimes. This also allows police to keep better records. People without
identification who might have important information are more likely to flee from the
police.

» The MCAS reduce the vulnerability of migrants as objects of criminal activity.
Before the MCAS were accepted in financial institutions, undocumented workers
were forced to keep as cash whatever resources they had; thus, they frequently
became prime and repeated targets of crime, including robberies and break-ins to
their homes. In some cases, the police themselves have asked local banks to
accept the MCAS in order to prevent these problems.

» Carrying a MCAS saves resources and time for the police and the detained. When
the police stop someone without identification on a minor charge, they are forced to
hold them overnight when a citation would otherwise suffice.

¢ The MCAS make it easier to identify dead or unconscious people. They save time
and resources for the police and facilitate communication with relatives.

e The MCAS facilitates compliance by law enforcement officials of the provisions on
consutar notification included in Article 36 of the Vienna Convention on Consular
Relations. As stated by a U.S. Department of State official: “...the Department
views foreign consular identification cards as a possible tool for facilitating consular
notification by accountable law enforcement officials... a foreign consular
identification card is a means to identify an individual as a foreign national...”,
However, it must be emphasized that the police are generally not responsible for
immigration enforcement; therefore, immigration status is irrelevant for their
purposes.

The numerous benefits of MCAS for U.S. security explain why more than 1180 local
U.S. police and sheriff departments have been among the most enthusiastic backers of
the consular IDs. Many cities, banks and governmental offices have also received the
scanners that allow officers to check the cards' most sophisticated security features. It
is important to clarify that the Department of Homeland Security has not explicitly made
decisions involving the MCAS.

As stated by Texas Representative Sheila Jackson Lee, referring to the use of the
MCAS by Mexican immigrants to open bank accounts and to identify themselves
before law enforcements authorities: “Isn't this better than them having their money
under a mattress or somewhere elfse? This way we can frack whether the money in
these accounts is being used for illegal purposes. This is an asset to us. This helps law
enforcement”. (National Review on Line, June 20, 2003)

20. Do MCAS make it easier for criminals or terrorists to enter and/or
organize their activities in the United States?

MCAS in no way facilitate a foreign national's entry to U.S. Through the information
provided by the Mexican consulates and government, Mexicans who own a MCAS are
aware that this is only an identification card, which has no bearing upon their

2 Statement of Roberta S. Jacobson, Acting Deputy Assistant Secretary of State for the Bureau of Western
Hemisphere Affairs, “The Federal Government's Response to Consular identification Cards”, Hearing
before the Subcommittee on Immigration, Border Security, and Claims, June 26", 2003.

11
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immigration or visa status. Given the fact that MCAS are accepted only as one of the
requirements for a person to open a bank account or have access to other services in
the U.S., by itself, this document cannot facilitate illegal activiies within U.S.
institutions.

The government of Mexico shares the security concerns of the United States and is an
active partner in the fight against terrorism worldwide. Therefore, we are taking extra
steps to ensure the reliability of all documents issued by our government, including the
MCAS. It is important to stress that Mexican and U.S. authorities have been working
more closely to enhance their security and to prevent terrorist activities in both
countries. To date there have been no reports about any link of the use of Mexican
MCAS and people connected to or even suspects of being engaged in ferrorist
activities.

21. What is the impact of the FBI's statements regarding the reliability of
the MCAS?

The U.S. Government has not taken a formal stance against the nationwide
acceptance of the MCAS.

On June 25% 2003, the FBI's representative testifying before the U.S. House of
Representatives Judiciary Subcommittee on immigration, Border Security and Claims
acknowledged that the issues surrounding the security of the MCAS are not unique to
this document and are shared by U.S. issued documents as they “all have different
vulnerabilities.”®

Sheila Blair, former Assistant Treasury Secretary for Banks in the current
administration, indicated that critics “are holding the Matriculas to standards that many
driver’s licenses and other [ U.S.] domestic governmental-issued 1Ds couldn't meet”,
adding that “the tie to terrorism is stretch.”*

= Economic Benefits in the U.S.:

22. Has there been a measurable impact of the increased use of MCAS in
the remittances market?

The acceptance of the MCAS by key financial institutions has significantly reduced the
cost of sending remittances. The Mexican government estimates that, since the MCAS
have been accepted by banks and financial institutions, the increase in use of bank
transfers as a means for sending remittances has led to savings of more than U.S.$700
million for migrants and their families .

The use of the MCAS is also contributing to shrink informal channels associated with
the potentially dangerous existence of financial “black markets”.

It is also important to mention the 30% increase in remittances tracked to Mexico
during the first semester of 2003, as compared to the previous year, and a 23.6%
increase in the same period for 2004. The total of remittances sent to Mexico in 2003
(approximately U.S.$14 billion) represented an increase of 35.2% compared with the
previous year.

? See Ricardo Alenso, “Storm Swirls Around Mexican ID Card Use," Los Angeles Times (July 31, 2003).
4 See R. Alonso, “Storm Swirls...” Los Angeles Times (July 31, 2003).
® Speech by President Vicente Fox, Austin, November 6, 2003.
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23. What is the relationship between Banks and the MCAS?

The MCAS has become an important tool for opening financial institutions to the un-
banked people. For many Mexican nationals living in the United States, obtaining a
MCAS represents the first step towards participating in the financial system. The
positive impacts of such access go beyond individuals simply being able to open bank
accounts. They also have positive implications for the day-to-day lives of U.S.
communities by unleashing economic transactions that would not occur otherwise.

Access to the financial mainstream by those currently un-banked is a critical
component of local development in the United States. This is, in fact, an issue that
goes beyond Mexicans living in the U.S. Although estimates vary, several studies
indicate that as many as 10 million American households (65 million people) do not
have bank accounts.® Additionally, according to the Federal Reserve Board’'s 1998
Survey of Consumer Finances and the Treasury Department’s Notice of Funds
Availability Regarding First Accounts, almost one family in ten in the U.S. (generally
with annual income of less than $25,000) does not have a draft/checking account or a
savings account.

The contribution of the MCAS to address such an important problem, coupled with its
enhanced security features, is among the several reasons that have led an increasing
number of state and local authorities in the United States to accept it as valid ID.

24. Why Should U.S. Banks and Financial Institutions Accept the MCAS?

Financial institutions can tap new customers who are now able to access fundamental
financial services previously unattainable to them. Measured just in terms of the
remittances sent home by Mexicans living in the U.S, resources involved amounted to
almost U.S.$14 billion in 2003.

Today, 178 financial institutions accept the MCAS. By June 2003, Wells Fargo,
estimated that it had opened 60,000 new accounts since it began accepting the
matriculas consulares in November 20017, Only in the Chicago area, the FDIC's office
conducted a survey of banks accepting the MCAS. Of the eight banks they had
surveyed by June 2003, 12,978 new bank accounts had been opened, representing
$50 million dollars in deposits.®

25. Why do so many banks oppose the U.S. Federal Government adopting
a position forbidding the use of the MCAS?

Banks and other financial institutions’ primary interest is to ensure the reliability of the
documents they accept, in order to protect themselves and their investors.

Current law allows for Banks and other financial institutions, being private and
independent in nature, a high degree of independence in evaluating the reliability of

S Statement of Chairman Spencer Bachus, U.S. House of Representatives Subcommittee on Financial
Institutions and Consumer Credit, “Serving the Underserved: Initiatives to broaden access to the financial
mainstream”, June 26", 2003.
7 Statement of Sheila Blair, University of Massachusetts, “Serving the Underserved: Initiatives to Broaden
Access to the Financial Mainstream”, Hearing before the U.S. House of Representatives Subcommittee on
ginancial Institutions and Consurmer Credit, June 26", 2003.

id.
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foreign documents and accepting them. National banks, such as Citibank, Bank of
America and Wells Fargo, who serve large portions of the immigrant community, have
had a positive experience with the MCAS, as evidenced by the following statement:

“Wells Fargo has not experienced any issues with the new accounts that have
been established... [their] experience with the accounts opened has been no
different than for the accounts opened with U.S. driver's licenses or state
identification” {Statement of Wells Fargo Spokeswoman Miriam Galicia Duarte,
July 08, 2003).

The fact that so many banks have acquiesced to the use of the MCAS as a safe
document speaks for the security and high quality of the document.

liinois Congressman Luis Gutiérrez, Senior member of the House Financial Services
Committee, issued the following statement. “The Matricula card has become an
important tool for opening financial institutions to the unbanked... having fair access to
financial services is not simply a convenience--it is crucial.” (Hearing on “The Issuance,
Acceptance, and Reliability of Consular Identification Cards” of the House Judiciary
Subcommittee on Immigration, Border Security, and Claims, June 6, 2003).

Many organizations, including the Financial Services Roundtable (FSR),® did not
support any changes to the record-keeping requirements issued on May 9, 2003. In a
letter to U.S. Treasury Secretary John W. Snow, dated July 31st, 2003, the FSR
expressed their belief that “..the existing requirements adhere to a risk-based
approach, and are designed to provide appropriate resources for law enforcement
agencies to investigate money laundering and terrorist financing”.

The California Bankers Association (CBA) also supported the risk-based approach to
handle customer identification and argued that “...the creation of an infiexible,
bureaucratic process that discriminates against non-U.S. citizens would create a host
of difficulties not justified by any benefits that have been articulated so far.” (Letter to
U.S. Department of Treasury, July 28,2003)

= MCAS and Immigration Status:

26. Is the issuance of the MCAS a form of “immigration status
regularization”?

Criticism of the MCAS sometimes focuses, not on the security features of the
document, but on its assumed relation to immigration law. Such assumption is
mistaken and based on a misunderstanding. The MCAS has no relation with the
sovereign right of the United States to determine who can or cannot be admitted into its
territory, as well as the conditions for any person to remain there. In no way does the
MCAS constitute a form of “immigration status regularization” which may hinder the
enforcement of immigration laws. This fact is clearly understood by the Mexican
Government and the MCAS holders. it is important to keep in mind that the MCAS are
used by all Mexicans, including legal residents who carry it for convenience.

As Senator Edward Kennedy expressed on July 24", 2003, “..with respect to
undocumented immigrants, there is no other information available fo assist law
enforcement officers in solving crimes and maintaining records on fllegal activities. The

¢ The Roundtable is a national association that represents 100 of the largest integrated financial services
companies providing banking, securities, insurance, and other financial products and services to American
consumers and businesses.
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Mexican consular identification cards do not change the laws related to immigration.
They do not legalize undocumented aliens or pose risk to our antiterrorism efforts. |
believe that the major impact of the cards is in facilitating the contact of Mexican
immigrants with American businesses and institutions.”®

“Some people seem fo think that by doing this, we're supporting illegal immigration.
That's not the case. The fact is, all the people we serve should be given equal
protection under the law, and we believe this will help us provide that equal protection”
(Statement of Jim Spreine, Laguna Beach Police Chief and President of the Orange
County Police Chiefs and Sheriff's Association, Los Angeles Times, November 8,
2001).

“The acceptance of a foreign national’s identification by a financial institution confers no
legal status upon an alien. This is solely for identification purposes, not for immigration
purposes” (The Financial Services Roundtable, Letter to U.S. Department of Treasury,
July 31, 2003).

= Acceptance of MCAS in Mexico:

27. Is the Matricula Consular accepted in Mexico as a valid form of
identification?

The acceptance of the MCAS in Mexico is a matter of market and demand. The MCAS
are only issued to people who reside outside Mexico and are mostly used outside of
the country; thus, the use of MCAS within Mexico had not been contemplated in the
Mexican banking laws and regulations. However, with time, Mexican authorities
recognized the importance of this ID and began accepting it as one of the many means
available to prove Mexican nationality upon entering Mexico.

{n 2001, an internal campaign was initiated to inform states in Mexico about the MCAS
with very successful results. Currently, 13 states and the Federal Electoral Institute
{(IFE) have officially recognized the MCAS as a valid form of identification.

Banks need proof of residency within Mexico, therefore the MCAS is not useful for
opening a bank account, since by definition, it only includes U.S, addresses. However,
certain Mexican banks, especially those at the border, do accept the MCAS as a valid
form of identification.

It is important to stress that banks in the U.S. couple the MCAS with other
requirements, such as the Income Tax ldentification Number (ITIN), Social Security,
Passports, proof of address and other requirements. Therefore, they take steps to
protect themselves and, throughout the process, validate the fact that the MCAS is as
secure as other instruments of identification.

28. Is there an equivalent form of identification that is accepted in Mexico,
thus allowing the MCAS to be used only for international identification
purposes?

Yes. There are many forms of identification that are accepted by the banks in Mexico
(Electoral ID, drivers licenses, passport, etc.) However, the Mexican government is
working toward wider acceptance of the MCAS within Mexico in order to assist
returning migrant workers.

"0 Letter of U.S. Senator Edward Kennedy to U.S. Treasury Secretary John W. Snow, July 24™ 2003.
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= Costs of forbidding the acceptance of MCAS:

29. Who would be the most severely affected groups, if acceptance of the
MCAS were no longer viable?

U.S. Economy;

The acceptance of MCAS by banks contributes to the creation and replication of a wide
variety of economic transactions and products that would not exist or be used
otherwise. By accepting the MCAS, Mexican workers are able to open accounts, cash
checks and use other bank services, not available to them in the past, unleashing a
positive effect in the United States economy.

If banks could no longer open accounts for Mexican migrants by accepting the MCAS
they would be unable to participate in one of the most dynamic and lucrative segments
of the market. They would be forced to close the tens of thousands of accounts that
have been opened nationwide, resulting in a multimillion-dollar loss to this industry.
They would also lose the market growth they have experienced in the remittances field,
which, in turn, would constitute a backward-step, driving upwardly the prices of sending
money abroad. This would also reduce the capital flows to Mexico and increase the
likelihood of consumer fraud perpetrated against migrants by driving them back into
informal channels.

Law Enforcement:

Law Enforcement Authorities who currently accept the MCAS would no longer have a
reliable means of identification for both victims and perpetrators of crimes. Migrants
would lose the confidence that has been gained over the last few years to safely
interact with these authorities, and provide useful information.

As Senator Edward Kennedy expressed on July 24", 2003, “an important aspect of the
new regulations gives financial institutions the discretion to accept identification
documents issued by foreign governments; such as the consular identification cards
issued by the government of Mexico. The more we can enhance the identification of
immigrants and visitors, the safer our society becomes”.

Local and State governments:

Local and State governments would no longer be able to serve large portions of their
populations who use the MCAS in their daily interaction with these authorities (e.g. as a
form of identification to enter public buildings, obtain library cards, business licenses
and driver’s licenses, register children for school, or access certain public services). It
would also make it more difficult for Mexicans to have the confidence to participate in
activities as part of the local community.

Nancy Pelosi, House Minority Leader in the California State Assembly, stated: "As a
nation of immigrants, we need to ensure that newcomers have basic access to our
government. We won't give up until the Matricula consular is recognized by the federal
government” (quoted in The Dallas Morning News, July 17, 2003).

Migrants:

The Mexican migrants themselves would also endure negative repercussions without
the benefits of a MCAS as a proper form of identification. Their vulnerability would
increase by having to carry their money with them or keep it at home. The cost of
sending remittances home would increase. They would also experience procedural

16
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difficulties with law enforcement authorities by not having a proper identification card
and it would make it more difficult to contact their families in case of an emergency.

* The U.S. Department of the Treasury Survey:

30. What was the result of the U.S. Department of Treasury’s online
survey regarding the acceptance of the MCAS?

On July, 2003, the U.S. Department of Treasury conducted an online survey to collect
public comment on its bank rules regarding the acceptance of the matricula consular.

The importance of the issue was reflected by the fact that 16,258 individuals and
organizations participated through the online survey. The Treasury received
approximately 24,000 opinions through different means. Almost 25% of the participants
online were from the states with the largest Hispanic population, Texas and California;
77% of their votes were in favor of the MCAS.

It is important to point out that the U.S. Administration has not stated it's opposition to
the MCAS and that our actions do not contradict the Administration’s position on this
issue.

31. Is the Mexican Government’s issue of the MCAS an interference with
U.S. domestic affairs?

By promoting the MCAS, the Mexican government does not interfere in U.S. domestic
affairs. The Vienna Convention on Consular Relations gives Sending States the right
to register their nationals, a practice which has been recognized by international law
and has been exercised by every country around the world, including the U.S.

One of the responsibilities of the Mexican government is to protect Mexican nationals
abroad. One of the most basic steps in ensuring their well-being is to provide nationals
with proper documents for identification purposes. One of the main purposes of the
Mexican government is to ensure that the discussion around the MCAS is based on
objective, accurate and truthful information.

17
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The Mexican Ministry of Foreign Affairs informs that, as part of the Integral Program for the Improvement
of the Consular Services, on March 6, 2002 started issuing a new higher security Consular ID, called
“Matricula Consular de Alta Seguridad” or MCAS.

(FRONT) (BACK)
The main MCAS security backs are either visible or invisible security features:
Visible security features:
1) Green security paper, with a special security pattern.

2) "Advantage seal", with a Mexican Official seal that appears over the bearer’s picture that changes color
from green to brown when seen with natural light.

3) Infra red band on the back of the MCAS,
4) Using a flourescent-light lamp, you are able to read SRE all over the front of the MCAS.

Invisible security features:

in order to be able to reveal the invisible MCAS security marks, a special decoder is needed. Using this decoder
you can see the following:

On the front side:
1) The word MEXICO written at the left side of the MCAS, next fo the bearer's picture.

2) The legend "MATRICULA CONSULAR CONSULAR ID CARD", wrilten at the bottom of the MCAS



183

3} The capital letters "SRE”, written three times on the right side of the MCAS,

On the back side:

1) Written on the left side of the green line, while using the decoder, you will read the bearer's name and
the ID number. On the right side, you will read the ID's expiration date and the name of the issuing office,
for example "CONSULMEX CHICAGO",

2) Tuming the decoder 90° degrees, you will read SRE written five times over the MCAS, with the following
pattern:

IMAGR
v

3) Using the decoder over the picture, you will read the bearer's name.

4) Using the decoder over the picture and turning it 90° degrees, you will read the capital letters "SRE” and
the bearer's D.O.B.

Please note that the two Consular IDs (Matriculas Consulares) previously issued by the Mexican Consulates
in the United States, both, the one laminated and the booklet-like one, are going to be valid until their expiration
date. _

A

(LAMINATED) (BOOKLET-LIKE)
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Preface

The Commission staff organized its work around specialized studies, or monographs,
prepared by each of the teams. We used some of the evolving draft material for these
studies in preparing the seventeen staff statements delivered in conjunction with the
Commission’s 2004 public hearings. We used more of this material in preparing draft
sections of the Commission’s final report. Some of the specialized staff work, while not
appropriate for inclusion in the report, nonetheless offered substantial information or
analysis that was not well represented in the Commission’s report. In a few cases this
supplemental work could be prepared to a publishable standard, either in an unclassified
or classified form, before the Commission expired.

This study is on terrorist financing. It was prepared principally by John Roth, Douglas
Greenburg, and Serena Wille, with editing assistance from Alice Falk. As in all staff
studies, they often relied on work done by their colleagues.

This is a study by Commission staff, While the Commissioners have been briefed on the

work and have had the opportunity to review earlier drafts of some of this work, they
have not approved this text and it does not necessarily reflect their views.

Philip Zelikow
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Chapter 1
Introduction and Executive Summary

Introduction

After the September 11 attacks, the highest-level U.S. government officials publicly
declared that the fight against al Qaeda financing was as critical as the fight against al
Qaeda itself. It has been presented as one of the keys to success in the fight against
terrorism: if we choke off the terrorists’ money, we limit their ability to conduct mass
casualty attacks. In reality, completely choking off the money to al Qaeda and affiliated
terrorist groups has been essentially impossible. At the same time, tracking al Qaeda
financing has proven a very effective way to locate terrorist operatives and supporters
and to disrupt terrorist plots.

As a result, the U.S. terrorist financing strategy has changed from the early post-9/11
days. Choking off the money remains the most visible aspect of our approach, but it is not
our only, or even most important, goal. Ultimately, making it harder for terrorists to get
money is a necessary, but not sufficient, component of our overall strategy. Following the
money to identify terrorist operatives and sympathizers provides a particularly powerful
tool in the fight against terrorist groups. Use of this tool almost always remains invisible
to the general public, but it is a critical part of the overall campaign against al Qaeda.
Moreover, the U.S. government recognizes—appropriately, in the Commission staff’s
view—that terrorist-financing measures are simply one of many tools in the fight against
al Qaeda.

This monograph, together with the relevant parts of the Commission’s final report,
reflects the staff’s investigation into al Qaeda financing and the U.S. government’s efforts
to combat it. This monograph represents the collective efforts of a number of members of
the staff. John Roth, Douglas Greenburg and Serena Wille did the bulk of the work
reflected in this report. Thanks also go to Dianna Campagna, Marquittia Coleman,
Melissa Coffey and the entire administrative staff for their excellent support. We were
fortunate in being able to build upon a great deal of excellent work already done by the
U.S. intelligence and law enforcement communities.

The starting point for our inquiry is 1998, when al Qaeda emerged as a primary global
threat to U.S. interests. Although we address earlier periods as necessary, we have not
attempted to tell the history of al Qaeda financing from its inception. We have sought to
understand how al Qaeda raised, moved, and stored money before and after the
September 11 attacks, and how the U.S. government confronted the problem of al Qaeda
financing before and after 9/11. We have had significant access to highly classified raw
and finished intelligence from the intelligence community, have reviewed law
enforcement, State Department, and Treasury Department files, and have interviewed at
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length government officials, from street-level agents to cabinet secretaries, as well as
non-government experts, representatives from the financial services industry, and
representatives of individuals and entities directly affected by U.S. government action to
combat al Qaeda financing.

This monograph does not attempt a comprehensive survey of all known data on al Qaeda
financing and every government action to combat it. Rather, we have sought to
understand the issues that make a difference, what the 9/11 disaster should have taught us
about these issues, and the extent to which the current U.S. strategy reflects these lessons.
What we have found is instructive in the larger analysis of what the U.S. government can
do to detect, investigate, deter, and disrupt al Qaeda and affiliated terrorist groups bent on
mass casualty attacks against the United States.’

Executive Summary

September 11 financing

The September 11 hijackers used U.S. and foreign financial institutions to hold, move,
and retrieve their money. The hijackers deposited money into U.S. accounts, primarily by
wire transfers and deposits of cash or travelers checks brought from overseas.
Additionally, several of them kept funds in foreign accounts, which they accessed in the
United States through ATM and credit card transactions. The hijackers received funds
from facilitators in Germany and the United Arab Emirates or directly from Khalid
Sheikh Mohamed (KSM) as they transited Pakistan before coming to the United States.
The plot cost al Qaeda somewhere in the range of $400,000-500,000, of which
approximately $300,000 passed through the hijackers’ bank accounts in the United
States. The hijackers returned approximately $26,000 to a facilitator in the UAE in the
days prior to the attack. While in the United States, the hijackers spent money primarily
for flight training, travel, and living expenses (such as housing, food, cars, and auto
insurance). Extensive investigation has revealed no substantial source of domestic
financial support.

Neither the hijackers nor their financial facilitators were experts in the use of the
international financial system. They created a paper trail linking them to each other and
their facilitators. Still, they were easily adept enough to blend into the vast international
financial system without doing anything to reveal themselves as criminals, let alone
terrorists bent on mass murder. The money-laundering controls in place at the time were
largely focused on drug trafficking and large-scale financial fraud and could not have
detected the hijackers’ transactions. The controls were never intended to, and could not,
detect or disrupt the routine transactions in which the hijackers engaged.

! Our investigation has focused on al Qaeda financing and the country’s response to it. Although much of
our analysis may apply to the financing of other terrorist groups, we have made no systematic effort to
investigate any of those groups, and we recognize that the financing of other terrorist groups may present
the government with problems or opportunities not existing in the context of al Qaeda.
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There is no evidence that any person with advance knowledge of the impending terrorist
attacks used that information to profit by trading securities. Although there has been
consistent speculation that massive al Qaeda-related “insider trading” preceded the
attacks, exhaustive investigation by federal law enforcement and the securities industry
has determined that unusual spikes in the trading of certain securities were based on
factors unrelated to terrorism.

One of the pillars of al Qaeda: Fund-raising

Al Qaeda and Usama Bin Ladin obtained money from a variety of sources. Contrary to
common belief, Bin Ladin did not have access to any significant amounts of personal
wealth (particularly after his move from Sudan to Afghanistan) and did not personally
fond al Qaeda, either through an inheritance or businesses he was said to have owned in
Sudan. Rather, al Qaeda was funded, to the tune of approximately $30 million per year,
by diversions of money from Islamic charities and the use of well-placed financial
facilitators who gathered money from both witting and unwitting donors, primarily in the
Gulf region. No persuasive evidence exists that al Qaeda relied on the drug trade as an
important source of revenue, had any substantial involvement with conflict diamonds, or
was financially sponsored by any foreign government. The United States is not, and has
not been, a substantial source of al Qaeda funding, although some funds raised in the
United States may have made their way to al Qaeda and its affiliated groups.

After Bin Ladin relocated to Afghanistan in 1996, al Qaeda made less use of formal
banking channels to transfer money, preferring instead to use an informal system of
money movers or bulk cash couriers. Supporters and other operatives did use banks,
particularly in the Gulf region, to move money on behalf of al Qaeda. Prior to 9/11 the
largest single al Qaeda expense was support for the Taliban, estimated at about $20
million per year. Bin Ladin also used money to train operatives in camps in Afghanistan,
create terrorist networks and alliances, and support the jihadists and their families.
Finally, a relatively small amount of money was used to finance operations, including the
approximately $400,000-500,000 spent on the September 11 attacks themselves.

U._S. government efforts before the September 11 attacks

Terrorist financing was not a priority for either domestic or foreign intelligence
collection. As a result, intelligence reporting on the issue was episodic, insufficient, and
often inaccurate. Although the National Security Council considered terrorist financing
important in its campaign to disrupt al Qaeda, other agencies failed to participate to the
NSC’s satisfaction, and there was little interagency strategic planning or coordination.
Without an effective interagency mechanism, responsibility for the problem was
dispersed among a myriad of agencies, each working independently.
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The FBI gathered intelligence on a significant number of organizations in the United
States suspected of raising funds for al Qaeda or other terrorist groups. Highly motivated
street agents in specific FBI field offices overcame setbacks, bureaucratic inefficiencies,
and what they believed to be a dysfunctional Foreign Intelligence Surveillance Act
(FISA) system2 to gain a basic understanding of some of the largest and most problematic
terrorist-financing conspiracies since identified. The FBI did not develop an endgame,
however. The agents continued to gather intelligence with little hope that they would be
able to make a criminal case or otherwise disrupt the operations. The FBI could not turn
these investigations into criminal cases because of insufficient international cooperation,
a perceived inability to mingle criminal and intelligence investigations due to the “wall”
between intelligence and law enforcement matters, sensitivities to overt investigations of
Islamic charities and organizations, and the sheer difficulty of prosecuting most terrorist-
financing cases. As a result, the FBI rarely sought to involve criminal prosecutors in its
terrorist-financing investigations. Nonetheless, FBI street agents had gathered significant
intelligence on specific groups.

On a national level the FBI did not systematically gather and analyze the information its
agents developed. It lacked a headquarters unit focusing on terrorist financing, and its
overworked counterterrorism personnel lacked time and resources to focus specifically on
financing. The FBI as an organization therefore failed to understand the nature and extent
of the jihadist® fund-raising problem within the United States or to develop a coherent
strategy for confronting the problem, The FBI did not, nor could it, fulfill its role to
provide intelligence on domestic terrorist financing to government policymakers and did
not contribute to national policy coordination. For its part, the Criminal Division of the
Department of Justice had no national program for prosecuting terrorist-financing cases,
despite a 1996 statute that gave it much broader legal powers for doing so. The
Department of Justice could not develop an effective program for prosecuting these cases
because its prosecutors had no systematic way to learn what evidence of prosecutable
crimes could be found in the FBI's intelligence files, to which they did not have access.

The U.S. intelligence community largely failed to comprehend al Qaeda’s methods of
raising, moving, and storing money, because it devoted relatively few resources to
collecting the strategic financial intelligence that policymakers were requesting or that
would have informed the larger counterterrorism strategy. Al Qaeda financing was in
many respects a hard target for intelligence gathering. But the CIA also arrived belatedly

% This monograph is a survey and analysis of the government’s efforts with regard to terrorist financing
both before and after 9/11. This necessarily touches on many different aspects of the government’s
counterterrorism efforts, including the FISA review process and barrier between law enforcement and
intelligence informatjon. We did not attempt, however, to conduct an exhaustive review of those issues.
Rather, we refer the reader to the 9/11 Commission Report, pp.78-80.

3 We use the term Jihadist to include militant Islamist groups other than the Palestinian terrorist groups,
such as Hamas and Palestinian Islamic Jihad, and Lebanese Hizbollah, The other jihadist groups who have
raised money in the United States appear to loosely share a common ideology, and many of them have been
linked directly or indirectly to al Qaeda. These groups raise funds in the United States to support Islamist
militants around the world; some of these funds may make their way to al Qaeda or affiliated groups. The
Palestinian groups and Hizbollah, which have raised large amounts of money domestically, present
different issues that are beyond the scope of our investigation.
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at an understanding of some basic operational facts that were readily available—such as
the knowledge that al Qaeda relied on fund-raising, not Bin Ladin’s personal fortune. The
CIA’s inability to grasp the true source of Bin Ladin’s funds and the methods behind
their movement hampered the U.S. government’s ability to integrate potential covert
action or overt economic disruption into the counterterrorism effort. The lack of specific
intelligence about al Qaeda financing frustrated policymakers, and the intelligence
deficiencies persisted through 9/11.

Other areas within the U.S. government evinced similar problems. The then-obscure
Office of Foreign Assets Control (OFAC), the Treasury organization charged by law with
searching out, designating, and freezing Bin Ladin assets, lacked comprehensive access
to actionable intelligence and was beset by the indifference of higher-level Treasury
policymakers. Even if those barriers had been removed, the primary Bin Ladin financial
flows at the time, from the Gulf to Afghanistan, likely were beyond OFAC’s legal
powers, which apply only domestically.

A number of significant legislative and regulatory initiatives designed to close
vulnerabilities in the U.S. financial system failed to gain traction. Some of these, such as
a move to control foreign banks with accounts in the United States, died as a result of
banking industry pressure. Others, such as a move to regulate money remitters, were
mired in bureaucratic inertia and a general antiregulatory environment.

The U.S. government had recognized the value of enlisting the international community
in efforts to stop the flow of money to al Qaeda entities. U.S. diplomatic efforts had
succeeded in persuading the United Nations to sanction Bin Ladin economically, but such
sanctions were largely ineffective. Saudi Arabia and the UAE, necessary partners in any
realistic effort to stem the financing of terror, were ambivalent and selectively
cooperative in assisting the United States. The U.S. government approached the Saudis
on some narrow issues, such as locating Bin Ladin’s supposed personal wealth and
gaining access to a senior al Qaeda financial figure in Saudi custody, with mixed results.
The Saudis generally resisted cooperating more broadly against al Qaeda financing,
although the U.S. government did not make this issue a priority in its bilateral relations
with the Saudis or provide the Saudis with actionable intelligence about al Qaeda fund-
raising in the Kingdom. Other issues, such as Iraq, the Middle East peace process,
economic arrangements, the oil supply, and cutting off Saudi support for the Taliban,
took primacy on the U.S.-Saudi agenda.

The net result of the government’s efforts, according to CIA analysis at the time, was that
al Qaeda’s cash flow on the eve of the September 11 attacks was steady and secure.

Where are we now?

It is common to say the world has changed since September 11, 2001, and this conclusion
is particularly apt in describing U.S. counterterrorist efforts regarding financing. The U.S.
government focused, for the first time, on terrorist financing and devoted considerable
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energy and resources to the problem. As a result the United States now has a far better
understanding of the methods by which terrorists raise, move, and use money and has
employed this knowledge to our advantage.

With an understanding of the nature of the threat and with a new sense of urgency, the
intelligence community (including the FBI) created new entities to focus on, and bring
expertise 1o, the area of terrorist fund-raising and the clandestine movement of money.
These entities are led by experienced and committed individuals, who use financial
information to understand terrorist networks, search them out and disrupt their
operations, and who integrate terrorist-financing issues into the larger counterterrorism
efforts at their respective agencies. Equally important, many of the obstacles hampering
investigations have been stripped away. The current intelligence community approach
appropriately focuses on using financial information, in close coordination with other
types of intelligence, to identify and track terrorist groups rather than to starve them of
funding.

The CIA has devoted considerable resources to the investigation of al Qaeda financing,
and the effort is led by individuals with extensive expertise in the clandestine movement
of money. The CIA appears to be developing an institutional and long-term expertise in
this area, and other intelligence agencies have made similar improvements. Still, al Qaeda
financing remains a hard target for intelligence gathering, Understanding al Qaeda’s
money and providing actionable intelligence present ongoing challenges because of the
speed, diversity, and complexity of the means and methods for raising and moving
money; the commingling of terrorist money with legitimate funds; the many layers and
transfers between donors and the ultimate recipients of the money; the existence of
unwitting participants (including donors who give to generalized jihadist struggles rather
than specifically to al Qaeda); and the U.S. government’s reliance on foreign government
reporting for intelligence.

Since the attacks, the FBI has improved its dissemination of intelligence to policymakers,
usually in the form of briefings, regular meetings, and status reports. The creation of a
unit focusing on terrorist financing has provided a vehicle through which the FBI can
effectively participate in interagency terrorist-financing efforts and ensures that these
issues receive focused attention rather than being a footnote to the FBI’s overall
counterterrorism program. Still, the FBI needs to improve the gathering and analyzing of
the information developed in its investigations. The FBI’s well-documented efforts to
create an analytical career track and enhance its analytical capabilities are sorely needed
in this area.

Bringing jibadist fund-raising prosecutions remains difficult in many cases. The inability
to get records from other countries, the complexity of directly linking cash flows to
